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About the Journal

The Journal of Informatics and Web Engineering (JIWE) is a peer-reviewed journal that advances the
engineering of user-centric, web-native information systems. We published original research, reviews,
and case studies that unite informatics with rigorous web-engineering methods across the full lifecycle,
from requirements and design to deployment and evolution. Priority areas include web engineering
and applied informatics, artificial intelligence or machine learning on the web, cybersecurity, privacy,
trust, and emerging digital technologies such as loT, blockchain, big data, and visual analytics.
Submissions must demonstrate methodological rigor, empirical evaluation, and clear relevance to the
engineering of web systems.

Our mission was to foster a community of researchers and practitioners committed to building reliable,
scalable, and secure web applications with demonstrable real-world impacts.

Aim

The Journal of Informatics and Web Engineering (JIWE) is a peer-reviewed venue that advances the
engineering of user-centric, web-native information systems. We publish original, high-quality
research that unites the principles of informatics with the disciplined methods of web engineering
across the full system lifecycle: requirements, design, development, deployment, and evolution. JIWE
values methodological rigor and practical impacts, welcoming contributions that introduce models,
architectures, algorithms, tools, and empirical studies that measurably improve the conception and
construction of complex web systems are conceived and built. By treating the creation of modern web
systems as a rigorous engineering discipline grounded in information, data, and human—computer
interaction, JIWE fosters a vibrant community of researchers and practitioners committed to reliability,
scalability, security, accessibility, and sustained real-world relevance.

(The aim has been revised since 2025; JIWE has adjusted its editorial scope. Indeed, while past volumes
have dealt with more general topics in computer science, all subsequent issues will adhere to this
revised focus in order to provide our readers and contributors with greater depth, specialization, and
relevance).

Scope

JIWE welcomes the original research articles, comprehensive reviews, and insightful case studies. In
line with our strategic focus, we are particularly interested in submissions within the following high-
impact areas.

¢ Web Engineering and Applied Informatics : Methodologies, tools, and techniques for developing
web information systems, requirements engineering, conceptual modeling, usability and accessibility,
quality metrics and testing, and mobile and ubiquitous web applications.

¢ Artificial Intelligence & Machine Learning on the Web : Engineering of intelligent web agents,
integration of deep learning in web platforms, data mining and knowledge discovery, and design of
web-based recommender systems.

e Cybersecurity , Privacy, and Trust: Network security for web systems, privacy-preserving data
management, cryptography and encryption methods for web applications, and authentication and



access control engineering.

¢ Emerging Digital Technologies : Engineering decentralized applications using blockchain,
development of Internet of Things (loT) platforms, and web-based systems for Big Data, visual
analytics, and visual computing.

Correspondence Address:

JIWE,

Faculty of Computing and Informatics,

Multimedia University,
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63100 Cyberjaya, Malaysia.

Website: https://journals.mmupress.com/index.php/jiwe/index
https://doi.org/10.33093/jiwe



https://journals.mmupress.com/index.php/jiwe/index
https://doi.org/10.33093/jiwe

Table of Contents

Regular issue

Synthetic Data Generation for Healthcare Machine Learning: A Case
Study in Vital Signs and Diagnostic Predictions

Sellappan Palaniappan, Rajasvaran Logeswaran, Kasthuri Subaramaniam,
Oras Baker, Bui Ngoc Dung

Al-Powered File Security System with Facial Biometrics, QR Code,
and OTP Verification
Xinyi Loi, Ming Man Chan, Yuk Yii Chan

An Integrated YOLOv8 Based System for Real Time Vehicle Tracking
and ldentification Using CCTV Footage

Riya Jain, Piyush Kumar, Ashwani Kumar Dubey, Angela Amphawan, Neo Tse
Kian

Enhancing Air Traffic Management Using Spatio-Temporal Deep
Learning Predictions
Madan Singh, Azween Abdullah

Enhanced Trust-based Security Mechanism to Prevent Temporal DoS
Vulnerabilities in IPv6 Link-Local Networks

Iznan Husainy Hasbullah, Lokman Mohd Fadzil, Selvakumar Manickam,
Supriyanto Praptodiyono, Mohamad Khairi Ishak

Analysis and Predictive Modelling of EV Charging Patterns and User
Behaviour

Yi Xuan Law, Kah Ong Michael Goh, Check Yee Law, Connie Tee, Yong Wee
Sek, S M Hasan Mahmud

Machine Learning-based Prediction of House Sale Prices in Hulu
Langat
Kath Moon Yap Choo, Sew Lai Ng, Da An

Machine Learning for Employee Attrition Prediction: A Comparative
Study
Kai Jia Low, Sook Ling Lew, Sri Winarno

34

47

59

70

93

110

120



Design of a CNN-NLP Based Visual Chatbot for e-Commerce
Systems

Sidra Kubra, Salma Jahan Nisha, Nbhan D. Salih, Amalina Ibrahim, Wan
Noorshahida Mohd Isa

Al-Powered Threat Hunting for Email Phishing Attack Detection Using
Natural Language Processing (NLP)

Mohd Azriy Akmalhazim Mohd Nazariee, S Prabha Kumaresan, Alaa
Haddad, Mohamed Uvaze Ahamed Ayoobkhan

Analysis of Social Media Trends for Political Election Predictions
Wong Jing Hong, Lew Sook Ling, Tan Li Tao

Al-Powered Dynamic Encryption and Decryption Defense Model
Chyanne Wen Qian Lor, Ibrahim Yusof, Anang Hudaya Muhamad Amin

Gamification by Design: Methodological Foundations of the
GAMESPro Speaking Model for Primary Education

Mohd Zulhairi Che Abd Rahman, Hasiah Mohamed, Siti Zulaiha Ahmad,
Aurelio P. Vilbar

The Development of Decentralized Ticketing System Using Web3
Yu-Xian Cheng, Kah-Ong Michael Goh, Check-Yee Law, Connie Tee, Yong-Wee
Sek, Md Ismail Hossen

Al-Driven Intrusion Detection System for Network Security
Zhi Lin Sarah Teoh, Wee How Khoh, Hui Yen Yap, Pin Shen Teh

Deep Learning Model for Burn Injury Assessment with Enhanced
Diagnosis Rate
C.Pabitha, K. Revathi, R. Krishna Priya

Performance Analysis of Faster R-CNN and YOLOv8 Model for
Mango Fruits Detection
Mohd Haris Lye, Marawan Ashraf Eldeib

A Review of Cyber-Attacks on Web Applications and Their
Countermeasures
Salaheddin Beskri, Kok Why Ng

143

160

184

197

210

232

250

266

280

290



(Thematic) Al in Health and Wellness

Editorial: Artificial Intelligence in Healthcare and Wellness —
Emerging Frameworks, Intelligent Monitoring, and Precision Medicine
Sellappan Palaniappan

Multi-Agent Al Systems for Detecting Emerging Therapeutic Targets
and Intervention Patterns in Neuroplasticity Research
Raza Hasan, Salman Mahmood

Synthetic Data Generation for Healthcare and Wellness: Methods,
Applications, and Future Directions

Sellappan Palaniappan, Kasthuri Subaramaniam, Oras Baker, Bui Ngoc
Dung, Sumit Dhariwal

Al-Powered Continuous Health Monitoring for Chronic Disease
Management in Malaysia: Real-Time Risk Prediction Using Wearable
Sensors and Digital Biomarkers

Umi Najiah Ahmad Razimi, Yong Yoke Leng, Nor Hapiza Mohd Ariffin,
Mohammed Hazim Alkawaz

An Al-Based Framework for Heart—Brain—Body Coherence in
Wellness Monitoring: A Longitudinal Simulation Study
Asiah Lokman, Akalpita Tendulkar, Yujiao Zhang, Mantena Sireesha

Intelligent Telemedicine Systems for Contactless Heart Rate
Estimation using Deep Learning-based rPPG
Do Duc Thinh, Nguyen Duc Manh, Nguyen Thi Bich Ngoc, Vu Van Huan

317

323

343

361

383

405



Editorial Preview

In this issue, we bring you 18 cutting-edge articles in our regular section, along with 6
exciting contributions in the “Al in Health and Wellness” thematic section, including
editorial insights from our Thematic Editor. These selected articles are from 18
countries such as Malaysia, United Kingdom, Taiwan, India, Indonesia, United Arab
Emirates, Bangladesh, China, United States, Uzbekistan, Philippines, Australia,
Germany, Pakistan, Vietnam, Oman, Iraq, and Libya (in 5 continents: Asia, Europe,
North America, Oceania, and Africa).

We hope this issue provides valuable insights and meaningful contributions to
researchers, and academicians worldwide.

Prof. Dr. Su-Cheng Haw
(Editor-in-Chief)

Dr. Hui-Ngo Goh
(Managing Editor)

Journal of Informatics and Web Engineering
Website: https://journals.mmupress.com/index.php/jiwe/index
https://doi.org/10.33093/jiwe



https://journals.mmupress.com/index.php/jiwe/index
https://doi.org/10.33093/jiwe

