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Abstract - As technology today is moving forward exponentially, data exchange over the Internet has become a daily routine. 

Furthermore, businesses are growing internationally and offices are being established in a variety of different places throughout 

the world. This has resulted in the necessity to make data accessible and practical from any place. As a result, information sent 

via an may lead to critical security problems involving the breach of secrecy, authentication, and data integrity. This paper 

introduces a cloud storage system by utilising hybrid cryptography approach that leverages both advantages of symmetric key 

and asymmetric key cryptographic techniques. In our proposed system, the symmetric key algorithm AES is utilised to encrypt 

data, whereas the asymmetric key algorithm ElGamal is employed to perform key encryption before the data upload into cloud 

storage. Combining both symmetric key and asymmetric key methods alleviates privacy issues while increasing data 

confidentiality. In addition, a hash function which is SHA-2 is executed before the encryption process and after the decryption 

process. Both hash values are derived through a hashing procedure and matched in order to verify the data integrity. However, if 

the users' accounts were lost or stolen, all encryption would be meaningless. Hence, a Two-Factor Authentication (2FA) is also 

employed to minimise the abovementioned risk to achieve a greater security over the cloud environment. 

Keywords — Cloud Storage, Hybrid Cryptography, Advanced Encryption Standard (AES), ElGamal Encryption, Secure Hash 

Algorithm-256 (SHA-256). 
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I. INTRODUCTION  

 

A. OVERVIEW 

Cloud computing is the technique that provides users access to storage, files, software, and servers through their 

internet-connected devices such as computers, smartphones, tablets, and wearables. Data stored in the cloud can be 

accessed or retrieved by other users who are granted permission rather than direct access to the server. Due to its 

efficiency, many industries and organisations like universities, the military, and corporate have relied on various 

services and cloud storage in their daily routine. Despite the advantages, there still exist some security and privacy 

concerns in the services offered by the cloud providers. The data stored in the cloud is visible by the providers and 

can be easily modified or deleted by them. Besides, stored data could also be shared with third parties if necessary, 

as permitted in the privacy policy. Last but not least, data leakage is one of the possible risks since large-distributed 

data servers are being used to store user data. In order to preserve the confidentially of the stored data, cryptographic 

solutions should be considered. 
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Cryptography, more specifically encryption, is a method of protecting data against harmful behaviour during 

transmission. More precisely, encryption ensures data confidentially. Generally, it uses an algorithm to perform 

encryption and decryption to prevent public or unauthorised users from reading the private message. For instance, 

Transport Layer Security (TLS) or Secure Socket Layer (SSL) is a standard technology or protocol for safeguarding 

transferred data between server and client over the internet. Since the communication is in encrypted form, an 

interceptor would not be able to comprehend its meaning unless they possess the decryption key.  

Other security objectives besides confidentiality, include data integrity, authentication, and non-repudiation. In 

terms of data integrity, it means that data or message has not been altered or tampered with during the transmission. 

Authentication is one of the processes of access control that proves the identity of users are who they claimed to be. 

Usually, the password method is used in this process. Non-reputation always prevents entities from denying the 

action they took earlier. Some authorities used digital signatures and audit logs as a technique against the denying of 

users. 

This paper proposes a hybrid cryptography scheme in a cloud environment (see Figure 1) by using a combination of 

symmetric key cryptography and asymmetric key cryptography to enhance data security and reduce risk. A 

combined hybrid algorithm tends to achieve better security and efficiency in a cloud environment. 

 

Figure 1. Hybrid Cryptography Model 

 

B. PROBLEM STATEMENT  

Numerous security issues are deemed crucial [1] due to the significance of information stored on the cloud and the 

different services provided to the users. These data can be confidential and extremely sensitive. Once the users store 

their data on the cloud, there must be an assurance that the data can be accessed only by the authorised user and 

remain confidential. Hence, security regarding data stored in cloud storage has to be secure against privacy issues, 

data exposure, and so forth.  

Another problem is that there is a lack of integrity in the data stored in the databases. Ideally, data integrity means 

protecting data from unauthorised deletion, modification, or fabrication. However, data corruption is a critical issue 

that usually occurs during data processing or transmission due to hardware and software failure. It would return the 

unexpected results to the authorised user when they access. Utilising hashing is the common ways to ensure the 

accuracy and integrity of the data. 

Last but not least, the authentication process is also an identified security problem that exists in cloud computing. 

According to the Data Breach Incident Report by [2], phishing and credential theft are the two most increasing 

attacks in data breach incidents in 2020. The hackers could expose the data stored in the cloud if they possess the 

credentials such as username and password. Most cloud authentication procedures nowadays utilise a single user 

name and password to verify a users' identity. As a result, cloud applications may be vulnerable to some security 

issues. Hence, an extra emphasis should be placed on adopting a strong password policy, unique passwords and 2FA 

when feasible. 
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C. RESEARCH OBJECTIVES 

• To implement a secure and efficient file storage system using hybrid cryptography 

There is an enormous amount of data that should be transferred and stored in our daily routines. Therefore, 

the research aims to achieve a secure and efficient file storage system that enables users to transmit and 

save their data in cloud storage. Although cryptographic encryption is the best method to protect the data or 

file, using a hybrid encryption technique will offer better security than using a single technique. 

• To employ a hashing algorithm for ensuring data integrity 

The hashing function is employed in this system to preserve data integrity and ensure no data corruption, 

unauthorised alternation or fabrication during the transmission.  

• To implement Two-Factor Authentication (2FA) during the verification process 

Users will receive a Time-based One-Time Password (TOTP) that lasts for a certain period by sending a 

message to them. They have to use this TOTP to verify their identity. It serves as an additional security 

layer to resist unauthorised access if the credentials, such as passwords are being compromised or stolen by 

hackers. 

 

II. LITERATURE REVIEW  

A. RELATED WORK  

According to [3], a hybrid system utilises the advantages of both asymmetric key and symmetric key encryption 

schemes. Blowfish symmetric algorithm is used in data encapsulation while RSA for encrypting the secret key and 

applying Digital Signature Algorithm (DSA). Before performing key exchange, this system will encrypt the data 

block using the blowfish technique and encrypt the symmetric key using RSA's public key. Subsequently, a hashing 

function SHA-2 is applied on encrypted files for message digest and utilises the digital signature algorithm once get 

the message digest. An encrypted data block is concatenated with an encrypted symmetric key, and the whole data 

block is transmitted to the target system. The receiver decrypts the encrypted symmetric key using their private key 

and then uses the symmetric key as a decryption key to decrypt the received data block. At the end of decryption, 

signature verification is performed to compare with the message digest to validate the integrity as well as 

authenticity. This methodology provides better performance in data confidentiality, integrity, and also authenticity. 

But blowfish algorithm is not recommended to encrypt files larger than 4GB due to its small block size, according to 

[4]. 

[5] focused on implementing a hybrid encryption algorithm (RSA and AES) on the cloud. A combination of RSA 

and AES algorithms is implemented in their proposed system to enhance the cloud security. Key generation for RSA 

is based on the system timing; therefore, the redundant key is avoided. In the uploading process, the AES secret key 

is entered by the user for encryption purposes then the RSA public key, which belongs to the user will then be used 

to perform encryption. The user must indicate the filename to be downloaded and give a valid RSA private key and 

AES secret key for decryption in order to get access to and download the data. The advantages of the proposed 

system are the double layer of encryption and the key generation based on system timing. Uploaded data is stored in 

an encrypted form so no third party can access it, even the cloud administrator. This proposed system provides high 

efficiency during data encapsulation because of the use of AES but also slows down due to the complexity of 

factorisation in RSA. 

According to [6], the researchers have performed a hybrid implementation with four well-known algorithms: AES, 

Twofish, RSA, and ElGamal. A JAVA program was created to research each hybrid scheme's performance. Based 

on their experimental result, the combination of AES & ElGamal achieved better encryption time while encrypting 

larger files. In contrast, Twofish & RSA performed well while encrypting smaller files. Furthermore, the result also 

shows that AES & RSA needs the highest technical resources as compared to the hybrid model of Twofish & RSA, 

and AES & ElGamal. However, they concluded that AES & RSA scheme is more secure than other schemes, 

whereas Twofish & RSA achieved better efficiency in terms of speed. 
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B. COMPARATIVE ANALYSIS 

Table 1 shows a comparative analysis according to each algorithm. The comparison table referred from [7] consists 

of seven different algorithms with the parameters of type, round, efficiency, key size, block size, security level, and 

power consumption. In addition, the structure, pros, and cons of each algorithm are included in this analysis. 

 

Table 1. Cryptography Algorithm Comparison [7] 

Algorithm/

Parameter 

AES DES 3DES Blowfish RSA ElGamal ECC 

Type Symmetric 

Block 

Cipher 

Symmetric 

Block 

Cipher 

Symmetric 

Block 

Cipher 

Symmetric 

Block 

Cipher 

Asymmetric 

Block Cipher 

Asymmetric 

Discrete 

Logarithm 

Asymmetric 

Discrete 

Logarithm 

Structure Fiestel 

Network 

Fiestel 

Network 

Fiestel 

Network 

Fiestel 

Network 

Exponentiation 

Congruence 

Discrete 

Logarithm 

Elliptic Curves 

Key Size 

(bits) 

128, 192, 

256  

56  168  

112   

32 to 448  1024 1024  160 

Round 10, 12, 14 16 48 16 1 1 16 

Block Size 

(bits) 

128 64  64 64  min 512  min 512  64  

Efficiency High Moderate Low High Low Moderate High 

Security Adequately 

secured 

Not secure 

enough 

Not secure 

enough 

Least 

secure 

Least secure Adequately 

secured 

Adequately 

secured 

Power 

Consumpti

on 

Low  Low Low Low  High Low Low 

Pros Provide 

higher 

security and 

also the 

efficiency 

with large 

key size 

 

The number 

of rounds 

increases 

the 

complexity 

Easy to 

implement 

in both 

software 

and 

hardware 

Higher 

efficiency 

compared 

to DES 

and 3DES 

algorithm 

Computationally 

infeasible to 

compute private 

key given public 

key. 

Provide a 

different 

ciphertext 

(with near 

certainty) 

each time it is 

encrypted 

Required less 

computing 

power 

Cons Difficult to 

implement 

in software 

Short key 

size and 

considered 

as insecure 

Provide low 

efficiency 

due to the 

number of 

rounds 

64 bits 

block size 

makes it 

vulnerable 

to birthday 

attacks 

Slower process 

due to difficulty 

of factorisation 

Ciphertext is 

twice as long 

as the 

plaintext 

Increased the 

size of 

encrypted 

messages and 

more complex 

to implement 

compared to 

RSA 

 

 

III. RESEARCH METHODOLOGY AND PRELIMINARIES  

There are several phases of research activities involved in implementing the cloud storage system. Firstly, literature 

review with respect to the existing works and the underlying algorithms is conducted, and requirements of the 

system are gathered and analysed. Based on the gathered requirements, use case diagram and system flowchart are 

illustrated in order to get a clear picture of the process of the system. In the development phase, the necessary 

software and tool such as Apache Web Server is installed and configured in order to set up the developing 

environment. After that, the development of each module is carried out by using PHP and javascript and debugging 

of each module is performed before the integration. All completed modules are then integrated as a whole and 

functional testing is performed and documented to make sure the integrated system is free of error. After the 

integration and testing are completed, the experimental evaluation is conducted to assess the performance of the 

system and comparison analysis is with the existing solutions is derived. 
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A. UNDERLYING CRYPTOGRAPHIC ALGORITHMS 

The paper presents a new model that implements hybrid cryptography, hash function, and One-Time-Password 

(OTP) validation. It was developed using PHP, HTML, and Firebase. It utilises two major encryption algorithms, the 

Advanced Encryption Standard (AES) algorithm, and the ElGamal algorithm. Furthermore, the SHA-256 hash 

function is utilised to verify data integrity and eliminate the chances of sensitive data being comprised by a third 

party such as a cloud service provider. Each algorithm was selected through various perspectives of consideration 

after performing the comparison analysis. 

The AES or Rijndael is a symmetric cryptographic scheme that encrypts data in a block called block cipher based on 

a substitution-permutation network [8]. Rijndael was one of the shortlisted algorithms in a formal call by NIST back 

in 1999. The NIST had selected it to supersede Data Encryption Standard (DES) and protected classified 

information after the evaluation of different AES criteria [9]. Hence, AES was widely adopted in software and 

hardware over many corporates or even governments to encrypt their sensitive data in recent decades. 

However, there are three block ciphers contained in AES with different key sizes. Each of the block ciphers can 

encrypt and decrypt in 128-bit blocks data utilising 128-bit, 192-bit, or 256-bit cryptographic keys. The different key 

sizes chosen will have a different round of operation on that particular cipher. For example, there are ten rounds in 

AES-128, twelve rounds in AES-192, and fourteen rounds in AES-192. A round is made up of many steps: byte 

substitution, permutation, mixing columns and adding the round key. Reverse rounds are used in decryption to 

convert ciphertext back to plaintext using the same encryption key. Figure 2 depicts the operations involved in AES 

encryption and decryption. 

 

Figure 2. Encryption and Decryption in AES 

ElGamal Encryption is a widely used encryption scheme in free GNU Privacy Guard software, Pretty Good Privacy 

(PGP), and other cryptosystems. ElGamal is an asymmetric key encryption algorithm that encrypts data using the 

public key and decrypts with the private key based on an Diffie-Hellman key exchange [10]. Although the 

asymmetric approach requires more intensive calculation than symmetric algorithms, mathematical computations 

typically take less time. However, the ElGamal scheme is considered robust and harder to break due to the discrete 

logarithm problem, a known NP-problem. It is difficult to calculate x using a given generator and an equation 

                                           𝑔𝑥  𝑚𝑜𝑑 𝑝 (1) 

 

As a result, the scheme becomes more resilient as the discrete logarithm issue becomes more complex. 
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The US National Security Agency created the Secure Hash Algorithm 2 (SHA-2) family of hashing algorithms to 

replace the previous hash function, SHA-1 [11]. Hash function provides a collision-resistant hash value of given 

input as fixed-length output. Even though SHA-2 is much complicated, but it features greater security than SHA-1. 

There are several hash functions available in SHA-2 series: SHA-224, SHA-256, SHA-384, and SHA-512. The 

value associated with the hash functions represents the length of the hash value produced. For example, SHA-256 

hash values are calculated using 32 bytes, whereas SHA-512 hash values are computed with 64 bytes. SHA-2 is 

widely adopted with strings in MongoDB, Microsoft SQL Server, and MySQL databases to store user’s credentials 

or sensitive information. SHA-2 is also implemented in protocols and security applications such as TLS as well as 

SSL. 

However, there are a lot of hashing functions available in the market, for instance, MD5, SHA-1, SHA-2, SHA-3 

and Whirlpool. [12] conducted a comparative analysis among several hash algorithms with different parameters, as 

shown in Table 2. Based on the analysis, collisions were found in MD5 and Whirlpool, whereas SHA-1 suffered in 

the theoretical attack, and a collision was found in [13]. Since collision-free is one of the basic requirements for a 

hash function, the above mentioned hash functions will no longer be secure. Nevertheless, SHA-2 and SHA-3 are 

still collision-resistant and perform considerable security in the market. SHA-256 is selected in this system as a 

balancing of the trade-off between security and efficiency. 

Table 2. Hash Algorithm Comparison [12] 

Parameters  MD5 SHA-1 SHA-2 SHA-3 Whirlpool 

Block size (bits) 512 512 512, 1024 1600-2*bits 512 

Digest size (bits) 128 160 160, 224, 256, 384, 512 160, 224, 256, 384, 512 512 

Word size (bits) 32 32 32, 64 64 8 

Rounds 4 80 80 24 10 

Collision found Yes Theoretical 

attack 

None None Yes 

 

Operations and, or, xor, rot and, or, xor, rot and, or, xor, rot, shr and, or, xor, rot, shr and, or,xor,rot 

 

B. USE CASE DIAGRAM 

Figure 3 is a use case diagram that depicts the logic and all functionalities in the developed system. The system is a 

client-server-based model where the clients can send requests and get a reply from the server accordingly. In our 

designed system, the clients are able to view, download, and remove their files if they need.  

C. SYSTEM FLOWCHART 

In the developed system, every authenticated user can store their data or file securely in cloud storage as the data is 

stored in an encrypted form and can only be accessed by the authorised user. The entire process of the system is 

categorised into four phases: registration, authentication, encryption, and decryption. 

Figure 4 depicts the workflow in the registration process. During registration, the user must provide the necessary 

information such as email address, password, name, etc. As long as the user clicks the “Register” button, a 

verification email will be sent to the email address provided in the field to verify the validity. Once verified, the key 

pair will be generated based on the ElGamal algorithm and stored appropriately in the database. Otherwise, the 

email address is deemed invalid, and the user needs to provide another valid email address for the registration. 

In the authentication process as depicted in Figure 5, users have to enter the validated email and password in order to 

proceed. If the credentials are verified, OTP will be sent to the registered phone number for verification. The users 

are granted access after the OTP has been verified; hence a 2FA is completed. 

The encryption process as depicted in Figure 6 transforms the original data into ciphertext using the AES algorithm 

before uploading it to the cloud. Firstly, an authenticated user must select a 128-bit encryption key and a file they 

would like to store in the cloud server. After that, a hash function SHA-256 is applied to the selected file and the 

secret key to get its unique fingerprint. Finally, the secret key is encrypted with the user’s public key, while the file 

is encrypted using the secret key. 
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Figure 3. Use Case Diagram 

 

Figure 4. Registration Process 
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Figure 5. Authentication Process 

 

Figure 6. Encryption Process 

In the decryption process as depicted in Figure 7, the user requests the server to retrieve the encrypted file and the 

secret key. ElGamal decryption is applied to the encrypted key by using the private key of the file owner to recover 

the secret key. After that, the original file is decrypted through a reverse process of AES using a secret key that is 

obtained from the previous step. At the end of the decryption process, the system will compute the decoded file's 

message digest and compare the original message digest to ensure the file is not altered or corrupted during 

transmission. The file is available for the user to view and download if matched. Otherwise, the file will be 

discarded, and the user needs to make the request again. 
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Figure 7. Decryption Process 

 

C. TOOLS AND LANGUAGES  

The following language and platforms are used in developing the hybrid encryption web application: 

i. PHP 

The PHP (Hypertext Preprocessor) is the server-side scripting language used in this web development. PHP is often 

referred to as a general-purpose scripting language for designing dynamic and interactive web pages. It serves as a 

server-side language that can integrate with HTML, making a website easier on adding on features without referring 

to any external files [14]. 

Moreover, PHP provides an extension that binds OpenSSL library functions for symmetric and asymmetric 

encryption, decryption, and other cryptographic operations. 

ii. FIREBASE REALTIME DATABASE 

Firebase is a Backend-as-a-Service (Baas) platform that supports a set of tools and resources to assits developers 

build high-quality apps. Data is stored in JSON format and synchronised across all linked clients in real-time [15]. 

The Realtime Database is a NoSQL database, implying it has different optimizations and functionality than 

relational databases. It will be used to store the user data such as email address, files, and key-pair in this project. 

iii. AMAZON EC2 

Amazon Elastic Compute Cloud (Amazon EC2) is a service that offers scalable computing resources in the Amazon 

Web Services (AWS) Cloud. It provides and launches the virtual server and allows customers to configure storage, 

processing speed, and networking according to their needs. The cost of acquiring hardware in an organisation or 

business has dramatically reduced by setting up virtual servers on the cloud. Hence, Amazon EC2 will be utilised in 

this application for website hosting purposes. 

 

 

IV. PROPOSED SOLUTION  
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A. USER INTERFACE AND FUNCTIONALITY 

Figure 8 is the registration page for users to register their accounts. Users must provide information such as 

username, email address, password, and phone number to proceed with the registration. Once registered successfully, 

a notification will be prompted. They will receive a verification email associated with a link for verification. After 

the link is clicked, the user’s account is verified, and the user is able to sign in. 

 

Figure 8. Sign up Page 

In this system, a Two-Factor Authentication (2FA) with the combination of password and Time-based One Time 

Password (TOTP) is applied (see Figure 9). The system will send a 6-digits password that lasts for 3 minutes to the 

user’s phone number, which is registered in the registration process. The user is only granted access where the 

TOTP is verified; otherwise, the TOTP will be resent again (see Figure 10). 

 

Figure 9. TOTP Verification Page 

 

Figure 10. Verifying TOTP 
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After users have successfully signed in, they will be navigated to the page that shows their information. Besides, 

users can update their username, password, phone number and reissue their key pair (refer to Figure 11). In order to 

ensure security, the users should validate their current password before replacing the new password. As for phone 

number, users need to verify the new phone number through TOTP before updating. Furthermore, the key pair can 

be reissued every 24 hours if they think their key might not be secured anymore. 

 

Figure 11. Profile Page 

To upload a file to the server, users must select the file they want to upload and provide a 128-bit secret key for the 

encryption process. The encrypted data will be displayed in base 64 format after the file has been successfully 

uploaded (refer to Figure 12). 

 

 

Figure 12. Uploading File 
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Once users have uploaded their files, they could view their files by clicking the “View” button as shown in Figure 

13. For example, the content of file is displayed in Figure 14 after the decryption process. The decryption process is 

performed whenever the owner requests only; the content stored in the cloud server will always remain encrypted. 

However, not all types of files are supported on the browser. Hence, an alert message might be prompted, if the file 

type is not supported, such as .docx, .xlsx, .zip, and so forth. 

 

 

Figure 13. User’s File List 

 

 

Figure 14. Decrypted File Content 

The text file named “Hello.txt” is selected to download as shown in Figure 15. After that, the text file is successfully 

downloaded to the user’s C drive with its original content. 
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Figure 15. Downloading File 

 

Since removing or deleting the data is a sensitive action, a confirmation box will be prompted to the user before 

performing any deletion. If the “OK” button is clicked, the selected file will be removed and no longer be reverted. 
Figure 16 shows the updated file list upon performing file deletion. 

 

Figure 16. Updated File List 

 

B. SECURITY OF THE PROPOSED SOLUTION  

The proposed hybrid encryption scheme aims to resolve the security concerns in cloud storage: data confidentiality, 

integrity, and authentication. Although the proposed scheme is similar to the existing technologies such as HTTPS 

and PGP, however, the implementation process is slightly different. In this proposed scheme, any authorised user 

could safely save their data or file in cloud storage since the data is encrypted and can only be viewed and 

downloaded by the authorised user, which eliminates privacy concerns. With the help of AES encryption, the 

original data is transformed into an unintelligible form with respective secret key information before uploading to 

the cloud. In addition, the respective secret key is encrypted using the owner’s ElGamal public key, which is 

generated in the registration process. To retrieve the original data, the user must select the file that appears in the list 

and provide his own ElGamal private key. Then a decryption process will be performed automatically to convert 

back the original data and match its hash value with the hash value computed that stored in the database during the 

upload process. The file will only be available for download where it is successfully decrypted and validated by 

SHA-2 algorithm. It is to ensure that data has not been modified or corrupted during transmission. Furthermore, the 
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data stored in the cloud may be extensively sensitive and confidential for individuals. Hence, the 2FA method is also 

implemented in this proposed scheme against any unauthorised access from third-parties. Whenever users want to 

sign in, they have to insert a six-digit OTP, which lasts for three minutes after the system has verified the identity 

they claimed to be. 

 

V. RESULTS AND DISCUSSIONS  

The experimental evaluation and performance are computed and compared among different schemes proposed by 

other researchers. The assessed criteria in this experiment include the encryption and decryption speed, memory 

consumption and security. Hence, the JAVA programmes for each hybrid scheme have been developed for analysis 

purposes. The evaluated hybrid schemes are Blowfish & RSA [3], AES & RSA [5], 3DES & ElGamal [6], and AES 

& ElGamal (Proposed Scheme). Table 3 depicts the encryption time result for the various schemes.  

 

Table 3. Encryption Time Result (ms) 

File Size/Scheme Blowfish & RSA AES & RSA 3DES & ElGamal Proposed Scheme 

1 KB 15.8 23.8 21 24.2 

19 KB 80.4 93.6 86 83.8 

36 KB 153.0 165.2 147.6 135.0 

99 KB 387.8 411.8 415.0 377.8 

465 KB 1580.0 1629.8 1764.2 1525.2 

2305 KB 8104.2 7517.2 8008.4 7019.6 

5799 KB 20707.6 17620.6 19448.6 17016.6 

 

 

Figure 17 contains data of different file sizes in the X-axis; Y-axis includes the time taken in milliseconds. There are 

four colors of the line representing various hybrid schemes, as shown in the legend. The amount of time depends on 

the data. To approximate comparative performance, Figure 18 provides the mean performance of algorithms. 

According to mean performance, the encryption results show that the AES & ElGamal which is the proposed 

scheme consumes less time during encryption than others. 

 

 

Figure 17. Encryption Time Taken 
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Figure 18. Mean Encryption Time 

Meanwhile, Table 4 depicts the decryption time for various schemes. The results as defined in Figure 19 show that 

the decryption time of the proposed scheme is more efficient than others. According to the mean decryption time in 

Figure 20, the proposed scheme achieved the least time (3663 ms), which is slightly faster than AES & RSA (3788 

ms), it also outperformed Blowfish & RSA (4155 ms) and 3DES & ElGamal (4165 ms). 

 

Table 4. Decryption Time Result (ms) 

File Size/Scheme Blowfish & RSA AES & RSA 3DES & ElGamal Proposed Scheme 

1 KB 77.4 78.8 6.6 6.8 

19 KB 170.4 152.4 78.6 78.4 

36 KB 197.4 186 160.0 122.0 

99 KB 410.0 390.6 363.8 328.4 

465 KB 1652.0 1532.6 1569.4 1419.8 

2305 KB 7459.4 7078.0 7519.6 6942.6 

5799 KB 19120.0 17099.0 19457.0 16746.0 

 

 

Figure 19. Decryption Time Taken 
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Figure 20. Mean Decryption Time 

Figure 21 depicts the mean result of the memory consumption in kilobytes from the different combinations of 

algorithms. Based on our observation, the memory consumed from the discrete logarithm (ElGamal) is relatively 

less than the factorisation (RSA). Furthermore, the AES algorithm also consumes less memory as compared to the 

3DES algorithm. 

 

Figure 21. Mean Memory Consumption (KB) 

Table 5 concludes the performance and evaluation of the analysis. This analysis has been assessed among multiple 

hybrid schemes proposed by other researchers and a proposed scheme in this paper. Each scheme is evaluated in the 

same environment regardless of CPU, RAM, and File size. From the obtained results, 3DES & ElGamal and our 

proposed scheme achieved better efficiency than Blowfish & RSA and AES & RSA as factorisation is a more 

consuming process compared to discrete logarithm. However, the overall criteria of the proposed scheme (AES & 

ElGamal) outperformed other schemes in terms of encryption speed, decryption speed, memory consumption and 

security. 

Table 5. Performance Summary 

File Size/Scheme Blowfish & RSA AES & RSA 3DES & ElGamal Proposed Scheme 

Speed Slow Moderate Slow Fast 

Memory 

Consumption 

Moderate High Low Low 

Key Size 448/2048 bits 128/2048 bits 192/2048 bits 128/2048 bits 

Security High High Moderate High 
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VI. CONCLUSION  

The security issues on the cloud are worth paying attention to due to the significance of information and the variety 

of services provided to the users. Hence, this paper has proposed a hybrid encryption approach to secure user data in 

a cloud environment. The proposed hybrid encryption scheme aims to resolve the security concerns in cloud storage: 

data confidentiality, integrity, and authentication. 

In this proposed scheme, any authorised user could safely save their data or file in cloud storage since the data is 

encrypted and can only be viewed and downloaded by the authorised user, which eliminates privacy concerns. With 

the help of AES encryption, the original data is transformed into an unintelligible form with respective secret key 

information before uploading to the cloud. In addition, the respective secret key is encrypted using the owner’s 

ElGamal public key, which is generated in the registration process. To retrieve the original data, the user must select 

the file that appears in the list and provide his own ElGamal private key. Then a decryption process will be 

performed automatically to convert back the original data and match its hash value with the hash value computed 

that stored in the database during the upload process. The file will only be available for download where it is 

successfully decrypted and validated by SHA-2 algorithm. It is to ensure that data has not been modified or 

corrupted during transmission. Furthermore, the data stored in the cloud may be extensively sensitive and 

confidential for individuals. Hence, the 2FA method is also implemented in this proposed scheme against any 

unauthorised access from third-parties. Whenever users want to sign in, they have to insert a six-digit OTP, which 

lasts for three minutes after the system has verified the identity they claimed to be. 

In a nutshell, efficient and secure file storage on the cloud using AES & ElGamal algorithms has been proposed and 

developed. Based on the result of the analysis conducted, the proposed scheme has achieved better efficiency and 

security compared to other schemes. Furthermore, various types of file such as .txt, .pdf, .jpeg, .docx, .pptx, 

and .mp4 have been tested, reconstructed and retrieved successfully during the testing process. Hence, the hybrid 

technique for file encryption and decryption will adapt well in applications where security demand is a requirement. 

This hybrid scheme will contribute to improving the security of cloud storage over the internet. 
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