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Abstract - Leaders have always wondered where and how precisely Information Technology (IT) can be of value in their 

organizations. However, the pacing rate of technology development and cutting-edge features that technologies can provide 

can cause the decision-maker of an organization to rush to invest in technology upgrades without taking risks into account. 

The risks that may cost the existence of organizations can be caused by an adversary who commits a cyberattack against the 

IT assets of an organization, seizing leaders' underestimations of the risks of IT upgrades. Inevitably, there will always be new 

vulnerabilities in IT assets, especially in information systems. This study aims to analyse the most recent cyberattacks and 

their criticalities. In addition, a review of countermeasures was conducted to withstand the attacks. Furthermore, this study 

addresses the key factors that contribute to the neglect of vulnerabilities in web applications. This study provides researchers 

and organizations with a review of recent real-world cyber-attack incidents using industrial reports and case studies as sources. 

The results of this study will provide practitioners and researchers with blueprint knowledge about cybercrimes and how 

critical cybersecurity is, especially in the field of software engineering, regardless of the size of the development team. 
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1. INTRODUCTION  

Cybersecurity management is considered the responsibility of Information Technology (IT) teams worldwide [1]. 

In fact, organizations’ core functions have been relying heavily on IT, and any malfunctioning activity found in 

IT assets will have a critical impact on the organization’s workflow and reputation. However, researchers have 

been conducting IT-based risks, determining the proper methods and approaches to avoid and mitigate the 

potential future risks that might be encountered. Currently, most of the world’s social, cultural, financial, medical, 

and governmental activities are conducted in cyberspace [2]. The space has been filled with all information, either 

public or sensitive, by the said activities, and any insecurity or challenges in cyberspace may threaten many 

citizens’ lives.  

The cost of neglecting vulnerabilities in the cyberspace infrastructure, either software or hardware assets, is 

significant [3]. The United Kingdom’s National Cyber Security Centre (NCSC) reported that in 2024, there were 

430 cyberattacks recorded in 2024 and 89 of which were committed only against the UK [4]. These attacks cost 

more than a million dollars. Cyberspace, which all parties worldwide have been using has no borders and requests 
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no visa to enter any of cyberspace’s assets. Hence, the urge to pay more attention to protecting cyberspace must 

be the responsibility of organizations, users, customers, governments, and communities around the world. In other 

words, vulnerabilities in our system should be given the highest priority, as well as the involvement of top-down 

management. 

The main goal of the cybersecurity team is to achieve zero vulnerability in the IT infrastructure. The moment an 

IT asset becomes vulnerable, cybersecurity teams start to carry out the vulnerability and add every effort to 

mitigate it. As the team is trying to patch the vulnerable system, the system is still in danger and is exposed to an 

anonymous attacker. New attacks against leading web applications have been reported every day because of their 

vulnerabilities that have not been mitigated [5]. Fortunately, Web applications are technically accessible at the 

application layer. Cybersecurity teams tend to tighten access policies in the lower layers to prevent hackers from 

reaching the production environment. However, cybercrimes are still being reported and questioned. 

This study reviews recent attacks discussed in empirical case studies and industrial reports, providing a review of 

how those attacks were successfully committed and how cybersecurity teams found the attack. Furthermore, this 

study reviews the countermeasures that have been taken to remedy attacks and the key factors that contribute to 

the negligence of web application vulnerabilities.  

This research adds the following contributions to the domain of web application security: 

• Proposes a Case Enhanced-Systematic Literature Review (CS-SLR) approach that addresses a key 

limitation of systematic literature review’s detachments from operational reality by systematically 

integrating academic findings with real world breach incidents. 

• Provides web application cybersecurity experts with evidence based exploited vulnerabilities from real 

incidents, discovering discrepancies between academic findings and cyberattacks prevalence. 

• Identifies critical factors that contribute to vulnerabilities mitigation’s delay across sectors. 

• Identifies countermeasures that impacted organizations and companies were conducted, aligning 

academic research recommendations with incidents’ real responses. 

 

2. LITERATURE REVIEW  

Web applications are considered the weakest point in cyberspace to attack due to their common vulnerabilities 

and online availability [3]. Factors that have created vulnerabilities vary in a way that different aspects play roles 

in vulnerabilities existence in web applications, either technical or non-technical. Since cyberattacks incidents 

have been soaring due to the rise dependence on information systems to deliver services around the world, 

cybersecurity researchers and experts from different organizations have been building security tools and attacks 

patterns awareness for all users around the world. The subsequent sections provide a brief background of non-

profit organizations that run cyberattack awareness campaigns, as follows: 

 

2.1 The Open Worldwide Application Security (OWASP) Top Ten Vulnerabilities  

OWASP project is a nonprofit foundation that has been in chase for the most common flaws in web applications 

that attackers can exploit, although it frequently publishes an up-to-date list of the most common vulnerabilities 

for practitioners’ and researchers’ references, cyberattacks are still reported [6]. Lists are updated frequently by 

certified contributors who export newly discovered vulnerabilities in the form of a dataset to the OWASP project’s 

teams. However, the lists of vulnerabilities are built by collaborative contributions of trusted organizations and 

experts around the world, reflecting a retrospective consensus and that, often, lags the emergence of new 

vulnerabilities exploitation [7]. 

 

2.2 The Web Hacking Incident Database Program (WHID) 

Apart from the OWASP project’s top ten list of web application vulnerabilities efforts to make organizations and 

researchers aware of the vulnerabilities, another non-profit program has been established recently by the OWASP 

foundation, namely the WHID program [8]. The program focuses primarily on cyberattack incidents that have 

been reported by organizations and businesses and stores all incidents in a large database for further research and 

awareness considerations. The WHID database provides incident details in relation to every reported vulnerability 
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by the OWASP top ten lists. The WHID methodology relies on third-party media to report incidents which may 

not comprehensively capture all incidents as well as technical details [8]. 

2.3 The Common Vulnerabilities Exposure Program (CVE) 

The MITRE foundation’s CVE program has added more advantages to practitioners and researchers by covering 

the gap of common vulnerabilities that an organization or business might find in one IT asset [9]. There are 433 

companies and organizations that have partnered with the program, and vulnerabilities in the IT infrastructure will 

eventually end up in the CVE program repository.  

These non-profit programs should be part of the everyday tasks of an IT management as their databases are 

provided in the GitHub repositories, and they can be easily imported into any information system [6], [8], [9]. 

However, the non-profit organizations publications are limited by the scope of datasets imported from different 

sources, the exclusion of emerging threats and the lack of detailed context regarding the application of security 

measures in real scenarios as IT managements differ in IT infrastructure’s size, complexity and geography[7].  

 

2.4 Web Application Cybercrimes’ Reviews 

Cybercrime is defined as an illegal activity conducted on an IT asset or an IT asset that plays an unintentional role 

in creating an illegal activity on a victim’s IT asset [2]. The number of cybercrimes against web applications has 

soared recently, [10] and frequently reviewing recent cyberattacks on web applications has contributed 

significantly to this field of study [3].  

Many studies analysed major web application vulnerabilities. In 2025, Riskhan et al. [11] investigated seven major 

web application vulnerabilities, including SQL injection, Cross Site Scripting (XSS), insecure configuration, 

Cross Site Request Forgery (CSRF), insecure file upload, Zero Day flaws and insecure direct object reference by 

systematically conducting security assessment using automated penetration-testing tools and controlled lab 

environments. This study demonstrated in detail how these vulnerabilities can be identified and recommended 

strategies that prevent exploitation. While the study provides valuable technical insight, it does not incorporate 

real world attack incidents and its findings relied on controlled environmental scenarios in which tool-based 

assessments were involved. In addition, vulnerabilities persistence root cause that contribute to delayed mitigation 

and further exploited vulnerabilities are not examined. The countermeasures were prescribed in best practices that 

have been recommended by cybersecurity industry rather than as reactive responses derived from real-world 

breached organizations. These gaps underscore the limitations in web applications’ vulnerabilities and 

countermeasures research, motivating the adoption of the proposed CS-SLR approach that integrate academic 

findings with real world web application attack incidents to align exploited vulnerabilities, root causes of 

unmitigated vulnerabilities and factual impacted organizations countermeasures. 

A study by Phanireddy et al. [12] explored the integration of AI-driven techniques in web application 

vulnerabilities detection and mitigation, depicting how Machine Learning (ML) can enhance web application 

security beyond traditional vulnerability scanners and penetration testing tools. The study proposed a hybrid 

framework that integrates ML based source code inspection with runtime behaviour monitoring. A deliberate 

testbed and a controlled e-commerce environment were involved in the evaluation of the framework, resulting in 

reduced false positives, detection accuracy and rea-time responses. While this study addressed vulnerabilities 

detection capability by leveraging AI, it does not articulate how adversarial AI technique and Large Language 

Model (LLM) generated attacks evade vulnerabilities detection techniques. Including these AI based threats is 

critical and real-world attacks incidents gradually embracing AI-assisted exploitations and adaptive evasion 

techniques. The CS-SLR approach comprehensively synthesizes the vulnerabilities exploitations vector, 

mitigation techniques and countermeasures, including AI driven attacks that reinforce bridging a gap between 

academic research and real-world incident evidence.  

A review study was conducted in 2024 in the financial sector to assess the impact of cyberattacks on financial 

markets rather than focusing on exploited vulnerabilities or technical details [13]. The study uses the European 

Financial market as a targeted sample in its methodology. A mixed method approach was adopted in which a 

quantitative analysis of European market data and qualitative case studies of cyber incidents in the financial sector 

were combined. As a result, this study found that social engineering and ransomware attacks have the highest 

impact on the financial market sector, and the losses will reach 10.5 trillion USA Dollars yearly by 2025. In 

addition, the study highlighted that the IT infrastructure of a financial sector is huge and complex, therefore the 

average vulnerability is high, as well as their broad impact. While these findings provide valuable insight into the 

broader consequences of social engineering and ransomware cyber-attacks on financial sectors, the study does not 

review vulnerabilities exploitation at web applications’ level. This separation between high level impact analysis 
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only while analysing the case studies and exploited vulnerabilities technical analysis depicts broader 

fragmentation in cybersecurity research in which every dimension of organizational, economic and technical are 

analysed in isolation. The adoption of the CS-SLR approach addresses the fragmentations by synthesizing 

evidence across various attack vectors, preserving a united analytical framework. 

A comprehensive review of the past 20-year studies towards XSS attacks was conducted in 2024 [14]. This study 

aims to reveal the gaps that have been missing during the development of attack-detection techniques, as well as 

in the proposed approaches since the XSS attack was discovered in 1999. The research identified a significant gap 

between the academic attention which was intensified in 2016 and the discovery of the attack in 1999. This lag 

reveals a broad disconnect between academic research focus priorities and real-world incidents’ exploitation. 

Moreover, although the study introduces a taxonomy for newer variants of XSS attacks, the study lacks industrial 

incident data as it relies on academic sources. Therefore, it does not introduce how frequently these attacks were 

exploited in practice or why these vulnerabilities were not mitigated despite extensive research. Thus, the CS-

SLR approach covers these gaps by integrating academic research findings and industrial reports with real world 

cyberattacks incidents. 

Almaiah et al. [15] conducted research in 2024 in which a comprehensive analysis of cyberthreats against 

Database Management System (DBMS) with emphasis on SQL injection attacks. Besides, it examined the 

organizational responses to the DBMS-centric cyber-attacks that had been taken by impacted organizations’ IT 

infrastructures. Thus, this study proposes a risk assessment framework to provide an approach for addressing all 

types of threats, vulnerabilities, and countermeasures. The framework comprises the following four stages. 

1) Key components identification. 

2) Threat identification. 

3) Vulnerability identification. 

4) Countermeasure identification. 

The findings indicate that twenty-eight collected threats were analysed and classified as technical and non-

technical threats. The study found that 9% of the threats against database systems were caused by SQL injections 

and Denial Of Service (DOS) attacks. In addition, this study revealed that weak authentication, unpatched 

databases, weak audit trails, and multiple usages of a single account were the most prevalent technical 

vulnerabilities in database systems. While this study provided valuable insight into real world countermeasures 

against DBMS systems, it remains partially relevant to the scope of web application security and does not relate 

to evidence from web application real world incidents. These limitations reinforce the need for the CS-SLR that 

integrate academic and incident levels evidence across diverse web application cyber-attacks within a unified 

evaluative model. 

A comprehensive research review of security threats against Global Software Development (GSD) SDLC model 

phases was conducted in November 2022 [16]. The study was motivated by findings from a previous study by the 

same authors, which revealed that the lack of prioritizing security is one of the common causes of vulnerabilities 

exploitation [17]. Therefore, this research was mainly aimed at prioritizing the critical software security risks in 

the SDLC phases. A previous review paper sampling of 120 papers, conducted by the same authors in November 

2021, was used in this study [17]. A total of 145 software security risks were identified based on the inclusion, 

exclusion, and quality rating criteria, although the data source did not include industrial insights and reports. Khan 

et al. [16] adopted a non-methodological method to assess the practical significance of software engineering owing 

to the direct involvement of the targeted population.  

Besides, an online questionnaire survey was constructed to validate the findings of previous studies and to discover 

other security risks and associated practices. Fifty responses were retained from experts working in a GSD 

environment (Software Engineering Research Group, Pakistan; The King Fahd University of Petroleum and 

Minerals, Saudi Arabia; and Qatar University, Doha, Qatar). Finally, the Fuss Analytical Hierarchy Protocol 

(FAHD) was implemented to rank the discovered risks based on their importance in securing the SDLC phases in 

the context of GSD. Consequently, forty-five software risks were identified and mapped for each phase of the 

SDLC using the FAHP technique. After the Critical Software Risks (CSR) are converted into triangular fuzzy 

numbers (TFN) using a geometer mean method, all CSRs in each level of the hierarchy are compared together 

with a pairwise comparison of each other and then compared with pair-wise comparison of all categories of 

requirements engineering, designing, coding, deployment, testing, and maintenance. This study revealed that the 

design phase is the most important phase among other SDLC phases and the lack of threat model updating, output 

validation, certification in final release and archive, and spoofing were the most Critical Software Risks in the 

SDLC phases in the GSE context.  

However, the study relied solely on experts’ reviews who work at a research centre and two universities to classify 

and prioritize CSR risk, overlooked industrial reports, non-profitable organizations’ databases and real-world 
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incidents that may have a significant impact on the results. This reflects the need for the CS-SLR methodology 

that integrates academic research findings with real world incidents in a unified analytical framework.  

In 2020, Sohan et al. [18] conducted a Systematic Literature Review (SLR) review and qualitative analysis of 

JavaScript Malware Detection (JSMD) techniques from 2009 to 2019. The SLR process investigated thirty-two 

articles that mostly used ML malware detection models. This study aimed to assess JSMD techniques for malware 

detection using their results. The findings of the results concluded that most of the ML models were performed 

on average, but the study reported uncertainty in the results of all those results due to the publication bias of 

reviewers of scientific journals in which positive results were published over negative ones. In addition, the study 

revealed the difficulties that had been encountered in performing ML models to verify the results due to different 

dataset usage, and private datasets were used to train their models that the study could not access. Although the 

performance assessment process suffered certain limitations, the study revealed significant facts that were reported 

by the reviewed studies. 

1) The performance of the ML models was affected by browser discrepancies. In other words, different 

browsers have distinctive characteristics; however, it is challenging to detect malware when a webpage is 

opened with various browsers. 

2) The processing time of the detection models is challenging, and the studies proposed that further research 

is required to reduce it. 

Sohan et al. [18] solely relied on the academic literature (conferences and journals) to review vulnerabilities and 

JSM detection techniques while incapable of validating performance due to lack of datasets availability. This 

reflects the traditional SLR’s major limitations in which its design is isolated from operational real world incidents 

technical details and that is not a flaw in its execution. The proposed CS-SLR methodology in this work addresses 

these limitations through methodological integration. 

To raise awareness of Social Engineering Attacks (SEA) among organizations and individuals, a comprehensive 

survey was conducted in 2025 by Rathod et al. [19]. Motivated by loopholes, which have not been sufficiently 

investigated, this study analysed industrial reports and ten distinct social engineering attack types and built a 

detailed solution taxonomy to derive solid knowledge about the attributes of social engineering attacks, namely 

definition, implementation, and real-world cases. The study relied on Tier 1 academic journals to synthesize recent 

related publications regarding the SEA and found that the SEA’s taxonomies have not been discussed. In addition, 

the solutions provided were impractical and were not built on real-world cases. The study proposed an AI and 

blockchain-based malicious URL detection framework to prevent SEA attacks. Hence, an experiment was 

conducted in which two popular Meta-platforms, Facebook and Instagram, were targeted. Several URLs on the 

platforms were collected and pre-processed for storage in a database. The framework, using AI and blockchain, 

was successfully capable of detecting malicious URLs in a database. The naïve Bayes algorithm was found to be 

the best performer in terms of speed, time, and training cost. While the study advances the traditional SLR practice 

by including real-world cases, incidents data were primarily served for illustrative purposes rather than driving 

systematic integration for risk-based reprioritization and vulnerabilities exploitability validation. This highlights 

more structured frameworks needed like the proposed CS-SLR that systematically produces actionable insights. 

In 2024, research reviewed recent ransomware cyberattack incidents to identify the nature of the attack and 

organizational responses across divers sectors using a proposed counteract framework [20]. The researcher 

categorized ransomware attacks into three types: screen locking, file encryption, and double extortion ransomware. 

The research method employed searching tools to collect and review relevant papers, such as Google Scholar, 

IEEE Xplore, MDPI, and Grover Hermann Library at UC. In addition, reputable, independent new blog posts 

were used in the research. Consequently, six cyberattack incidents relevant to ransomware attacks were identified 

and reviewed. The study found that there are many factors that contributed to successfully executing ransomware 

attacks against computer systems, and that financial gain was the main motivation. This study determined nine 

factors that lead to successful ransomware attacks. Most of the identified factors were human error contributions 

to the incident and web application exploitation was the only technical factor. The framework comprises three 

strategic alignments of preventive, protective, and deterrent measures. 

1) Endpoint Detection and Response (EDR) 

2) Threat intelligence 

3) Secure Management of Privileged Credentials 

4) Multi-Factor Authentication (MFA) 

5) Backup strategies 

6) Network and Host-based detection 

7) Incident Response Plan 

8) Patching Cadence 
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9) Training awareness 

10) No More Ransome (NMR) Initiatives 

While the findings of this study provide valuable insight, its methodology primarily relied on illustrative 

aggregation of academic research, industrial reports and media, excluding a methodological synthesis of real-

world cyber-attack incidents and mapping between vulnerabilities and exploited patterns and countermeasures. 

This gap highlights the significance of CS-SLR methodology that integrates literature reviews with empirical 

cyber-attacks evidence to generalize vulnerabilities exploited, defensive strategies and rather to address 

ransomware attacks only. 

Khan et al. [21] conducted a systematic literature review of the 2019 data breach against the Capital One bank. 

Capital A hierarchical control structure was reconstructed to identify technical failures and why they failed. The 

Cybersafe methodology analysed cybercrimes from technical issues up to top management, the Board of Directors, 

and government regulators. Even though the study focused on one real-world cybercrime, which took two years, 

the findings provided many key factors for the failure to prevent cyberattacks. They recommended measures that 

could be critical to other organizations to secure their systems. The Cybersafe 4-step processes cost the researchers 

approximately 11 months of research to deliver accurate results. These steps include collecting the required 

information about the incident, building a hierarchical functional control structure where all controllers and 

interactions were modelled, examining the control structure functionality against the attack, and identifying the 

flaws and conditions of every control structure that lead the system to behave ineffectively and create 

recommendations for the safety control structure. The study demonstrated that the incident was not caused due to 

technical flaws only but a cumulative of failures encompassing different levels. The study found that one of the 

major risks that played a main role in the Capital One Bank incident was the misunderstanding of the shared 

security responsibility model with respect to the cloud service provider. The study provided rich qualitative insight 

into the governance failure and root causes within a single large-scale incident though it does not review and align 

systematically exploited vulnerabilities across many real-world incidents with academic taxonomies nor does it 

analyse the post incident countermeasures adopted by the impacted organization. These motivate the adoption of 

the CS-SLR approach in which generalizes such case evident insights by mapping real world cyber-attacks 

vulnerabilities to academic research findings and industrial reports, determining root cause of unmitigated 

vulnerabilities and reviewing countermeasures across multiple incidents.  

To better comprehend the literature synthesized in this study, Findings and limitations of every literature are 

summarized in Table 1. 

 

3. RESEARCH METHODOLOGY  

A CS-SLR was conducted in this study. CS-SLR is a research method that reinforces the literature with real-world 

case studies that can be obtained from published or unpublished sources. The CS-SLR method was inspired by 

the Multivocal Literature Review (MLR) research method developed by Zhao et al. [22]. While the MLR method 

is specially designed to use formal and commercial, either published or unpublished, the CS-SLR is a more case-

prone method that aims to provide solid convergent views in answering research questions. 

 

3.1 Objectives and Research Questions 

This research provides the pattern of recent cybersecurity aspects for researchers and practitioners by reviewing 

recent relevant studies, supported by real-world case studies. This study aims to analyse the most recent 

cyberattacks and their criticality. In addition, countermeasures deployed to encounter attacks are also reviewed. 

Furthermore, the reasoning behind the negligence of vulnerability mitigation and remediation within organizations 

and companies was investigated. 

The following are the research questions and associated sub-questions to be addressed. 

• RQ1: What are the most recent web application vulnerabilities and countermeasures? 

o Sub-question 1: What have been the most discussed vulnerabilities and countermeasures in recent 

studies? 

o Sub-question 2: How are vulnerabilities and countermeasures discussed and aligned with the 

OWASP top ten list of vulnerabilities? 

• RQ2: What vulnerabilities are seized and what countermeasures are applied against cyberattacks by the 

impacted organizations and companies? 

• RQ3: What factors play a major role in delaying web application vulnerability mitigation? 
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Table 1. A Summary of the Literature Review 

Ref Year Findings Gap(s) 

[11] 2025 

- Seven major web application 

vulnerabilities were investigated 

- Identified vulnerabilities exploitation 

strategies and recommended how to 

preventive countermeasures 

- Findings derived from a controlled lab 

environment. 

- Root cause of unmitigated vulnerabilities 

delays was not analysed. 

- Countermeasures were recommended based 

on industrial organization’s best practices 

[12] 2025 

- Proposed a hybrid AI based source code 

vulnerability detection framework. 

- The hybrid framework achieved high 

detection accuracy, lower false positives 

and real-time responses. 

- It does not articulate the AI assisted attacks 

prevention capability as they have been 

reported in real world incidents. 

[19] 2025 

- Social Engineering Attacks were mapped. 

- Proposed Malicious URL detection 

technique 

- Exploited Vulnerabilities in real-world 

incidents were included as descriptive 

analysis. 

[13] 2024 

- Social Engineering and Ransomware are 

predominant 

- Average amount of vulnerabilities in 

financial sector is often high 

- Exploited Vulnerabilities and 

countermeasures were Not technically 

Detailed. 

- Review from a financial analysis perspective. 

[14] 2024 

- A comprehensive taxonomy of the types 

of XSS attacks (Application-based, third 

party-based and collaboration-based) 

- lacks industrial incident data as it relies 

solely on academic sources. 

- Root cause of unmitigated vulnerabilities 

delays was not analysed. 

[15] 2024 
- SQLi and DOS attacks against DBs were 

predominant 

- Partially relevant to web application security 

- Real-world attack incidents were not 

included. 

[20] 2024 

- 9 factors related to human error 

contributed to the ransomware attacks 

whereas 1 factor was unpatched 

vulnerabilities. 

- Technical vulnerabilities and 

countermeasures were not sufficiently 

discussed. 

- Real world cyber-attack incidents analysis 

was not considered in the finding’s 

formulation. 

[16]

, 

[17] 

2022 

- 45 software risks were identified, 

prioritized and mapped in each phase of 

the SDLC phases in the context of the 

Global Software Development 

- No Real-World cyberattack incidents 

validation 

[18] 2020 

- The publication bias of reviewers of 

scientific journals in which positive 

results were published over the negative 

ones. 

- ML performances’ verification was 

infeasible due to lack of datasets 

availability. 

- Traditional SLR design in which real-world 

attack incidents were not reviewed. 

[21] 2019 

- The attack key factor was a 

misunderstanding of the shared security 

responsibility model with respect to the 

cloud service provider. 

- The study revealed multiple factors that 

were urged as to the cause and the 

environmental conditions 

- The study investigated one study, the Capital 

One bank incident that will make the findings 

ungeneralizable 

 

Figure 1 and Figure 2 show the CS-SLR framework implemented in this study. The research method in the CS-

SLR framework begins with the research questions addressed in this research. Then, two search tasks began in 

parallel to retrieve white literature (research papers) and Gray literature (academic and industrial reports, works, 

blogs, and case studies). The Grey Literature (GL) is “Grey literature stands for manifold document types 

produced on all levels of government, academics, business and industry in print and electronic formats that are 

protected by intellectual property rights, of sufficient quality to be collected and preserved by library holdings or 
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institutional repositories, but not controlled by commercial publishers, that is, where publishing is not the primary 

activity of the producing body.” [23]. 

Figure 1. An Overview of the CS-SLR framework (White Literatures Process) 
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Figure 2. The CS-SLR Framework (Gray Literature) 

 

3.2 Data Source 

Various data sources were considered before the search process started. As this research method relies on different 

types of documents and data, academic sources such as Scopus, IEEE, ScienceDirect, and ACM libraries were 

included in this study’s search tasks to retrieve, whereas Google engine was mainly used to collect real-world 

cyberattack incidents and reports. The selection of the Google search engine was based on the nature of the GL 

literature type, which can be an industrial, governmental, or academic document. 

 

3.3 Searching Process 

In this section, the process of collecting academic and industrial documents is described using formulated search 

strings against various identified data sources. Prior to applying the search processes, search strings were 

formulated to retrieve as many relevant results as possible. The search string formulas were built for the White 

Literature (WL) search and GL search. The subsequent sections discuss the search string and methods that were 

designed and applied. 



Journal of Informatics and Web Engineering                                 Vol. 5 No. 2 (June 2026) 

299 
 

1) WL Search String 

The key string to retrieve relevant studies was (web application AND security AND vulnerability AND (survey 

OR review)). Since this study’s focus is on web applications framework, the phrase “web application” was fixed 

in the search string. To address the possibility of missing any studies, the search string was conducted during the 

search process against the abstracts of recent papers.  

2) GL Search Strings 

Searching grey literature is challenging because real-world incidents are one of the main objectives of this research. 

GLs exist in various data formats, including industrial reports, web blogs, research papers, government reports, 

and jurisdictional verdicts. The search string (allintext: cyberattack incident "web application" site:*.edu; OR site:. 

org OR site:.gov file type:pdf) were searched using Google search engine. 

To investigate each case study, secondary search processes were conducted in which the keyword strings of the 

cyberattacks were fed into the search processes, although supportive documents were retrieved.  

 

3.4 Selection Process 

In this section, the initial results of the three search processes were filtered based on a certain inclusion and 

exclusion list. The results were selected and critically assessed based on the search objectives. 

 

3.4.1 Inclusion and Exclusion Processes 

At this stage, the results obtained from the parallel search processes were categorized into included and excluded 

documents, based on the objective of each search process. 

1) White Literature Inclusion/ Exclusion Criteria 

As a result of the WL search, a total of 178 research papers were selected and filtered. Many criteria were applied 

to the search results to ensure the relevance of the research to the objectives of this study. 

• The studies must be published in a period ranged from 2020 to 2024. 

• The studies must be a journal or conference proceeding written in English. 

• Inaccessible papers were eliminated.  

• Irrelevant papers on Web application cybersecurity were excluded by skimming the title of each resulting 

paper. 

• Duplicate papers were excluded from the results. 

As a result of the applied criteria, 89 research papers remained for quality assessment. 

2) Grey Literature Inclusion/ Exclusion Criteria 

Unlike academic papers, 384 GL documents were retrieved from various sources in PDF extension file format. 

Hence, the applied criteria were aimed at retrieving the data from the most reliable sources. The following 

exclusion and inclusion criteria were used: 

• The incidents were reported within the period that ranged from 2014 to 2024. 

• The source of the case study must be educational, governmental, or organizational institutions. 

• The documents must be written in English. 

• Incidents must be relevant to web application attacks, as they are real-world incidents. 

• Duplicate incidents were eliminated though the most reporting and credible documents were kept. 

The application of this list yielded 188 GL documents. The remaining documents were different types of 

documents, such as reports, research papers, master 's or PHD theses, and law force investigations.  

 

3.4.2 Quality Assessment  

The second stage of the selection process involves revising every document to assess its quality based on the 

following three criteria: credibility, relevance, and reporting. 
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Unlike the approach of Zhao et al. [22], in which the quality of using one QA checklist for WL and GL was 

evaluated, the WL and GL documents were revised, and two QA checklists were created for each search process, 

resulting in documents to verify the criteria's accurate application.  

The QA checklist for the WL documents consisted of several questions to be answered for each search process’s 

results as follows: 

• Is a paper published by a reputable publisher? 

• Is a paper directly relevant to the web application attacks? 

• Has a paper had a comprehensive research design? 

• Has a study mentioned the vulnerabilities, mitigations and threat countermeasure? 

The assessment of GL documents using the QA checklist was critically challenging because of unreliable and 

misleading victims’ storytelling. Therefore, a set of subprocesses was conducted to retrieve missing and reliable 

information regarding certain incidents. The QA checklist was deployed in the incident assessment, as well as in 

the assessment of supportive documents. 

The following QA checklist was used to retrieve the most reliable and reported investigative incidents: 

• Has a document been published by a reputable institution? 

• Has a document had a real-world incident? 

• Were incidents relevant to web application attacks? 

• Has a vulnerability been exploited by the attack mentioned? 

• Has the incident been detailed? 

A secondary search was conducted throughout the quality assessment process to complete the missing information 

regarding the incidents.  

1) Secondary Search 

Most incidents were not comprehensively documented in one document, although further search and quality 

assessment were involved in building fully covered case investigations.  

In the secondary search, a common title for an incident was used in the Google search engine for every case study, 

and the first page of every search result was considered, as it includes the most relevant results to the searched 

incidents.  As a result, 280 results were selected for further quality assessment. 

2) Quality Assessment 

In the secondary search, the results were assessed using the GL documents’ QA checklist, as stated in Section 

3.4.2, because the nature of the documents and the objective of this search was to investigate a real-world web 

attack incident.  

As an overall result of the quality assessment, 32 research papers, 34 real-world web application incidents and 54 

supportive documents for the incidents passed the quality assessment, Figure 3 and Figure 4 show the numbers of 

included GL and WL documents that they discussed or reported incidents. In section F, WL and GL data were 

extracted and analysed to answer the research questions. 

 

3.5 Reviewing Process 

At this stage, the selected data were extracted and analysed to answer the research questions. 

 

3.5.1 Data Extraction 

After the selection stage was completed, important and relevant data and information on the main objectives of 

this study were extracted. Research papers and case studies were carefully and manually synthesized, and data 

were extracted based on the nature of each document and its purpose. Data were extracted from the selected 

academic papers, as shown in Table 2. 
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Figure 3. Numbers of Collected Research Papers Figure 4. Numbers of Web Application Attacks 

Incidents 

 

Table 2. White Literature Extraction Table 

Key 

Title 

Publish Year 

Source title 

Publisher 

Type Of Study 

Objectives 

Methodology 

Vulnerabilities 

Cyberattacks Countermeasures 

Vulnerabilities Persistence Cause 

Remarks 

 

Unlike the WL studies, the grey literature documents were collected to represent most of the web application real-

world cyberattack incidents, although the extracted data were purposefully selected, as depicted in Table 3. The 

extracted data were documented and analysed by the authors to answer the research questions. In the following 

section, we provide descriptive analysis and research answers for future studies and practitioners. 

 

Table 3. Grey Literature Extraction Table 

Key 

Case. Study Doc Title 

Doc. Type 

Published Date 

Organization Title 

Targeted Industry/Sector 

The Attacked System 

Incident Description 

Impacts 

Incident Date 

Incident Reporting Date 

Incident Detection Date 

Type Of attack 

Attack Name 

Vulnerability Exploited 

Root Cause of Vulnerability 

Mitigation Measures 

Threats Countermeasures 

5

5

57

9

Research Papers

2020

2021

2022

2023

2024

3
1

1
1

6

54

12

Incidents publication 2015

2017

2018

2020

2021

2022

2023

2024
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3.5.2 Data Analysis 

The extracted features were analysed and statistically processed using data analysis tools. 66 research papers and 

cyberattack incidents were processed to discover the correlation between incidents and academic research in web 

application security.  

 

4. RESULTS AND DISCUSSIONS  

In this section, the research questions are answered based on an in-depth analysis of the extracted data. However, 

vulnerabilities and countermeasures have been studied from different perspectives in review papers in which 

different research designs were adopted by reviewers. Table 4 classifies the papers based on their research designs. 

 

Table 4. Classifies Papers Based on Their Research Designs 

Research Number of Papers Papers 

SLR 17 
[14],[24],[25], [26], [27], [28], [29], [30].[31], 

[32], [33], [34], [35], [36],[37], [38] 

Survey 4 [39], [40], [41] 

Experimental Study 8 [42], [43], [44], [45], [46], [47], [48], [49] 

Comparative Analysis 2 [50], [51] 

Literature Review 1 [52] 

Systematic Mapping 4 [36], [37],  

Exploratory Study  [44] 

Case Study 2 [45], [48] 

Experimental Research 1 [49] 

Systematic Literature Mapping 

(SLM) 
1 [37] 

 

4.1 RQ1: What are the most recent web application vulnerabilities and countermeasures? 

To answer the question, a search string was applied in verities of reputable digital libraries seeking relevant studies 

which were published for the period from 2014 to 2024. On the other hand, real-world cyberattack incidents that 

have been published between 2020 and 2024 were collected to achieve credibility in answering the research 

questions. 

The study discovered that web applications’ vulnerabilities have drawn worldwide attention owing to their severe 

impact. Although researchers have been conducting intensive research in such a significant field of study, there 

are still vulnerabilities in information systems, as reported by industries and researchers. Thus, it is critical to 

firstly explore what vulnerabilities and countermeasures are examined in academic literature. Accordingly, the 

answer to Sub-question 1 reveals the discussed web application vulnerabilities and countermeasures 

recommended in peer reviewed studies. 

 

4.1.1 Sub-question 1: What are the most discussed vulnerabilities and countermeasures throughout the recent 

studies? 

Several vulnerabilities have been discussed by researchers, whereas other vulnerabilities have not been 

sufficiently studied. Based on the frequencies of the studies that discuss vulnerabilities, Given the total number of 

thirty-two reviewed papers (T=32), A Vulnerability Density (VD) was computed to normalize the academic 

attention paid for each vulnerability, providing proportional comparison among them. Equation (1) computes 

vulnerability density across the reviewed papers. 

VD =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑀𝑒𝑛𝑡𝑖𝑜𝑛𝑠 𝑖𝑛 𝑅𝑒𝑣𝑖𝑒𝑤𝑒𝑑 𝑆𝑡𝑢𝑑𝑖𝑒𝑠 (𝑁)

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑡𝑢𝑑𝑖𝑒𝑠 (𝑇)
 (1) 

 

To obtain an analytical result from the vulnerabilities discussed in research, vulnerabilities were ranked based on 

their research attention VD from high to low, as shown in Table 5. Significant gaps can be observed in research 

attention across web application vulnerabilities discussed in the collected studies between 2014 and 2024. Table 
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5 revealed a clear dominance of XSS attacks in research, which was scored 0.56 VD, reflecting 56% of research 

attention paid throughout ten years, exceeding SQL Injection and CSRF with 0.19 and 0.16 VD respectively. 

Moreover, moderate research attention was revealed towards other severe vulnerabilities namely, Improper Input 

Validation, Authentication and Authorization weaknesses, Web Server and Security Misconfiguration and Source 

Code and Information Disclosure with 0.13, 0.13, 0.13 and 0.09 VDs accordingly. Whereas File Upload Issues, 

Path traverse, Unvalidated redirected and Forwards and Domain Spoofing were understudied as they scored 0.03 

VD each even though their impact is severe. These findings show that literature strongly focuses on injection 

based and front-end vulnerabilities due to their ease of prevalence and alignment with industrial reports such as 

the OWASP project. However, this study discovered that AI-driven web application vulnerabilities throughout 

the period from 2014 to 2024 were often perceived merely as supporting mechanism to reconnaissance, phishing 

and automation rather than exploitable vulnerabilities [12] while AI driven countermeasures were viewed as 

overly complex due to their limitations such as reliability, interpretability and generalizability for all applications 

and they are still maturing [53]. 

 

Table 5. Vulnerabilities Density in Research 

ID 

Research 

Attention 

Priority 

Vulnerability 
Studies 

Freq(N) 
VD 

V1 1 Cross-Site Scripting (XSS) 18 0.56 

V2 2 SQL Injection 6 0.19 

V3 3 CSRF (Cross-Site Request Forgery) 5 0.16 

V4 4 Input Validation Issues 4 0.13 

V5 5 Authentication and Authorization weaknesses 4 0.13 

V6 6 Web Server and Security Misconfiguration 4 0.13 

V7 7 Source Code and Information Disclosure 3 0.09 

V8 8 File Upload Vulnerability 1 0.03 

V9 9 Path Traverse 1 0.03 

V10 10 Unvalidated Redirects and Forwards 1 0.03 

V11 11 Domain Spoofing 1 0.03 

 

Web Application vulnerabilities are still prevalent, and IT managements are challenged to achieve consensus 

perspective on specific countermeasures assignment to every day reported new vulnerabilities. In academic 

research, vulnerabilities have been encountered by various recommended security measures that can be adopted 

by IT managements with critical factors being primary considerations such as their associated complexities. 

Having identified vulnerabilities in literature, this study subsequently synthesizes the recommended 

countermeasures.  

To synthesize countermeasures in research, countermeasures were counted when a paper clearly recommended, 

suggested, discussed or evaluated distinctively regardless of how many times a countermeasure was mentioned in 

the same paper. 

Also, a countermeasure that was mentioned while describing a vulnerability was excluded. Moreover, 

countermeasures were described in different labels, and they are mapped into standardized countermeasure 

categories. This avoids overlapping countermeasures that may inflate counts. As a result, the number of studies 

recommending a countermeasure is derived for every countermeasure across all reviewed studies. Given the total 

number of reviewed thirty-two papers (T=32), the Countermeasure Recommendation Density (CRD) is computed 

for every recommended countermeasure category using a formula, as shown in Equation (2).  

CRD =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑔𝑖𝑣𝑒𝑛 𝑐𝑜𝑢𝑛𝑡𝑒𝑟𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑠 𝑖𝑛 𝑅𝑒𝑣𝑖𝑒𝑤𝑒𝑑 𝑆𝑡𝑢𝑑𝑖𝑒𝑠 (𝑁)

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑡𝑢𝑑𝑖𝑒𝑠 (𝑇)
  (2) 

 

The discussed countermeasures and their recommendation density in research are given in Table 6. The frequency 

of recommendations CRD enables proportional comparison regardless of real-world incidents countermeasure 

effectiveness. As a result, the synthesis of Countermeasures in academic research shows an explicit dominance of 

preventive countermeasures at the technological level. The source code testing using SAST and DAST techniques 

is observed as the most emphasized countermeasure, with 0.88 CRD representing 88% of research 

recommendations. Other technological level countermeasures received high recommendations scores such as 

frond-end security controls, including CSP and secure headers which was scored 0.59 CRD corresponding to 59% 
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of the total recommendations. In contrast, AI-driven detective countermeasures including supervised and 

unsupervised ML models were discussed less frequently and often reported insufficiently validated in real world 

deployment which scored 0.53 CRD accounting 53% of research recommendations. The CRD based synthesis 

revealed that research recommended fundamentally preventive countermeasures over AI driven automated 

countermeasures, emphasizing the significant need for future research work to bridge this gap. Given the synthesis 

of vulnerabilities and countermeasures, a structured and evidence-based foundation is ready for aligning with the 

recently published OWASP top ten list of common vulnerabilities. 

 

Table 6. The Countermeasures Recommendation Density in Research 

ID 
Normalized 

Countermeasure 
Top Category 

Industry 

Category 

Studies 

(N) 
CRD 

C1 

Static, Dynamic and Hybrid 

Application Security Testing 

(SAST, DAST) 

Automated Vulnerability Detection Technological 28 0.88 

C2 

Content Security Policy 

(CSP), Secure headers (X-

Content-Type-Options, 

Cache-Control) 

Browser-side Security Controls Technological 19 0.59 

C3 

Input validation & 

sanitization (allow-list, 

escaping, regex) 

Secure Input Handling Technological 18 0.56 

C4 
ML–based detection (DL, 

CNN, GNN, AE) 
ML-Based Detection Technological 17 0.53 

C5 
Parameterized queries / 

prepared statements 
Secure Database Interaction Technological 14 0.44 

C6 
Secure coding practices & 

developer awareness 
Human Centric Controls People 13 0.41 

C7 
Secure SDLC / DevSecOps 

integration 
Secure SDLC Integration Organizational 10 0.31 

C8 

CSRF protection (tokens, 

synchronizer pattern, 

CSRFGuard) 

Session & Request Integrity Technological 9 0.28 

C9 
Web Application Firewall 

(WAF) 
Perimeter Defence Technological 8 0.25 

C10 
Logging, monitoring & real-

time analysis 
Security Monitoring & Detection Technological 7 0.22 

C11 Cryptography best practices Secure Encryption Technological 7 0.22 

C12 
Automated code refactoring 

tools 
Automated Code Remediation Technological 6 0.19 

C13 
Authentication & 

Authorization (RBAC) 
Access Control Handling Technological 6 0.19 

C14 
Secure API usage & 

templating 
Safe APIs Technological 6 0.19 

C15 
Organizational policies &  

management support 
Policy Controls Organizational 6 0.19 

C16 
Secure configuration of 

parsers (XML) 

XML parser hardening, framework 

configs 
Technological 5 0.16 

C17 
Database security reviews & 

testing 
Database Audits Technological 5 0.16 

C18 
Vulnerability disclosure & 

reporting practices 
Vulnerability Disclosure Practices Organizational 4 0.13 

C19 CAPTCHA / bot mitigation  Bots Prevention Technological 4 0.13 

C20 
Email / SMTP security 

controls 
Email Security Technological 3 0.09 

C21 Honeypots Deception-Based Protection Technological 2 0.06 
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4.1.2 Sub-question 2: How are vulnerabilities and countermeasures discussed and aligned with the OWASP top 

ten list of vulnerabilities? 

To align web application vulnerabilities and countermeasures discussed in Sub-question 2, the study maps each 

vulnerability and countermeasure to their corresponding categories in the OWASP top ten 2025, as shown in 

Table 7.  

 

Table 7. Research-recommended Vulnerabilities Mapping 

VD 

Research-

Discussed 

Vulnerability 

Mapped to CRD-based 

Countermeasure  
Mapped OWASP Top 10 List 

V1 XSS 

Secure Input Handling (C3) 

Browser-side Security Controls(C2) 

Safe API (C14) 

Automated Vulnerability Detection(C1) 

A05: Injection 

V2 SQL Injection 

Secure Input Handling (C3) 

Secure Database interactions (C5) 

Web Application Firewall(C9) 

Automated Vulnerability Detection(C1) 

A05: Injection 

V3 CSRF 
Session & Request Integrity (C8) 

Bots Prevention(C19) 
A01: Broken Access Control 

V4 
Input Validation 

Issues 

Secure Input Handling (C3) 

Secure Database Interaction (C5) 

A05: Injection 

A10: Mishandling of Exceptional 

Conditions 

V5 
Auth & Auth 

weaknesses 
Access Control Handling (C13) A07: Authentication Failures 

V6 

Web Server & 

Security 

Misconfiguration 

Browser-side Security Controls (C2) 

XML parser hardening, framework 

configs(C16) 

A02: Security Misconfiguration 

V7 
Source Code & 

Info Disclosure 
Vulnerability Disclosure Practices (C18) 

A01: Broken Access Control 

A02: Security Misconfiguration 

A06: Insecure Design 

A04: Cryptographic Failures 

A10: Mishandling of Exceptional 

Conditions 

V8 File Upload 

Secure Input Handling (C3) 

Web Application Firewall (C9) 

Access Control Handling (C13) 

A02: Security Misconfiguration 

A05: Injection 

A01: Broken Access Control 

V9 Path Traverse 
Secure Input Handling (C3) 

Access Control Handling (C13) 

Web Application Firewall(C9) 

A05: Injection 

A01: Broken Access Control 

 V10 

Unvalidated 

Redirects and 

Forwards 

V11 Domain Spoofing 

Email Security (C11) 

Secure Encryption(C20) 

Access Control Handling (C13) 

A07: Authentication Failures 

A04: Cryptographic Failures 

 

VD-based Vulnerabilities were mapped to countermeasures and the OWASP top ten vulnerabilities, The mapping 

process was conducted based on research papers reporting and the OWASP top ten vulnerabilities descriptions. 

As a result, the new OWASP top ten vulnerabilities categories were not mapped to the studies-reviewed 

vulnerabilities namely A03:Software Supply Chain Failures, A08:Software or Data Integrity Failures and A09: 

Security Logging and Alerting Failures due to limited representation of discussed vulnerabilities in the reviewed 

studies, revealing a systematic research gap between industry and empirically studied vulnerabilities. On the other 

hand, many cross-cutting countermeasures were recommended in research that can be mapped to all 

vulnerabilities rather than specific vulnerabilities. Therefore, several recommended countermeasures were 

intentionally excluded namely organizational, people level and cross-cutting countermeasures to avoid artificial 

https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A10_2025-Mishandling_of_Exceptional_Conditions/
https://owasp.org/Top10/2025/A02_2025-Security_Misconfiguration/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A05_2025-Injection/
https://owasp.org/Top10/2025/A01_2025-Broken_Access_Control/
https://owasp.org/Top10/2025/A07_2025-Authentication_Failures/
https://owasp.org/Top10/2025/A04_2025-Cryptographic_Failures/
https://owasp.org/Top10/2025/A03_2025-Software_Supply_Chain_Failures/
https://owasp.org/Top10/2025/A08_2025-Software_or_Data_Integrity_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
https://owasp.org/Top10/2025/A09_2025-Security_Logging_and_Alerting_Failures/
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inflation of vulnerabilities and countermeasures alignment.  

Based on the mapped vulnerabilities to the OWASP top ten vulnerabilities, vulnerabilities alignments were 

identified using the Vulnerability Density of each vulnerability in research. Table 8 shows the vulnerabilities 

alignment with the OWASP top ten list of vulnerabilities.  

 

Table 8. The OWASP-Aligned Vulnerabilities Based on VD 

Seq 
OWASP List 

A01 A02 A03 A04 A05 A06 A07 A08 A09 A10 
VD Category 

V1 XSS 0 0 0 0 0.56 0 0 0 0 0 

V2 SQL Injection 0 0 0 0 0.19 0 0 0 0 0 

V3 CSRF 0.16 0 0 0 0 0 0.16 0 0 0 

V4 Input Validation Issues. 0 0 0 0 0.13 0 0 0 0 0.13 

V5 
Auth & Auth 

weaknesses 
0.13 0 0 0 0 0 0 0 0 0 

V6 
Web Server & Security 

Misconfiguration 
0 0.13 0 0 0 0 0 0 0 0 

V7 
Source Code & Info 

Disclosure 
0.09 0.09 0 0.09 0 0.09 0 0 0 0.09 

V8 File Upload 0.03 0.03 0 0 0.03 0 0 0 0 0 

V9 Path Traverse 0.03 0 0 0 0.03 0 0 0 0 0 

V10 
Unvalidated Redirects 

and Forwards 
0.03 0 0 0 0.03 0 0 0 0 0 

V11 Domain Spoofing 0 0 0 0.03 0 0 0.03 0 0 0 

 

Figure 5 illustrates the correspondence between the literature’s vulnerabilities and the OWASP top ten 2025 

categories. Darker cells represent the frequency of vulnerabilities in research while lighter cells indicate no 

correspondence. This visualization highlights both alignment and gaps between research and OWASP project. 

While A05: Injection vulnerability received a high research density in literature, A01: broken Access Control and 

A02: Security Misconfiguration were underrepresented in the literature, reinforcing the need for research attention 

shifts towards these gaps.  

 
Figure 5. OWASP-Aligned Vulnerabilities Heat Map 

 

To align countermeasures recommended in research, the Countermeasure Recommendations Density were 

assigned in the corresponding table cell based on the mapped countermeasure to the primary corresponding 

OWASP category only in Table 8.  

Table 9 illustrates the literature-recommended countermeasure alignment with the OWASP top ten 2025 

categories. 
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Table 9. The OWASP-Aligned Countermeasures Based on CRD 

Seq 
OWASP List 

A01 A02 A03 A04 A05 A06 A07 A08 A09 A10 
CRD Category 

C2 
Browser-side 

Security Controls 
0 0 0 0 0.59 0 0 0 0 0 

C3 
Secure Input 

Handling 
0 0 0 0 0.56 0 0 0 0 0.56 

C5 
Secure Database 

Interaction 
0 0 0 0 0.44 0 0 0 0 0.44 

C8 
Session & Request 

Integrity 
0.28 0 0 0 0 0 0.28 0 0 0 

C11 Secure Encryption 0 0 0 0.22 0 0 0.22 0 0 0 

C13 
Access Control 

Handling 
0.19 0.19 0 0.19 0.19 0 0.19 0 0 0 

C14 Safe APIs 0 0 0 0 0.19 0 0 0 0 0 

C16 

XML parser 

hardening, 

framework configs 

0 0.16 0 0 0 0 0 0 0 0 

C19 Bots Prevention 0.13 0 0 0 0 0 0 0 0 0 

C20 Email Security 0 0 0 0.09 0 0 0.09 0 0 0 

 

Academic research prioritizes injection vulnerability prevention countermeasures while broken access control 

vulnerabilities were less encountered in research. Figure 6 shows the heat map of OWASP-aligned 

countermeasures, revealing the gap between research and industry.  

 

 
Figure 6. The OWASP-Aligned Countermeasures Heat Map 

 

The OWASP top ten 2025 categories alignment with research-reviewed vulnerabilities and countermeasures  

highlights a significant attention of research paid on injection attacks (A05) vulnerabilities and countermeasures, 

while A01, A02, A03 and A04 remain understudied, indicating misalignment between industry-centric reports 

and academic research. 

This study next synthesizes web application vulnerabilities and countermeasures alignment with the rea world 

cyberattack incidents. 
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4.2 RQ2: What are the vulnerabilities seized and the countermeasures applied against cyberattacks by the 

impacted organizations and companies? 

A total of 34 real-world severe cyberattack incidents were involved in this study; fourteen out of thirty-four 

incidents occurred between 2020 and 2024. Attackers exploited various vulnerabilities to breach a system. 

Excluding four cross-cutting vulnerabilities such as human, organizational factors and two unidentified exploited 

Zero-Day vulnerabilities [54], [55], thirty-four vulnerabilities were exploited, successfully bypassing all security 

countermeasures and breaching victims’ information systems. To avoid vulnerabilities overlapping as well as to 

avoid exploding frequencies of mentions, the exploited vulnerabilities were categorized based on the OWASP 

2025 list of top ten vulnerabilities categorization. Also, the Real-World Vulnerability Density (RWD) is 

accordingly computed for every normalized vulnerability via an equation, as shown in (3).  

RWD =
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐶𝑎𝑠𝑒 𝐸𝑣𝑖𝑑𝑒𝑛𝑡 𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑡𝑖𝑒𝑠 (𝑁)

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡𝑠 (𝑇)
 (3) 

With the above formula applied to every categorized exploited vulnerability, OWASP-categorized vulnerabilities, 

corresponding with their RWD metrics, are introduced in Table 10. 

 

Table 10. The Vulnerabilities Exploited in Real-World Cyberattack Incidents 

Seq Vulnerability 
OWASP-Based 

Category 

Incident(s) 

N 
RWD Ref 

RWD2 
lack of comprehensive 

effective patching 

Software Supply 

Chain Failures 
9 0.26 

[56],[57],[58] 

[59], 

[60],[61],[54] 

,[62] 

RWD1 

Use of Stolen Credential 

Authentication 

Failures 

7 

0.41 

[63],[64],[65], 

[66], [67] 

Password Reuse across all 

systems 
3 [55] 

Lack MFA (Brute force) 2 [67] 

Insufficient monitoring of 

privileged accounts 
2 [56], [61] 

RWD3 

Misconfigured Database (No 

Password required) 
Security 

Misconfiguration 

2 

0.15 

[63], [68] 

Weak Password 2 [69], [70] 

Misconfigured Web 

Application Firewall (WAF) 
1 [21] 

RWD4 
SQL Injection Vulnerability 

Injection 
2 

0.09 
[54] 

URL injection 1 [72] 

RWD5 Encryption Failure 
Cryptographic 

Failures 
2 0.06  [61] 

RWD6 
File Upload broken access 

control 
Insecure Design 1 0.03 [73] 

 

Although most attacks were initially bypassed by network security measures, web application security should 

have defended the system from the breach. The vulnerabilities of third-party components were the most exploited 

vulnerabilities by attackers, which has been reported in eight incidents. The incidence of stolen credentials has 

been increasingly reported recently. Stolen credentials are provided and sold in some cases to the public for free 

and effortlessly anyone can access a victim’s account. Unlike technical web application vulnerabilities, there have 

been non-technical vulnerabilities where human errors have unintentionally played a major role in insecure 

systems’ designs or misconfigured security tools. Human errors have been reported in many industrial reports and 

incidents, and 93% of all reported cyberattack incidents were associated with human errors [59], [67], [68], [69], 

[74]. 

Given the synthesized vulnerabilities densities in real world cyberattack incidents, categorized based on OWASP 

2025 top ten list of vulnerabilities categorization, vulnerabilities alignment between research attention towards 

vulnerability and real world cyberattack incidents was conducted to identify gaps and key milestones. Using Real 

World Vulnerability Density (RWD) metric and its corresponding research VD metric that its value can be 
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retrieved from Table5, a gap in research pattern towards web application vulnerabilities for the period from 2014 

to 2024 is computed, depicted in Equation (4). 

Gapi = RWDi − 𝑉𝐷𝑗 (4) 

Based on a result of the equation Gap
i
, a web application vulnerability is either overstudied or understudied. 

Subtracting RWD from VD where i=1 and j=5 for the authentication and authorization vulnerability produces as 

follows: Gap
1
=0.41-0.13, Gap=0.28 

Given a positive result for the parameter Gap
1

= 0.28 depicts that the research understudied the authentication 

and authorization vulnerability, reinforcing the need to align the research focus to the overlooked vulnerability. 

Table 11 demonstrates the research gaps towards web application vulnerabilities. Research gaps have been 

identified in the pattern-driven research toward web application vulnerabilities. After the synthesized 

vulnerabilities were categorized based on OWASP reported vulnerabilities categorization, significant gaps have 

been identified in research pattern towards vulnerabilities. Research pattern alignment was categorized into three 

alignment categories, as follows: 

1. Aligned: This category represents in vulnerabilities reviewed that are aligned with vulnerabilities exploited 

in the reviewed real world cyberattack incidents. 

2. Understudied: This category represents vulnerabilities research priority that are not aligned with real world 

exploited vulnerabilities priority and that shifts in a research concentration should be applied. 

3. Overstudied: his category portrays research overstudied a vulnerability while attackers are deploying other 

vulnerabilities to breach information systems. 

Table 11. Gaps in Research Pattern Trend Towards Web Application Vulnerabilities 

Research Vulnerability VD 
OWASP 

Category 
RWD GAP 

Research Pattern 

Alignment category 

XSS 0.56 

Injection 0.09 

-0.46 Overstudied 

SQL Injection 0.19 -0.1 Overstudied 

Path Traverse 0.03 0.06 Aligned 

Unvalidated Redirects and 

Forwards 
0.03 0.06 Aligned 

Input Validation Issues 0.13 -0.04 Aligned 

CSRF 0.16 

Authentication 

Failures 
0.41 

0.25 Understudied 

Authentication and Authorization 

weaknesses 
0.13 0.28 Understudied 

Domain Spoofing 0.03 0.38 Understudied 

Web Server and Security 

Misconfiguration 
0.13 

Security 

Misconfiguration 
0.15 

0.02 Aligned 

Source Code and Information 

Disclosure 
0.09 0.06 Aligned 

(New Category) - 
Software Supply 

Chain Failures 
0.26 - Understudied 

File Upload Vulnerability 0.03 Insecure Design 0.03 0 Aligned 

(Not Reported) - 
Cryptographic 

Failures 
0.06 0.06 Understudied 

 

As a result of the vulnerabilities categorization process, injection cyberattacks have received sufficient research 

attention, with overstudied classification for XSS and SQL injection attacks, followed by two common 

vulnerabilities namely Security Misconfiguration and Insecure Design vulnerabilities. However, significant gaps 

in web application vulnerability research were observed in which Authentication and Authorization Failures, 

Software Supply Chain Failures and Cryptographic Failures vulnerabilities were understudied in the reviewed 

studies in comparison to the real world exploited vulnerabilities pattern, reinforcing a need to align research focus 

toward the understudied vulnerabilities. The Software Supply Chain Failures vulnerability is relatively new 

OWASP top ten category and despite it potentially high impact, fewer exploited cases are publicly reported, 

revealing its limited representation in real world cyberattack incidents. 

Countermeasures, on the other hand, were taken against the reported incidents varied in such a way that different 

measures were taken at different times throughout the incident. A list of categorized countermeasures was created 
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to represent the detailed countermeasures taken by the impacted organizations and companies, as depicted in Table 

12. 

Table 12. Deployed Security Countermeasures Against Cyberattack Incidents 

 Countermeasure 
Mapped to OWASP Top Ten 

Vulnerabilities 
Freq 

1 Immediate third-party components patching 
A02 – Security 

Misconfiguration 
18 

2 Multifactor authentication enforcement A07 – Authentication Failures 16 

3 Security logs real-time monitoring 
A09 – Logging & Monitoring 

Failures 
13 

4 Users’ accounts resets A07 – Authentication Failures 12 

5 Web server ports restriction 
A02 – Security 

Misconfiguration 
11 

6 Vulnerabilities Management A06 – Insecure Design 10 

7 Data encryption enhancement A04 – Cryptographic Failures 9 

8 WAF deployment A05 – Injection 7 

9 Privileged access management A01 – Broken Access Control 7 

10 
Third-party contractors and admins remote access 

restriction 
A01 – Broken Access Control 7 

11 Secure web services configuration 
A02 – Security 

Misconfiguration 
6 

12 Public Untrusted libraries removal 
A03 – Software Supply Chain 

Failures 
6 

13 Best practices secure SDLC implementation 
A03 – Software Supply Chain 

Failures 
5 

14 Threat Intelligence deployment 
A09 – Logging & Monitoring 

Failures 
5 

 

As a result of reviewing the security countermeasure impacted organizations deployed, third party components 

and services were the most exploited vulnerability by attackers, emphasizing the results of the understudied 

vulnerability gap found in research for a period from 2014 to 2024. Therefore, eighteen impacted organizations 

out of thirty-four incidents have patched their third-party components and services. While injection 

countermeasures (C2, C3 and C5) were prioritized by researchers to prevent injection attacks, seven organizations 

out of thirty-four organizations reported injection attacks countermeasures, relying on WAFs. On the other hand, 

authentication and authorization enforcement, including MFA authentication and Users’ accounts Resets 

countermeasures were widely deployed across the impacted organizations and companies. 

With the given research gaps derived from synthesizing vulnerabilities and countermeasures in research as well 

as in real world cyberattack incidents, research attention alignment will enhance web application security vastly 

by developing security protection mechanisms and frameworks. This study next summarizes the root cause of 

unmitigated vulnerability delay 

 

4.3 RQ3: What are the factors that play a main role in delaying web application vulnerability mitigations? 

There were many unmitigated vulnerabilities when the cyberattacks occurred. One of the objectives of this study 

is to determine the root cause of unmitigated vulnerabilities reported in either WL or GL documents. As a result, 

many factors, either technical or non-technical, contributed unintentionally to the incident. The list of factors is 

summarized as follows: 

• Development of improper practices 

• Patch management delay due to resources constraints. 

• Reliance on third-party software. 

• Human awareness and social engineering 

• Outdated system deployment 

• Vulnerabilities’ mitigation prioritization 

In vulnerability management tasks, prioritizing the mitigation of vulnerability may reduce the risk of vulnerability 
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exploitation, as recommended by the Crowdstrike company [75]. Crowdstrike reported that attackers have been 

heavily targeting identities to access IT systems using social engineering factors, and it is recommended that 

multifactor authentication solutions must be deployed. Social Engineering is a non-technical vulnerability, but to 

build a detailed profile for each user, adversaries have utilized AI, specifically an LLM, to gather information 

from social media [76]. The LLM model synthesizes data and builds the victims' interests and personal activities, 

which the attackers would seize to be trusted by the targeted system. Factors have recently gained the attention of 

industries, owing to the rise in their number. 

However, the list of factors consists of the responsibilities that every organization or company must consider 

securing its information systems. The list of causes of unmitigated vulnerability persistence can be categorized 

into three levels: organizational, management, and development. At the organizational level, security policies, 

organizational culture, and resource allocation should be addressed for bottom-level management to maintain the 

best security practices in place. At the management level, technical decisions must be made to ensure that the 

development teams are properly aligned with security policies. At the development level, developers are 

responsible for applying the most secure development practices during the development or maintenance of 

applications.  

 

5. CONCLUSION  

Web-application vulnerability is an easy entry point for adversaries to access long-maintained data for assorted 

reasons. The dependence on supply chains to build IT systems has considerably raised the challenge of securing 

information systems owing to the complexity of cyberspace [77]. Unfortunately, less-resourced organizations or 

companies are vulnerable to sophisticated cyberattacks, owing to the prevalence of enhanced AI attacks. 

Web application vulnerabilities and countermeasures alignment with industry-centric reviews and with technical 

details reported from real-world cyberattack incidents revealed that research gaps in information system security 

enhancement. This study found that injection vulnerabilities and countermeasures were overstudied while 

Authentication Failures, Software Supply Chain Failures and Cryptographic Failures vulnerabilities and their 

countermeasures were understudied. In addition, lack of proper security implementation knowledge, human 

awareness, social engineering, vulnerabilities mitigation prioritization and resource constraints are the factors 

behind vulnerabilities mitigation delay.  

This research study reviewed real-world cyberattack incidents as well as recent research on the web application 

security aspect to provide future research and industries with the most recently deployed cyberattack tactics and 

exploited vulnerabilities. In addition, this research tackled the challenges of mitigating vulnerabilities detected in 

information systems and listed the root causes of delayed vulnerabilities mitigation in information systems. This 

study contributes to the information system security with the CS-SLR approach that integrates the research 

reviews towards web application security with real-world cyberattack incidents, highlighting vulnerability and 

countermeasures research pattern misalignment. Moreover, the study reveals the root cause of unmitigated 

vulnerabilities with web applications, providing experts with critical insights into vulnerability exploitation. This 

paper emphasizes the need for further research in the field of web application security and recommends the 

adoption of the CS-SLR methodology to achieve better results. 
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