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Abstract - Commonly used file-sharing systems suffer from impermissible security risks such as impersonation, credential theft, 

and QR code exploitation, which can expose sensitive information. This paper describes and evaluates an AI-driven secure file-

sharing system designed to alleviate these risks through a multi-layered authentication strategy. The complete system involves 

AES-128 encryption, unique QR code referencing, live facial recognition, and One-Time Password (OTP) confirmation. In our 

proposed workflow, the sender encrypts a reference to the file and links it to facial data of the recipient, if applicable, and embeds 

this information into a QR code, that is dynamically generated during the send operation. To gain access to the file, the user must 

scan the QR code, undergo live biometric access verification, and subsequently enter an OTP sent to their email address. 

Experimental results give confidence in the high level of efficacy and robustness of the system: The facial recognition component 

achieved 99.0% facial recognition accuracy under optimal conditions and achieved 100% rejection against static image spoofing 

attacks. The average end-to-end server-side latency was about 3.25 seconds, confirming the system would be viable for file sharing. 
This method combines strong encryption with two-factor identity verification to guarantee confidentiality, mitigate the use of 

reusable tokens, and provide a secure way to share sensitive documents across a range of sectors, such as healthcare, education, 

and legal services. The next iteration will be enhanced with liveness detection, dynamic QR codes, and an app to facilitate the entire 

process of verification, tokenization, and share sensitive documents. 

Keywords— Facial Recognition, QR Code Authentication, Multi-Factor Authentication, One-Time Password Verification, 
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1. INTRODUCTION  

As conventional methods of sharing data bleed into the digital world, traditional security remains unable to address 

many of the deficiencies around data leakage, impersonation, and unauthorized access. These challenges are 

explosively exacerbated, and makes private data readily available for inappropriate use, when using static, single-

factor QR codes [1], [2]. Any number of the applications currently available perpetuate these hazards by providing re-
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usable tokens or eliminating a secondary method of authentication, clearly signalling a need for something more secure 

and intelligent.  

Even though we are witnessing strong advances in AI and biometric capabilities as robust methods of improving 

security, their use as a layer of protection in this context is limited, with the combination of AES-128 encryption and 

Multi-Factor Authentication (MFA) providing a layered security envelope that ensures the appropriate recipient has 

access to the information exchanged [3], [4]. The purpose of this research involves utilizing One or more of these new 

technologies to create a secure web-based file sharing solution.  

The outlined approach is meant to provide strong confidentiality of the files being shared (encryption), eliminate token 

reuse by linking a secure QR code reference, and subsequently validate a user’s identity in real-time utilizing facial 

recognition and an email-based One-Time Password (OTP) sent to their account. The model presented supports a 

layered approach, powered by AI, as a single viable option for securely sharing sensitive documents in education, 

health care, and legal services to name just a few. 

 

2. LITERATURE REVIEW  

2.1 Code Handling 

This paper [5] presents a system for reading QR codes specific to Capture The Flag (CTF) cybersecurity competitions.  

The motivation was due to the inability of general purpose QR code tools like pyzbar and ZXing to recognize special 

identifiers like flag{} which are included in CTF challenges.  The authors built a minimalist web app that utilized the 

Flask framework on the frontend to allow users to simply upload pictures of QR codes.  On the backend, they called 

the linux native command line program zbarimg to ensure that the QR codes were decoded as accurately as possible.  

The project was created to streamline the QR decoding process and serve it up through a graphical interface. 

This project [6] proposed a method of combating forgery of certificates using QR code technology and digital signature 

verification. The authors constructed a web-based application referred to as “Creatcate” to automate the issuing and 

verifying of electronic professional certificates. The backend system was constructed using PHP, styling with CSS, 

and MySQL for data storage. Administrators can submit the certificate data and template, and the system will 

automatically generate e-certificates in PDF format, which include QR codes that encode the relevant certificate 

metadata. The application also offers functionalities of verifying certificates, by scanning these QR codes and 

comparing the digital signature components with the backend system data that was used to create the certificate.  

Secure systems have also utilized QR code technology. Sankhe et al. [7] developed a blockchain-based QR code to 

manage vehicle documents while maintaining the integrity and authenticity of the data. In addition, Wang et al. [8] 

increased the level of security on QR codes by using biometrics; this has the effect of decreasing the risk of being able 

to misuse the QR codes or to gain unauthorized access to the documents. 

 

2.2 Biometric Authentication (Face Recognition) 

This research [9] proposed an automated face detection and recognition system which uses publicly available Python-

based modules. The authors created a system using OpenCV to facilitate the detection of facial patterns, Haar cascades 

to recognize complex face patterns, and a face_recognition library for identification. The face_recognition library is 

based a dlib library, with dlib using deep learning to encode facial features. The system requires the capturing of 

images prior to extracting the face embeddings and then assessing the image against entries in a pre-registered database. 

The system has been tailored for practical use, while still maintaining a focus of balancing quality with supply chain 

management. 

This study [9] proposed to enhance the capability of facial recognition systems using GPU.  Aware of the limits 

imposed by CPU-bound processing for real-time applications, the authors created a basic detection and recognition 

pipeline in Python, using OpenCV and the face_recognition modules.  The system was enhanced to utilize NVIDIA's 

CUDA toolkit and Numba, a Python library, to perform parallel processing on a GPU.  In addition to using a GPU for 

the parallel, and therefore faster, processing the solution included a webcam interface to present real-time capturing 

and personalization of faces, showing that real-time biometric verification can be faster and more responsive.  
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Facial recognition has now shown to be effective in practical use because of new studies. For instance, Siew et al.’s 

development of an online attendance tracker that uses both facial recognition and QR code technology greatly 

increased efficiency and accuracy of the tracking process [10]. Conversely, Latif et al.’s use of face recognition with 

OpenCV and Python also achieved high levels of reliability and satisfaction among users of the attendance system 

which was created for their study [11]. 

There is numerous evidence that prove deep learning methods work well with facial recognition systems. Some 

examples include Lee’s use of ResNet50 to determine face and emotion recognition via a convolutional neural network 

(CNN) as well as Lv’s Linux-based facial recognition system based on both PCA and CNNs for superior feature 

extraction [12], [13]. Halim et al. have also been able to create a dual factor authentication model by using both facial 

recognition and OTPs for safety purposes [14]. 

 

2.3 Encryption and Secure Access 

This study [2] proposed a uniquely secure, authentication system leveraging encrypted QR codes and fingerprint 

biometrics to enhance security and convenience for end-users.  The method proposed encrypted biometric and encoded 

it into a QR code for future use in facilitating authentication.  The authors implemented the system using Python with 

Fernet encryption that uses Advanced Encryption Standard (AES) symmetric encryption to safely encode the data.  

They created a user interface that is built in Django to manage the interaction, and stored authentication data in MySQL 

database.  During the authentication process, they read the encrypted QR code, decrypted it using Fernet, and 

compared the biometric information to identify the user.  While they used fingerprint data, the generality of biometric 

cryptography and the QR code process is very similar to your implementation of encryption when using facial 

biometric data. 

Cloud security and data protection have been the subject of considerable research. Lai and Heng [15] introduced a 

hybrid cryptography approach that uses both AES and ElGamal (a public key algorithm) to provide confidentiality 

and integrity of stored data within the cloud. Tian et al. [16] have proposed a searchable encryption scheme to enhance 

privacy by allowing users to search for images securely stored in the cloud. In addition, Wang et al. [17] proposed a 

zero-trust dynamic access control model that continuously analyses user activity for improved cloud system security. 

 

2.4 Multi-Factor Authentication (OTP + Biometrics) 

This research [18] contributed a complete cybersecurity architecture that goes beyond a traditional authentication 

model. Their research combined network intrusion detection using machine learning with MFA. The researchers were 

attempting to develop improved access control systems by using, for example, biometrics (like fingerprint or facial 

recognition), a token-based OTP strategy, and knowledge-based authentication. To detect irregularities and provide 

access to resources in networked environments, they both applied the two-factor authorization approach by using 

MFA and approved machine learning methods. While their work is understandably focused on intrusion detection 

systems, the integration of biometric and OTP-based MFA models in your architecture is consistent with their system 

of facial recognition working in conjunction with OTP to authenticate access to sensitive information. 

In the pursuit of improved system security, multi-factor authentication methods have gained significant popularity 

throughout the world. To this end, Gunalan et al. [19] developed a Time-based One-Time Password (TOTP) to 

authenticate users of dynamic web applications, decreasing the impact of phishing scams on the Internet. Yaganti [20] 

continued this trend by introducing a behavioural-based biometric framework for ongoing authentication, providing 

enhanced defences against session hijacking such as malicious actors taking over a user's active online account. 

For example, Dhyani et al. [21] evaluated the effectiveness of combining OpenCV-based facial recognition technology 

to conduct automated attendance tracking within attendance-based systems. Their results demonstrated how utilization 

of the facial recognition and automated attendance systems can reduce fraud and increase efficiency. Likewise, Singh 

et al. [22] discussed the potential for using OpenCV to enable a wide range of face recognition technologies for use 

as part of an authentication or monitoring technology application. 
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3. PROPOSED SYSTEM ARCHITECTURE 

The backend of this project is implemented in the Flask backend web framework using the Python programming 

language. While the formal, documented functionalities of Flask are quite limited, the library does provide the basic 

functions of handling routing, sessions, and backend logic separation from the frontend. This structure finally allows 

you to handle HTTP requests (for instance file uploads; QR code handling and decoding; facial verification; OTP 

verification) and the appropriate functions related to user interface interaction. As the Flask framework is minimalistic, 

it allows you to simply reference external libraries, like cryptography, face_recognition, or smtplib, like they are part 

of the core Flask framework. Thus, Flask is a great choice for this type of secure web application. 

The first step in the generation of a QR code is to encrypt the file link before generating the code so that it cannot be 

accessed directly by someone who does not have permission to do so. This is done using Fernet symmetric encryption 

by using one secret key to modify the file link to prevent direct access to that link from a user without permission to 

do so as can be seen as follows. 

encrypted_link = Fernet(key).encrypt(file_link.encode()) 

The first part of this line, file_link.encode(), encodes the file link to be in byte format so that it can be used to be 

encrypted. The second part of this line, Fernet(key).encrypt(), takes the encoded byte formatted file link and uses the 

access key provided to generate an encrypted version of the file link as output. 

 

3.1 Biometric Processing 

Biometric processing is an essential function of the app. In biometric processing for the app, we used OpenCV to 

access, manipulate and identify images in real-time directly from the webcam; MediaPipe for facial landmark 

detection and supervision while the user is positioning their face; and the face_recognition library (built on dlib) for 

the face encoding and comparison functions. During the agent registration process, the sender uploads an image of the 

recipient's facial appearance to use for biometric verification that is then encoded and pickled using the pickle module 

in Python. At access time, the server captures a live image of the sender through their webcam and then compares the 

live face encoding against the pickled encoding to authenticate the user. 

Once a person has enrolled, their image will be processed to extract and transform the facial features, contained in 

their uploaded image file, into a numerical form known as a face encoding which can then later be used as a reference 

to compare against other images of this person when trying to verify their identity. This will be done using the 

“face_recognition” library as follows. 

face_encoding = face_recognition.face_encodings(image)[0] 

The function “face_encodings(image)” when supplied with an image file, will analyse the features found within that 

image and return a list of all the facial feature vectors that have been detected from that image. Since we are going to 

assume that we have only detected one face and since we know that the first face detected would be the one we want 

to have its face encoding stored (the index is [0]), we will use the returned list’s first value found in the list to create 

our own unique face encoding of that person's facial features; therefore, after we have generated our unique face 

encoding of that person’s face, we can store it securely for later purposes (the “pickle” module is one way to store the 

face encoding for later use for this). 

 

3.2 QR Code Creation and Decoding 

To provide secure referencing of files, this system creates QR codes with qrcode Python module. The QR code stores 

metadata on the encrypted file including unique identifiers and access parameters. On the receiver side, the system 

decodes the QR code using pyzbar in combination with OpenCV, allowing it to read from uploaded files, or live 

instant messaging (webcam) captures. Decoding a QR code ensures that the user who attempts to authenticate has 

access to the correct code. 

On the receiver’s side, pyzbar’s QR code decoding capability uses OpenCV to extract the encrypted embedded data 

which needs to be validated. This is performed using the following two-piece implementation. 
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decoded_objects = decode(cv2.imread(file_path)) 

When reading an image file from a file path, cv2.imread(file_path) loads the image containing the QR code. When 

the image is decoded using the decode() function, it returns a list of the decoded QR codes, with each QR code 

containing its decoded encrypted information. 

 

3.3 Encryption and Decryption 

The application uses Fernet in the cryptography library, which provides AES-128 symmetric encryption. Fernet 

performs key generation, encryption of file paths or metadata, and decryption once the user is provided confirmation 

from an OTP event as well as, a biometric verification. The goal is to keep sensitive file references secured when the 

references are at rest and securely transmitted. Encryption is done by the sender, and it can only be decrypted after the 

receiver has provided verification via biometric confirmation (and OTP) verification. 

The system only permits decryption when successful biometric verification and OTP verification have been 

accomplished for secure access control. The decryption function is as follows. 

decrypted_link = Fernet(key).decrypt(encrypted_link).decode() 

In this case Fernet(key).decrypt will provide the secret key that converts the encrypted information (encrypted_link) 

into its original form. The decode will convert the bytes that result from the decryption to a readable string. This string 

represents the original file link. 

 

3.4 OTP Verification 

Biometric processing is an essential function of the app. In biometric processing for the app, we used OpenCV to 

access, manipulate and identify images in real-time directly from the webcam; MediaPipe for facial landmark 

detection and supervision while the user is positioning their face; and the face_recognition library (built on dlib) for 

the face encoding and comparison functions. During the agent registration process, the sender uploads an image of the 

recipient's facial appearance to use for biometric verification that is then encoded and pickled using the pickle module 

in Python. At access time, the server captures a live image of the sender through their webcam and then compares the 

live face encoding against the pickled encoding to authenticate the user. 

An OTP is generated to enhance security during the authentication process by adding a second layer of protection, 

which consists of randomly generating a six-digit numeric code using python's random library, and sending it to you 

via email (using smtplib). The code for generating the OTP is as follows. 

otp = ''.join([str(random.randint(0, 9)) for _ in range(6)]) 

Each call to random.randint(0, 9) produces an individual digit (ranging from 0 - 9); therefore, by repeating this six 

times you create a total of six digits which are then joined together into one string to produce a secure OTP that can 

be utilized for authentication purposes. 

 

3.5 Data Serialization 

The application utilizes the pickle module in Python to store and retrieve the facial encodings of the recipient of the 

file. During the registration process the user facial features are encoded into a 128-dimensional vector. This was then 

serialized for storage, or saved, with the pickle module. Later, when the user tries to access the file, the stored encoding 

is deserialized and matched to the input of the live webcam input to the system for fast and reliable encoding. 

Using Python’s pickle module, facial encodings are serialized and saved for easy access when used for authentication. 

To serialize the facial encodings, the following code is executed. 

pickle.dump(encoding, open(pkl_path, ‘wb’) 

The code above creates a byte stream which contains the facial encoding (128-dimensional numerical vector), and it 

writes that byte stream to the file referenced by pkl_path in write-binary (wb) mode. Once the facial encoding has 
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been written to disk, the facial data can be stored permanently and deserialized from the file for comparison to a live 

input when validating access. 

 

3.6 System Overview 

The system overview in Figure 1 illustrates the framework for the proposed security file access platform that utilizes 

AI. Users will interact with a web-based interface using the internet as senders or receivers. The Flask application 

server is the main orchestrator of requests and other modules. The Face Recognition module contains the encoding or 

verification of user identities, and the QR Generator module contains the encrypted file references and the generation 

of QR codes. The QR Decoder module decodes the data scanned by the QR code for verification purposes, and the 

OTP Sender module sends OTPs to the recipient's email as a secondary authentication element. All operational data 

such as user info, face encodings, encrypted file path, and QR metadata will be stored in the backend, ensuring that 

all newly created information on users, face encodings, file access history, and more, is compiled. The architecture 

shown here renders that MFA method for file access using biometrics, QR code, and OTP, to be effectively designed 

into a single system that deters unauthorized access to files. 

 

Figure 1. System Overview 

 

4. PROPOSED METHODOLOGY 

The proposed system has three basic elements: a web-based user interface for the sender and recipient, a Flask backend 

to address application logic, and security modules that are integrated for biometric face tracking, AES-128 encryption, 

QR code reference, and OTP verification. All three work together to ensure that only the intended recipient with 

matching face and email credentials last authenticated by the sender will gain access to an encrypted file reference. 

As illustrated in Figure 2, the process starts on the sender's end. The sender enters the Chiper Share web application 

and submits two primary components of (i) A file reference (which is typically a URL to a shared file); and (ii) an 

image of the face of the intended recipient. The first thing that happens is the uploaded facial image is converted to an 

encoded face-structure using the face_recogniton library. This image is then converted to a 128-dimensional vector to 

obtain a structural representation of the facial features. This encoded facial component is serialized by Python's pickle 

module and stored securely. Afterward, the file reference is encrypted by the Fernet module in Python’s cryptography 

module using AES-128 symmetric encryption. This file reference, along with other metadata, is embedded into a QR 

code generated using the qrcode library. Once this information is embedded, the QR code is rendered on the dashboard 

for the sender to download and share to the intended recipient using a desired distribution method. 
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Figure 2. Function of File Encryption with QR Code Generation 

At the recipient end, the process as shown in Figure 3 starts when the user uploads or scans the received QR code 

using the same web application. The system decodes the contents of the QR using the pyzbar library in conjunction 

with OpenCV and goes to the facial authentication phase. The web application will turn on the user’s webcam to 

capture a live image of the user. The live captured facial image will be compared to the previously encoded file using 

the face_recognition library. The system will advance to the next step only after reaching the required threshold for a 

match.  

 

Figure 3. Authentication and File Access Process 

To increase the security of the web application system, an OTP is also used. A random, 6-digit OTP is generated using 

Python's random and string libraries. The OTP is sent to the user's registered email - specifically as the email 

beta.openpatents.org - using the smtplib library, set up using Gmail's SMTP server. The user must go retrieve and 

submit the OTP provided to verify they own the email. If both the match of the facial recognition and the OTP 

verification are successful, the system can decrypt the file reference using `Fernet` and the user will be shown a direct 

link to the shared file. 

This multi-layered verification process guarantees confidentiality, authenticity and integrity of the information shared. 

The web interface offers a clear and uncomplicated user experience while the backend executes all sensitive operations 

securely. Facial recognition eliminates impersonation; OTPs protect against token leaks and encrypted QR codes 

secure reference to files means that this helps to mitigates risk exposure typically found when sharing files over the 

internet. 



Journal of Informatics and Web Engineering                       Vol. 5 No. 2 (June 2026) 

41 
 

5. EXPERIMENTAL RESULT AND ANALYSIS 

To verify the efficacy, robustness, and performance of the proposed AI powered file security system, a series of 

experimental demonstrations were carried out in a controlled environment. The test evaluation was focused on the 

three main domains based on the objectives of the project as outlined earlier which are (i) the functional performance 

of the end-to-end workflow; (ii) the accuracy of the authentication modules; and (iii) the performance and latency of 

the overall system performance.  

The testbed consisted of a standard web server on which the Flask application was running. A dataset of 40 different 

unique volunteer users was created, and each user registered one frontal face for the biometrics layer. 

 

5.1 Functional Validation and System Walkthrough 

The first test showed a successful run of the entire workflow including a file submission by the sender (at 

https://example.com/confidential.pdf) and an authenticated access by the recipient. The test procedure utilized the two 

main phases of the system. 

In the first phase, a verified sender provided the file reference (https://example.com/confidential.pdf) and a facial 

image of a registered recipient. The system successfully performed all sender functions: it encoded the facial image, 

encrypted the file reference using Fernet (AES-128), and a new QR code was generated and containing the encrypted 

information. 

In the second phase, the recipient followed the three-factor user authentication process. First, with the QR code, the 

code was successfully decoded using pyzbar and OpenCV. Next, the system activated the webcam while the recipient 

was authenticated, compared the current live facial image, and stored the facial image, achieving a representative 

confidence score of 98.3%. Finally, a 6-digit OTP (e.g., 832917) was sent to the recipient’s email address. Once the 

correct OTP was entered and verified, the system decrypted the file reference and allowed the user to access the file 

reference. 

Two key points were to verify the functionality of each individual core module end-to-end and confirm that the core 

modules functioned successfully at the end-to-end test, as represented in Table 1. 

 

Table 1. Functional Test Results for Core Modules 

Module Tested Function Result 

 

Face Encoding Load & serialize recipient’s facial data Success 

File Encryption Encrypt file URL with AES-128 using Fernet Success 

QR Code Generation Embed encrypted data into a QR code Success 

QR Code Decoding Use pyzbar/OpenCV to read QR code Success 

Facial Verification Match live face to stored encoding Pass 

OTP Delivery Generate and email OTP via smtplib Success 

OTP Verification Validate user-entered OTP Match 

Link Decryption Decrypt file URL post-authentication Success 

 

5.2 Analysis of Authentication Accuracy 

To quantitatively examine the biometric layer, a limited number of tests were conducted. This occurs after successfully 

scanning a QR code and requires a live camera feed of the user. A total of 100 authentication attempts were conducted 

for each condition, spread among the 40 registered users. A dedicated test was also conducted to measure the system's 

resistance to basic spoofing attacks. The summarized results for the biometric authentication tests are contained in 

Table 2. 
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Table 2. Facial Recognition Performance for Registered Users 

Test Condition Total 

Attempts 

True Positives 

(Successful 

Match) 

False Negatives 

(Failed to ID 

Correct User) 

Accuracy Rate 

Ideal Lighting 100 99 1 99.0% 

Low Light 100 92 8 92.0% 

With Accessories (Glasses) 92 96 4 96.0% 

Spoofing Attempt (Static Image) 100 0 100 100% (Rejection Rate)  

 

The facial recognition module performed remarkably well (99.0%). Of course, performance dropped in low-light 

situations (92.0%) where the lack of clearly identifiable features resulted in an increase in false negatives. We expected 

a “fail-safe” result because access is compromised not by letting the user in mistakenly, but by prohibiting them 

securely. 

An important test was conducted to assess the system's resistance to basic spoofing. A high-resolution digital photo 

of a registered user was presented to the webcam, and the system rejected ALL attempts to spoof the photo, verifying 

that a live subject is required in the facial verification step and that it is robust against simple photo spoofing. 

The first task in the workflow (decoding the QR code) was also tested for reliability, in its ability to decode the QR 

code from different mediums and subsequently decrypt the referential contents which were embedded. The results for 

QR code decoding and decryption reliability tests are in Table 3. 

Table 3. QR Code Decoding and Decryption Success Rate 

QR Code Condition Scan 

Attempts 

Successful 

Decodes 

Decryption Success 

(Post-Decode) 

Overall Success Rate 

Clear Printout / Digital Image 100 100 100% 100% 

Scanned from Screen 100 98 100% 98% 

Slightly Blurry or Obscured 100 91 100% 91% 

 

The pyzbar library was very dependable to decode QR code images from both print and screen. Out of the scanned 

images, printed QR codes succeeded in decoding 100% of the time, while screen-presented QR codes succeeded in 

decoding 56% of the time, but this may have been attributed to screen glare. Critically, AES-128 decryption through 

Fernet was 100% successful for every correctly decoded QR code image and revealed that the cryptographic process 

was conducted correctly. 

 

5.3 End-to-End System Latency 

Table 4 depicts a breakdown of typical recipient authentication transaction latency for each step.  

Table 4. Average System Latency per Stage 

Stage Process Description Average Time (ms) 

QR Code Decode Scan and decode QR code with pyzbar + OpenCV ~150 ms 

Biometric Verification Capture live frame and compare encodings 

i. Live Face Capture (OpenCV) 

ii. Face Matching (face_recognition) 

~1,100 ms (total) 

(~200 ms) 

(~900 ms) 

OTP Dispatch & Verify Generate OTP, send email, and verify user input 

i. OTP Generation (Python random) 

ii. Email OTP (SMTP Send) 

iii. OTP Verification 

~1,820 ms (total) 

(~5 ms) 

(~1800 ms) 

(~15 ms) 

File Decryption & Access Decrypt file reference using Fernet and display link ~180 ms 

Total Server-Side Latency Excluding user email check time ~3,250 ms (3.25s) 
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The average server-side processing time is around 3.25 seconds. The most significant latencies were associated with 

a CPU-intensive face match (~0.9s) and external SMTP email delivery (~1.8s). As a total processing time, that is ideal 

for a security sensitive application with good multi-layered verification and user response. 

 

5.4 Security Analysis of the Multi-Layered Approach 

The experimental outcome demonstrates the efficacy of the multiple layered protection scheme of the system. For 

example, the first layer of protection will effectively mitigate QR code exposure to leakage. Even if a QR code was 

leaked or captured, it would still be dormant and irrelevant to any attacker. The file reference contained in the QR 

code is encrypted with AES-128 encryption, so if an attacker captured a QR code, they would not even be able to 

access the accompanying file reference without passing through all the subsequent authentication challenges. 

The second layer of protection protects against impersonation. Our facial recognition systems perform with high 

accuracy and because our facial recognition systems successfully resist static image spoofing, only the live, intended 

recipient will pass the important verification step. Consequently, in the case of overlap and access to QR code, it will 

not permit an unauthorized user access (even if they had the QR code). 

Finally, the system eliminates credential and token reuse with its email-based OTP. Since the OTP only applies to a 

single session, there are no replay attacks possible. Likewise, this layer of permission allows a valid fallback, because 

an attacker would need real-time access to the recipient's email inbox all at the same time even if they were able to 

elude biometric access (which is a much higher leverage point of compromise). 

The key limitation discovered through analysis was a theoretical risk of advanced biometric spoofing, like high fidelity 

video, since the current implementation does not contain a specific liveness detection module. This is consistent with 

the future work noted in the paper, which is the best improvement for protecting this system in the future. 

 

6. CONCLUSION  

This research proposed an AI-enabled secure file-sharing system that uses AES-128 encryption, QR code referencing, 

real-time facial recognition, and featured OTP-based MFA, to mitigate several of the major vulnerabilities inherent in 

traditional file sharing. The problem that was discovered was that standard practices for file sharing were not secure 

through encryption, strong biometric authentication, and not having an adaptive MFA, exposing users to horrors of 

identity impersonation, unauthorized access to data, and credential re-use. 

The objectives were encrypting to maintain confidentiality, preventing QR credential re-use, user identity 

confirmation through facial recognition, and providing the additional layer of OTP used as its multi-factor password. 

The research has worked towards an end solution which meets the four major objectives using a layered security 

approach. The design of the system would allow anyone sharing files to encrypt the file reference, embed the file 

reference in dynamically generated QR codes with the recipient's facial encoding, and verify the recipient's identity 

with live facial recognition and OTP confirmation prior to file decryption and access. 

Overall, the proposed model of layered security provides confidentiality, integrity [7], and reliability and enhances 

users' confidence in their digital communications [2] of sensitive information. It is particularly relevant in higher 

education, health services, legal services [6], and other domains that involve some form of document sharing. 

On a going-forward basis, the system can be made more robust by implementing liveness detection [2] to mitigate 

spoofing attacks, dynamic or time-limited QR codes [7] to prevent reuse and further extending to mobile platforms [6] 

so that the system is accessible everywhere. Administration capabilities, monitoring, audit trails, and blocking 

implementation to reinforce transparency and trust in the secure file-sharing ecosystems could also enhance the system. 

In conclusion, this research has established a strong launching point for the future advancement of smart, secure, and 

user-friendly file-sharing systems and highlighted how artificial intelligence may be integrated with MFA to safeguard 

digital assets against emerging risks as we advance through today’s technological environment. 
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