Journal of Informatics and
Web Engineering

Vol. 5 No. 2 (June 2026) eISSN: 2821-370X

Enhanced Trust-based Security Mechanism to

Prevent Temporal DoS Vulnerabilities in [Pv6
Link-Local Networks

Iznan Husainy Hasbullah!, Lokman Mohd Fadzil**, Selvakumar Manickam?, Supriyanto

Praptodiyono*, Mohamad Khairi Ishak>"*
123Cybersecurity Research Centre (CYRES), Universiti Sains Malaysia, Jalan Universiti, Gelugor, Pulau Pinang, Malaysia
“Faculty of Computer Science, Universitas Pembangunan Nasional Veteran Jakarta, Kota Jakarta Selatan, Daerah Khusus
Ibukota Jakarta, Indonesia
SDepartment of Electrical and Computer Engineering, Ajman University, University Street - Al jerf 1 - Ajman - United Arab
Emirates
*corresponding author: (lokman.mohd. fadzil@usm.my; ORCiD: 0000-0002-0398-0433)
**corresponding author: (m.ishak@ajman.ac.ae; ORCiD: 0000-0002-3554-0061)

Abstract - Many computer networks in operation today currently use both IPv4 and IPv6 stacks. On the other hand, there is a
transition towards IPv6-only networks as a result of the limited availability of IPv4 addresses. The primary protocol for link-local
IPv6 communication is the Neighbor Discovery Protocol (NDP). Regrettably, its insecure design and basic scope-based security
mechanisms make the local network susceptible to insider threats. The Internet Engineering Task Force’s recommended security
mechanism for NDP, which is Secure Neighbor Discovery (SEND), is well documented but complex and unsuitable for resource-
constrained devices and networks. Trust-ND was positioned as an alternative to SEND as a lightweight trust-based distributed
approach using the NDP extension headers. However, its timestamp design and utilization render it susceptible to temporal DoS
vulnerabilities. Therefore, this research proposes eTrustND to improve the Trust-ND mechanism for securing IPv6 link-local
networks from insider attacks by addressing the existing vulnerabilities by modifying the timestamp reference, format, precision,
and validation rules. This paper documents the methodology, the experimentation, and the resulting outcome that show eTrustND
eliminates Trust-ND’s temporal DoS vulnerabilities without adding computational and protocol overhead. It also highlights the
challenges and best practices of timestamp design and usage in security mechanisms and protocols.
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1. INTRODUCTION

The Internet Engineering Task Force (IETF) proposed Internet Protocol version six (IPv6) in 1998 as the latest
iteration of the Internet protocol and standardized it 19 years later with the publication of the RFC 8200 document
[1]. It differs from IPv4 in several aspects, such as a significant increase in its address spaces, simplified header
format, flow labeling, support for extensions and options, and authentication and privacy features. It aims to solve
the problem of [Pv4 address exhaustion [2].

Most IP networks today still use both IPv4 and IPv6 simultaneously. However, IPv6-only networks are gaining
ground with many government and corporate sector initiatives. In 2020, the US government mandated that by 2025,
80% of IP-enabled assets on federal networks must operate in IPv6-only environments. Similarly, China's Central
Cyber Security Committee has prohibited new networks from using IPv4 after 2023, increasing the shift to IPvo6-
only networks. Besides governments, corporations such as Amazon [3], Google [4] Cisco [5], and Microsoft [6], are
also transitioning to IPv6-only environments within their internal networks.

According to GSMA Intelligence, the number of unique mobile subscribers worldwide reached approximately 5.8
billion by the end of 2024, representing 71% of the global population. Of these, around 4.7 billion individuals were
active users of mobile internet services [7]. Mobile service providers began integrating IPv6 into their networks in
2009, following a directive from the 3rd Generation Partnership Project (3GPP) standard organization [8] to facilitate
IPv6 on their 4G wireless infrastructures, resulting in a notable uptake of IPv6 among mobile device users. For
instance, New T-Mobile, the leading mobile service provider in the US, encompassing over 98 million subscribers
domestically and 230 million globally, achieved nearly 100% IPv6 adoption in 2020 [9]. Similarly, China Mobile,
holding the title of the largest mobile service provider both in China and worldwide, had over 969 million subscribers
as of the end of June 2022 [10].

This paper aims to present an improved version of Trust-ND resistant to temporal DoS vulnerabilities. It has three
main objectives of (i) To introduce a new Trust-ND timestamp reference with enhanced format and precision; (ii) To
incorporate the proposed timestamp into the Trust-ND message without altering the original packet structure; and
(iii) To propose a rule-based timestamp verification mechanism to mitigate temporal DoS vulnerabilities on IPv6
link-local networks.

This following subsection provides the brief overview of Neighbor Discovery Protocol (NDP), Secure Neighbor
Discovery (SEND), Trust Neighbor Discovery (Trust-ND), and security challenges in link-local networks related to
NDP and its derivatives.

1.1 Neighbor Discovery Protocol

IPv6 introduced a new protocol to support additional functionalities, such as the NDP in RFC2461 and later updated
by RFC4861 [11]. NDP is a fundamental IPv6 protocol facilitating crucial processes and functionalities within link-
local networks. Notably, IPv6 nodes in a link-local network use NDP to locate routers, detect the presence of other
nodes, determine their respective link-layer addresses, ensure the address uniqueness, and monitor the accessibility
status of neighboring nodes. To carry out its operations, NDP employs five ICMPv6 messages of (i) Router
Solicitation; (ii) Router Advertisement; (iii) Neighbor Solicitation; (iv) Neighbor Advertisement; and (v) Redirect
messages. Table 1 shows the five ICMPv6 messages used by NDP.

1.1.2 NDP Duplicate Address Detection Process

Duplicate Address Detection (DAD) is a crucial NDP process that prevents conflicting IPv6 addresses within IPv6
link-local networks. Before assigning any unicast IPv6 address, all nodes must perform DAD, whether configuring
manually or via SLAAC or DHCPv®6, to ensure the address is not already in use. A DHCPv6 server can also perform
DAD for the host.

An IPv6 node performs DAD once prior to assigning the address to its network interface, as dictated by RFC4862
[12], by sending an NS message. If a node does not receive an NA message from its neighbor within one second, it
assigns the address to the interface. The DAD process reruns only if a new address is assigned to the interface.
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Table 1. ICMPv6 Messages Utilized by NDP

Message Type Description

Router Solicitation (RS) 133 For IPv6 hosts to inquire about router(s) in a link-local network.

Periodically, routers advertise their presence in the link-local network
Router Advertisement (RA) 134 using RA messages, also to respond to hosts’ RS, and propagate
network parameters, such as prefixes.

For IPv6 nodes to request a target node’s link-layer address while

Neighbor Solicitation (NS) 135 providing their link-layer address to the target.
Neighbor Advertisement For IPv6 nodes to respond to NS messages. Also to propagate the latest
136 . . .
(NA) information to neighbors.
Routers use Redirect message to update [Pv6 hosts with a better first-
Redirect 137 hop node on the path to a destination or inform a host that the

destination is its neighbor.

1.1.3 Secure Neighbor Discovery

The RFC3971 document [13] describes the SEND protocol that improves the IPv6 link-local security by introducing
address ownership proof, a message integrity function, and a new router authorization mechanism. Four new
Neighbor Discovery options were introduced by SEND to deliver these improvements: the Cryptographically
Generated Address (CGA), RSA Signature, Nonce, and Timestamp options. Additionally, it also specifies a new
protection mechanism for router discovery operation.

Several studies, such as [14], have thoroughly examined the computational demands and deployment challenges
associated with SEND. Both experimental testing and theoretical analysis have established that the processes
involved in creating CGAs and generating RSA signatures are the main sources of complexity in SEND [15], [16],
resulting in vulnerability to CPU exhaustion attacks, which are a form of Denial-of-Service (DoS) attack [17], [18],
[19]. Additionally, adding four extra SEND options increased bandwidth consumption by 368 bytes for each NDP
message [16], [19].

1.1.4 Trust-ND

Trust-ND, proposed by Supriyanto [20], is a lightweight mechanism for securing the NDP used by IPv6 nodes in
IPv6 link-local networks. Trust-based mechanisms view the existence of intruders in the network as given and
attempts to identify them as untrusted parties to prevent malicious activities [21]. Trust-ND utilizes a trust-based soft
security approach, specifically the beta reputation function within the model of probabilistic trust model [22] to
identify trusted IPv6 nodes within link-local networks.

Hard security approaches, including authentication, encryption, and access control, are effective, widely used, and
well researched. However, they tend to be more complex, require additional resources, and may depend on third
parties. Trust-ND uses distributed trust management and a cryptographic hash function to ensure data integrity with
less computation and overhead than SEND. Network protocols commonly use hash functions to verify message
integrity [23].

The subsequent subsections provide more details on Trust-ND, its structure, improvements to SEND, and timestamp
verification.

a. Trust-ND Structure

The main component in Trust-ND protocol is the Trust Option, which follows the ICMPv6 Type-Length-Value
format, as illustrated in Figure 1.
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Figure 1. Trust-ND Packet structure: IPv6 Header, NDP Message, and Trust Option

All Trust-ND messages must incorporate Trust Option, and its fields are as follows.

1.

The TYPE field is a 1-octet identifier that specifies the type of content carried by the NDP message. Trust-
ND uses the value 253, which has been officially allocated by the Internet Assigned Numbers Authority
(IANA) for experimental use (IANA, 2021).

The LENGTH field is a one-octet parameter that specifies the total size of the Trust Option, inclusive of
both the TYPE and LENGTH fields measured in octets. For instance, if the Trust Option’s size is 32 bytes,
the LENGTH field will hold a value of four (since 4 x 8 = 32).

MESSAGE GENERATION TIME is a 4-octet (32-bit) timestamp field that records the time the sender
generates each message. It is a hex-formatted time field, including hour, minute, second, and millisecond
[20] to mitigate DoS flooding and replay attacks by ensuring timely message delivery and freshness.

The NONCE is a 4-octet (32-bit) random number generated by the sender of the Trust-ND message to
confirm the uniqueness of each NDP message, preventing replay attacks. It ensures the freshness of
advertisement messages and corresponds to solicitation messages.

MESSAGE AUTHENTICATION DATA (MAD) is a 20-octet (160-bit) field comprising the Secure Hash
Algorithm 1 (SHA-1) hash function output on the sender’s message header and the data to ensure data
integrity within the message, allowing the receiver to detect any error or modification after generation.

b)  Trust-ND Improvement to SEND

The authors of SEND admitted its complexity due to the addition of CGA and RSA Signature options [13]. Therefore,
the author of Trust-ND eliminated the source of SEND’s complexity by removing the RSA Signature option, which
is computationally expensive to generate and verify, replacing it with the SHA-1, an unkeyed hash function.
Furthermore, hiding or encrypting the node’s address is not required for NDP since the content of NDP message
should be visible to neighbors to enable NDP processes to work correctly, especially for discovering neighbors and
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routers, and detecting duplicate addresses.

Trust-ND retains the Timestamp and Nonce options from SEND but in a different form as a field within the Trust
Option. Trust-ND replaces four SEND options (368 bytes) with one Trust option (32 bytes), reducing 336 bytes from
the NDP packet size, which significantly reduces bandwidth consumption for Trust-ND compared to SEND [24].

¢) Trust-ND Timestamp Verification

All Trust-ND messages received must be validated by the receiver without exception. After confirming the
correctness of all standard NDP fields’ values and ensuring that the Trust Option exists, the receiver checks the
Nonce and Message Generation Time fields, then validates the message integrity using the hash value in the MAD
field. Nonce must be unique, except for operations that utilize a pair of Trust-ND messages in a request-respond
manner. Additionally, the message arrival time must be greater than the message generation time (Equation (1)). In
other words, logically, messages must arrive at the receiver after the sender sends them, not before.

T, > T, (1)

where,
T, is the time at the receiver when the message arrives, and
T, is the message generation time or timestamp embedded within the message’s Trust Option.

Most Trust-ND processes, including DAD, involve a pair of Trust-ND messages such as Trust-NS and Trust-NA, in
a request-respond behaviour. These types of message exchanges have two extra verification criteria. First, the Nonce
of the solicited advertisement message must be identical to the solicited message’s Nonce value. Second, the
generation time of the solicited message must fall within a certain window relative to the sender, bound by the
following criteria (Equation (2)).

Ts <TS < Tymax 2)

where,

TS is the timestamp of the solicited Trust-NA, T is the timestamp or message generation time embedded
within the Trust Option of the soliciting message, and

T, max 1 the cutoff time for the sender to receive a corresponding reply for its solicitation message, as
defined by Equation 2.

The solicited message’s time must be after T;. The solicited Trust-NA’s timestamp must be greater than the
soliciting message’s generation time, Ts. In addition, the solicited message’s time must not exceed Ty ,,,4, (Equation

(3)).
Tpmae = T + t (3)
where,

Ty is the timestamp embedded in the Trust Option of the solicitation message, and
t is the time limit that defines the maximum duration the sender will wait for a response.

The sender initiating the message exchange must cache the message generation time (7T;) as the starting point to keep
track of the time limit (i.e., T} ;45 ) On receiving a reply to the solicitation message.

If the value of TS is less than or equal to T5 (TS <« Ty), then the received packet is assumed to be invalid since it
indicates that the reply message is generated either before or simultaneously with the soliciting message.

Trust-ND specifies that if the receiving time of the reply message T, is less than or equal to Ty (T, < Ty ), then the
value of Ty is invalid, and the corresponding packet must be discarded. Therefore, any message received after T and
before T, jq, Will be accepted for further processing. Otherwise, the receiving interface must discard any reply
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message outside the ranges.
1.1.5 Common Attacks Against the NDP Process

IPv6 link-local networks a susceptible to security threats due to lack of a robust default security mechanism for NDP,
including DoS, DDoS, replay, spoofing, redirect, masquerading, redirect, and Man-in-the-Middle (MitM) attacks
(Nikander et al., 2004; Supriyanto, 2012; Najjar et al., 2015; A. K. Al-Ani, Anbar, Manickam, Al-Ani, et al., 2019).
In addition, misconfiguration also contributes to security threats to IPv6 link-local networks, such as rogue router
incidents described in RFC6104 [25].

DoS attacks are the second most common type of incident listed in the Common Vulnerabilities and Exposures (CVE)
database since 1999, following code execution, with 28,960 incidents compared to 44,266. The CVE database is a
publicly accessible repository that catalogs standardized information about security vulnerabilities and exposures
found in software and hardware systems. In addition, more than half of the reported software vulnerabilities in
MITRE’s 2022 CWE™ Top 25 [26] could result in DoS, affecting the availability of applications and services. The
CWE™ Top 25 identifies common, exploitable software weaknesses that can lead to security breaches, data loss,
and system downtimes.

Adpversaries could exploit temporal DoS vulnerabilities, whether due to poorly designed network protocol [27], the
inability of network devices to handle an extreme load [28], or malicious activities. Temporal DoS vulnerabilities
allow adversaries to interrupt network operations or computer systems by altering event timing or protocol behavior.
Some examples of such exploits include temporal lensing DoS [29], low- and high-rate DoS [30], and replay [31]
attacks.

2. LITERATURE REVIEW

The related works reviewed comprise literature that not only highlights Trust-ND’s advantages and criticizes its
weaknesses and disadvantages but also those that utilize or derive inspiration from it in their respective works.

Thulasiraman and Wang [32] proposed a lightweight trust-based security architecture to secure routing in a mobile
IoT network against Sybil and DoS attacks. The proposed approach relies on node trust values based on Nonce and
timestamp to determine the node’s trustworthiness, like Trust-ND. They modified the RPL algorithm by adopting
some ideas from Trust-ND and using the UTC as the timestamp’s reference time per recommendation by Hasbullah
et al. [33]. However, they added a network “whitelist” to calculate the node trust values. They also used the average
received Signal Strength Indicator (ARSSI) to determine a routing path over a mobile loT wireless network.

Al-Ani et al. [34] devised a secure technique called Match-Prevention to protect the NDP’s duplicate address
resolution and address resolution processes from DoS attacks. The proposed technique hides the target IP addresses
during address resolution and DAD using a cryptographic mechanism. The authors argued that Trust-ND is
vulnerable to hash collision due to its dependency on SHA-1, therefore replacing it with a newer and more secure
SHA-3. Like Trust-ND, it also utilizes the Neighbor Discovery option from RFC4861 [11] to avoid changing the
original messaging structure of the NDP, calling it a “match-option” to replace the Trust Option in the Trust-ND
protocol. The newly introduced “match-option” is 24-byte with five fields: Type (1 byte), Length (1 byte), Nonce (2
bytes), RIN (4 bytes), and IPhash (16 bytes). RIN holds a random integer between 0 and 32 used by the receiver for
verification purposes, and [Phash comprises the Interface ID and RIN hash for NS and NA verification. Missing from
the “match-option” is a timestamp.

Rehman and Manickam [35] proposed Secure-DAD to provide security to the DAD process from DoS attacks. The
authors attempted to improve Trust-ND’s DAD process by introducing a Secure-tag field to NS and NA messages
exchanged between hosts. Furthermore, instead of the problematic SHA-1, as highlighted by A. K. Al-Ani et al. [34],
they utilized Universal Hashing (UMAC). The authors claimed that Secure-DAD achieved better processing time
than Trust-ND.

NDPSec is a security mechanism for NDP, using Ed25519 digital signatures to prevent unauthorized access [36]. It
secures RA messages with a public-private key pair, distributing the router's public key via Public Key Infrastructure
(PKI) or manual pre-configuration. The authors reported NDPSec achieved a 144% reduction in processing time and
50% less traffic overhead than SEND, and it outperformed Trust-ND and Match-Prevention in resisting NDP-based
attacks. However, its processing time and protocol overhead were higher compared to Trust-ND and Match-
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Prevention Technique due to differing approaches.
2.1 Critical Review

The transmission of ICMPv6 messages, including NDP, is not encrypted [37]. Moreover, NDP only offers a very
basic security measure that relies on rudimentary address scoping strategy [38] to secure link-local networks from
ingress threats, leaving the IPv6 link-local network exposed to many internal threats and vulnerabilities [39], [40],
malicious attacks by adversaries or agents, and unintentional misconfigurations [25]. Consequently, the IETF
recommended two security mechanisms, SEND [13] and IP Security (IPsec), to secure the IPv6 link-local network
from insider attacks. However, the bootstrapping problem renders the IPsec ineffective in providing security to IPv6
link-local networks [41].

The ability of Trust-ND to provide comprehensive security to NDP without using complex mechanisms is laudable,
provided it can resolve and withstand attacks that target its trust component. The attacks that target trust-based
security mechanisms differ from those that target hard security-based ones. Some examples of attacks targeting the
trust component include conman, Sybil, bad-mouthing or slander, on-off, and newcomer attacks [42]. In addition,
many have proven that SHA-1, the cryptographic hash function utilized by Trust-ND, is susceptible to a collision
attack and its more potent variant, a chosen-prefix collision attack [43], [44].

Although Secure-DAD has a better processing time than Trust-ND [45], it has higher Bandwidth Utilization (BU)
because the NS message must be sent to all nodes in the same network. In addition, there is considerable processing
overhead during verification [39]. Unfortunately, in its attempt to improve the security of Trust-ND, it overlooked
investigating the timestamp utilization, resulting in its susceptibility to temporal-based vulnerabilities, such as
temporal DoS and replay attacks.

It is clear from the literature [32] that the reliance on ARSSI in determining the routing path meant that the proposed
trust-based security architecture is exclusively meant for [oT devices and does not apply to general computing
devices. In addition, using UTC as the reference time for the timestamp without a proper verification process does
not guarantee a hundred percent success in timestamp verification while ignoring the behavior of heterogeneous
computer systems’ clocks on the network, as shown empirically by [46]. In addition, it uses a timestamp field format
and precision like Trust-ND, which subjected this protocol to the same temporal DoS vulnerabilities.

The Match-Prevention Technique solved the problem of SHA-1 collision by using SHA-3. However, it only secures
DAD, leaving other processes susceptible to attacks. Critically, without a timestamp to ensure freshness of NS-match
and NS-match messages, it is vulnerable to attacks such as Replay, session hijacking, data tampering, and DoS
attacks.

The NDPSec has a higher protocol overhead than the Trust-ND and Match-Prevention Technique due to the need to
deploy the digital signature to neighbors. It also has a longer processing time than Trust-ND since it uses a signature-
based mechanism, which is slower than the hashing approach, such as those employed by Trust-ND and the Match-
Prevention Technique.

However, the most significant weakness of NDPSec is the dependency on a private-public key pair to secure the RA
message. This approach has four potential problems: performance, distribution, bootstrapping, and scalability. First,
the performance of key pair authentication approach is much slower than a hash-based approach. Second, distributing
the router’s public key to all hosts in the network typically requires a third-party key distribution mechanism, such
as via PKI. Involving a third party goes against the distributed nature of the NDP. Third, a bootstrapping problem
occurs when a newly connected host cannot generate its [Pv6 address because it cannot reach a key distribution server
without an IPv6 address. Lastly, without a distribution mechanism, the keys must be manually pre-configured on all
hosts, leading to scalability problems especially for large networks.

The summary of related works and critical reviews are in Table 2, listing the proposed mechanism or technique with
its author(s) and the year it was proposed as well as their disadvantages or limitations.
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Table 2. Summary of Related Works and Disadvantages or Limitations

Mechanism or
Technique, Author(s)
(Year)

Proposed Mechanism or
Technique

Disadvantages or Limitations

Standard NDP, Narten
T. et al. (2007) [11]

e The original standard for NDP,

first defined in 1999 in RFC2461
and updated in RFC48 in 2007.
One of the core protocols in IPv6
protocol for link-local
communications between local
IPv6 nodes.

Lack of built-in security mechanism,
exposing it to address and router
spoofing, MitM, and DoS attacks.

It is vulnerable to temporal-based attacks,
such as Replay, due to lack of timestamp
and/or Nonce to ensure message freshness
and uniqueness, respectively.

Trust-ND,  Supriyanto
(2015) [20]

Uses a distributed trust-based
approach to secure the standard
NDP.

Utilize IPv6 header extension
feature to add Trust Option to
standard NDP packets.

Reliance on local system time for
timestamp exposes it to temporal DoS.

It has not been evaluated against attacks
that target the trust component.

SHA-1 is known to be susceptible to
collision.

Secure-DAD, Rehman
and Manickam (2016)
[35]

Add Secure-tag field to NS and
NA messages to mitigate DoS in
DAD.

Replaces SHA-1 in Trust-ND with
UMAC due to vulnerability to
collision.

It has a higher BU because NS messages
must be sent to all nodes in the same
network.

It has a considerable processing overhead
during verification.

It is also susceptible to temporal-based
DoS due to its timestamp.

,Thulasiraman and
Wang (2019) [32]

A trust-based security architecture
to secure routing in a mobile loT
network against Sybil and DoS
attacks by adapting Trust-ND
approach.

Introduce a network “whitelist” to
calculate the node trust values.

The architecture is exclusively meant for
10T devices and does not apply to general
computing devices.

Using the same reference time subjected
this protocol to the same temporal DoS
vulnerabilities at Trust-ND.

Match-Prevention, Al-
Ani et al. (2020) [34]

It hides the target IP addresses
during address resolution and
DAD wusing a cryptographic
mechanism.

e Uses SHA-3 instead of SHA-1.

It only secures DAD, leaving other
processes susceptible to attacks.

Without a timestamp to ensure freshness
of NS-match and NS-match messages, it
is vulnerable to attacks such as Replay,
session hijacking, data tampering, and
DoS attacks.

NDPSec, A. K. Al-Ani
et al. (2022) [36]

e Uses Ed25519 digital signatures.
e Use Public-Key Infrastructure

(PKI) architecture.

It has a higher protocol overhead due to
the need to deploy digital signatures to
neighbours.

Key pair authentication is slower than
hash-based ones.

The use of PKI breaks the distributed
nature of NDP.

2.2 Proposed eTrustND

The proposed mechanism aims to secure the IPv6-only link-local networks by preventing temporal DoS

vulnerabilities due to Trust-ND’s weakness in its design.

The assumptions made in this research are as follows.

e All nodes in the network are using Trust-ND or eTrustND via agents. Operating system kernels typically have

built-in support for the IPv6 network stack and interfering with or modifying it is not recommended.
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e [Pv6 addresses are manually assigned to all hosts’ network interfaces since there are no routers and DHCPv6
servers in the testbed.

e  The testbed operates as an IPv6-only network. IPv6 network operates in either one of two modes: dual-stack or
[Pv6-only. A dual-stack network allows communication using IPv4 or IPv6, enabling a host to reach a network
time server to set and synchronize its clock. In addition, modern operating systems can automatically set a
computer’s time zone provided they have Internet access.

The proposed enhancement comprises three stages of (i) Timestamp Formulation; (ii) Enhanced Trust-NDj; and (iii)
Rule-based Temporal DoS Prevention Mechanism, as shown in Figure 2.

Timestamp Formulation

Enhanced Trust-ND

Rule-based Temporal DoS
Prevention

Figure 2. Overview of the Research Stages

2.2.1 Timestamp Formulation Stage

The Timestamp Formulation stage improves the design and use of the existing Trust-ND timestamp to prevent
temporal DoS vulnerabilities by refining reference time, time representation, and precision. The outcome of this stage
serves as the foundation for improving the Trust-ND messages in the subsequent stage.

Trust-ND’s author assumed that all local hosts have the same time zone configured since NDP only operates within
a local area network, leading to the selection of the host’s local system clock as the timestamp reference. This
assumption overlooked cases involving organizations that practice the Bring-Y our-Own-Device (BYOD) policy and
even users that connect their portable devices from overseas to their IPv6-only home network. Consequently, it
exposes Trust-ND to temporal DoS vulnerabilities when the time difference between hosts is substantial.

There are several scenarios where the time difference between hosts is substantial, resulting in temporal DoS
vulnerabilities as (i) when users coming from different geographical time zones connect their IPv6 devices to the
network; (ii) misconfiguration of computing device’s time or time zone; (iii) successful attack on the time
synchronization system; (iv) faulty clock subsystem; and (v) clock drift.

It is worth noting that while these issues may not be caused by adversaries directly, they are still exploitable by
attackers to cause a DoS by intentionally triggering or amplifying the vulnerability. Therefore, addressing and
remediating these vulnerabilities is vital to prevent accidental and intentional DoS attacks.

This stage has three steps that involve changes to the timestamp’s reference, format, and precision.

The first step involves replacing the timestamp reference from the device’s system clock with Coordinated Universal
Time (UTC). The experiment and observation revealed that using the system clock as the timestamp’s reference time
creates temporal DoS vulnerabilities when there is a substantial difference between the system clocks of Trust-ND
nodes. The difference could be due to different time zones or daylight-saving time settings, which is possible when
connecting devices from overseas to the link-local network. By using UTC, timestamps remain consistent across all
IPv6 nodes, independent of their time zone settings. Furthermore, UTC is unaffected by Daylight Saving Time (DST),
which many countries implement to extend daylight hours during summer by advancing clocks an hour in spring and
resetting them an hour back in fall. DST adjustments can vary frequently and sometimes occur with little notice [47].

The RFC3339 standard, titled “Date and Time on the Internet: Timestamps” [47], is the basis for using UTC to
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replace the system clock as the proposed mechanism’s timestamp reference. It states that using UTC as the reference
time zone is the best way to achieve true interoperability for date and time formats on the Internet. Most network or
Internet protocols use UTC as their timestamp reference, including but not limited to NTP, ICMP/IP, and SEND.

The second step changes the timestamp format to better suit machine operation compared to the existing format.
Instead of using a 24-hour time format, which is prone to reset or rollover every 12 or 24 hours, eTrustND’s
timestamp employs epoch second and sub-second. In computing, an epoch is a specific time from which a computer
measures system time. It is usually used as the starting point to measure relative time. Examples of protocols that use
epoch time in their timestamp include the NTP, PTP, and SEND. Along with the use of epoch second and sub-second,
the timestamp field data type is also changed from Byte to IntField, making the process more efficient.

The third step increases the precision of the timestamp since the current Trust-ND’s use of a hexadecimal format to
represent the timestamp severely restricts the precision. To represent 24-hour time (e.g., HHMMSSss) in hexadecimal
format within a packet structure, a string or char data type is necessary, especially to handle hex digits OxA through
OxF. Depending on the programming language, a string or char data type may require one or two bytes. When using
a language where each char is one byte (8 bits), only the hour and minute components of the timestamp (e.g., 0x17
3B for 23:59, without a colon) can fit within a 32-bit field, providing a precision of just one second. The proposed
enhancement extends the timestamp field size from 32 bits to 48 bits, thus increases the precision which eliminates
temporal DoS vulnerabilities due to inadequate Trust-ND precision.

Figure 3 and Figure 4 illustrate the original TrustNA packet structure and the proposed eTrustNA packet structure,
respectively. TrustNS and eTrustNS packets have similar Trust or eTrust Option structures.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Type=136 I Code [ Checksum
Rl S l 0 | Reserved

NDP Message
Target Address (128 bits)

Type=253 Length | Reserved

Message Generation Time

Nonce Trust Option

Message Authentication Data

Figure 3. The packet structure of TrustNA

0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 L7 18 19 20 21 22 23 24 25 26 27 28 20 30 31
Type=136 | Code ‘ Checksum
R| S ‘ 0 | Reserved

NDP Message
Target Address (128 bits)

Type=254 Length ‘ Subsecond

Seconds

Nonce eTrust Option

Message Authentication Data

Figure 4. The packet structure of eTrustNA

2.2.2 Enhanced Trust-ND Stage

The Enhanced Trust-ND stage generates eTrustNA and eTrustNS messages, which are the enhanced vanilla Trust-
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NA and Trust-NS versions. Enhancement involves utilizing the existing but unused field in the Trust-ND’s structure
to increase the precision, accommodates the timestamp formulated in the first stage, and changes the Message
Generation Time field’s data type.

The Message Generation Time field in Trust-ND’s Trust Option is four bytes, as shown in Figure 3 for Trust-NA,
which is similar for Trust-NS. Unfortunately, it is insufficient to solve the temporal DoS vulnerability due to the lack
of precision, as elaborated in the previous section. Increasing the timestamp precision from 32 bits to 48 bits, as
formulated previously, requires additional space in the packet. The requirement of preserving Trust-ND packet
structure is fulfilled by making use of the existing 16-bit Reserved field for the sub-second component.

2.2.3 Rule-based Temporal DoS Prevention Stage

The Rule-based Temporal DoS Prevention Mechanism stage aims to remediate the vulnerabilities caused by the
improper design of the Trust-ND’s timestamp and its verification rule. The preventive mechanism is based on several
proposed rules to validate the timestamp and handle unsynchronized clocks. The rule-based mechanism is employed
on the receiver’s side.

Three rules are defined to prevent temporal DoS vulnerabilities in Trust-ND. The receiver uses Rules I and II to
ensure the received packets are eTrustNA or eTrustNS messages, respectively. This checking is crucial to ensure the
existing Trust-ND messages are not mistaken as eTrustND message since only eTrustND message contains the
necessary information to prevent temporal DoS vulnerabilities. The notation of Rule I is as follows.

Rule I
If ICMPv6 Type = 136 AND eTrust Option Type = 254, then
Process eTrustNA,
else
Drop message,

Rule I verify the validity of an eTrustNA message based on the ICMPv6’s Type and the eTrust Option’s Type. The
message is an eTrustNA message and processed if the ICMPv6 Type = 136 and eTrust Option Type = 254; otherwise,
drop the message. This rule ensures that all NA messages received are eTrustNA messages, which is possible only
if the eTrust Option is present.

Meanwhile, the validity of an eTrustNS message can be checked using Rule 11, as follows.

Rule 11
If ICMPv6 Type = 135 AND eTrust Option Type = 254, then
Process eTrustNS,
else
Drop message

Rule II verifies the validity of an eTrustNS message based on the ICMPv6’s Type and the eTrust Option’s Type. The
message is an eTrustNS message and processed if the ICMPv6 Type = 135 and eTrust Option Type = 254; otherwise,
drop the message. This rule ensures that all NS messages received are eTrustNS messages, which is possible only if
the eTrust Option is present.

After performing the standard verification per RFC 4861 and Rules I and II to ensure the packet’s correctness, the
mechanism checks Rule III, which aims to tackle the problem of out-of-sync hosts that causes temporal DoS
vulnerability in Trust-ND.

Let Td,-/ff: T,-TS
Where Tayis the time difference, T, is Received Time, and TS is the Seconds + Subsecond field values in the
eTrustND message.

Rule 11l

If Tajy < -0 OR Tdiff > +6 then
Drop eTrustND packet
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else
Process eTrustND packet

Where +6 denotes the lower and upper limit of an acceptable time window to receive eTrustND messages. The value
of & is configurable, and this research employs a similar value used by SEND, which is 500 seconds or 3 minutes.

3. RESEARCH METHODOLOGY

NDP is critical for [Pv6 network operation, as many vital link-local processes, such as the DAD process, depend on
its messages. Therefore, this research uses the DAD process to demonstrate and evaluate the performance of the
proposed enhancement to Trust-ND regarding its impact on the computation and bandwidth overheads.

The performance of eTrustND under Normal and DoS scenarios was evaluated in terms of processing time,
bandwidth consumption, and DoS prevention success rate, as shown in Figure 5.

Evaluation
Strategy

DoS

Condition
Scenarios

L —
Normal
Scenarios

F = 1

( b ( | 1
DAD DAD Timestamp L

Gen. Ti Ver. Ti Gen. Ti
(i) o] |[roow ] [528) (i) (o] [

Figure 5. Evaluation Strategy and Experimental Scenarios

u BU (NA) (NS)

J Ver. Time

J DPSR

The Normal scenario experiments measure the processing time for generating and validating NA and NS packets and
calculate the bandwidth consumption of the NA and NS packets. The results will show the impact of the proposed
changes to Trust-ND on the host’s performance and network BU. Meanwhile, the DoS condition scenarios measure
the susceptibility of the mechanism to DoS vulnerabilities.

The evaluation followed the rule of thumb [48] and the recommendation by [49] to ensure adequate coverage and
reduce prediction uncertainty due to insufficient sampling by running each scenario 20 times for the Normal
scenarios. However, the number of experimental runs under the DoS Condition scenarios is only five since the
experiment is deterministic, which will give the same values for all input variables regardless of the number of
repetitions [50]. Specifically, the experiments under DoS Condition scenarios are deterministic since they are (i)
highly consistent and stable, with little to no variability; (ii) the process is well understood and not subject to
unexpected changes; and (iii) the experiment design is well controlled and does not have external variability sources.

3.1 Testbed Topology

The testbed topology used for the experiment comprises two workstations connected to a gigabit switch via Cat-6
UTP cables, as depicted in Figure 6. The testbed does not require a router nor connectivity to the Internet since NDP
only involves link-local networks. Furthermore, this research only involves NA and NS messages, not RA and RS.

The two workstations used in the testbed have similar specifications, as shown in Table 3, except for the memory
and hard disks’ sizes, which should not affect the experiment’s outcome.
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Figure 6. The Topology of the Experimental Testbed

Table 3. Hardware Specification for Testbed

Hardware Specifications
Workstation (Host A) Intel® Core™ i5-9400 2.90 GHz, 3SZSGDB DDR4 RAM, 128GB NVMe M.2
Workstation (Host B) Intel Core i5-9400 2.90 GHz, 16GB DDR4 RAM, 500GB NVMe M.2 SSD
Laptoga(pl\fu‘;‘e‘;mr & Intel Core i7-8665U 4.8 GHz, 16GB DDR4 RAM, 1TB PCle NVMe
Laptop (Attacking) Intel Core i7 16GB DDR4 RAM, 1TB PCle NVMe
Gigabit Switch HP® ProCurve™ 2910al-48G-PoE+

3.2 Evaluation Metrics

The outcomes of this study are quantified using three distinct metrics: DAD Processing Time (DPT), BU, and the
success rate of DoS prevention (DPSR). The effectiveness of the proposed enhancements to the Trust-ND protocol
in thwarting DoS attacks is attainable through the measurement and analysis of these metrics.

a) Total Processing time

The DPT metric measures the time it takes to generate and verify e-TrustNA and e-TrustNS messages for the sender
and receiver in an [Pv6 link-local network. Comparing the total processing time to complete a DAD process confirms
the proposed mechanism’s adherence to the research requirement not to pose additional overhead (computation) and
its fulfillment of one of the objectives. We expect it will take more time to generate and verify eTrustNA and
eTrustNS messages than the standard NS and NA due to the addition of the Trust Option. However, the DPT of
eTrustNA and eTrustNS messages should not differ significantly from TrustNA and TrustNS since the structure of
both protocols remains the same. If anything, changes to the eTrustND’s timestamp field format could slightly
improve the validation time of eTrustNA and eTrustNS messages.

Only two processes occur during the DAD process if there is no IP conflict in the link-local network: NS message
generation and NS message verification. Therefore, the total processing time for the DAD process without a duplicate
IP is the sum of the processing time to generate and verify an NS message.

DPTynocony = tusg T tusw )
where,
DPTyocony 1s the total processing time for the DAD process without conflict,
tns,g is the processing time of NS packet generation, and
tysy 1s the processing time of NS packet verification.

However, if there is an IP address conflict, four processes occur between the sender and receiver during the DAD
process, involving generating and verifying NS and NA messages. Therefore, the total processing time for the DAD
process with a duplicate IP address is the sum of the processing time to generate and verify the NA and NS messages,
as follows.
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DPTcons = tysg ttnsy ttnag + tvaw (%)
where,
DPT¢ony is the total processing time for the DAD process with conflict,
tns,g and tys,, are the processing times of NS packet generation and verification, respectively, and
tnag and tyu,, are the processing times of NA packet generation and verification, respectively.

b) Bandwidth Utilization

The BU, calculated using Equation 6, indicates how much the protocol’s messages consume the network’s
bandwidth.

rM, (6)
LC

BU =

where,

BU is the bandwidth utilization,

Y. M, is the total ICMPv6 message size, and

LC is the maximum link capacity between Host A and Host B measured using iPerf3, which
is 910 Mbit/s in this testbed setup.

¢) DosS prevention success rate

The DoS prevention success rate (DPSR), calculated using Equation 7, measures the ability of a mechanism to
prevent a DoS attack. It allows us to measure the protocol’s performance in detecting and preventing malicious
traffic.

DPSR = 1 — M

=™

where,

DPSR is the DoS Prevention Success Rate,
N is the number of messages sent, and

F is the number of failed messages.

Based on the definition of DPSR, a mechanism successfully survives an attack if it is equal to 1. However, a DPSR
equal to 0 indicates it failed to prevent attacks. Any value between 0 and 1 indicates partial success in preventing
attacks. Therefore, the ability of a security mechanism to prevent DoS can use DPSR in the form of a ratio or
percentage.

4. RESULTS AND DISCUSSIONS

This section presents and discusses the experiment results under the Normal and DoS Condition scenarios, as detailed
in the previous section. The following subsections present and discuss the resulting processing time for generating
and verifying NA and NS messages, DPT, BU, and DPSR.

4.1 Total Processing Time

Figure 7 and Figure 8 illustrate the DAD’s total processing time (DPT) for eTrustND, both with and without a
duplicate IP address, compared to the standard NDP and Trust-ND protocols.
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Figure 7. DPT without IP Conflict for the Standard NDP, Trust-ND, and eTrustND Protocols in Milliseconds

It is clear from Figure 7 that the standard NDP has the lowest DPT (0.69 ms) without an IP conflict, followed by
eTrustND (5.53 ms) and Trust-ND (5.61 ms). The significant processing time difference between standard NDP and
TrustND or eTrustND is due to the hash function operation, which also explains why TrustND and eTrustND have
nearly identical processing times.
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Figure 8. DPT with IP Conflict for the Standard NDP, Trust-ND, and eTrustND Protocols in Milliseconds

Similarly, Figure 8 shows the same trend for DAD when there is an IP conflict. The standard NDP has the lowest
DPT (1.45 ms), followed by eTrustND (8.45 ms) and Trust-ND (8.51 ms), as expected.

It is apparent from Figure 7 and Figure 8 that the proposed eTrustND is marginally faster than Trust-ND in executing
DAD without and with an IP conflict between 0.071 ms and 0.056 ms, respectively. This improvement is due to the
change in timestamp reference, allowing the use of integer epoch second format instead of a 24-hour time in
hexadecimal form. Furthermore, using the proposed rules speeds up the verification process due to less logical
operation and computation, unlike Trust-ND, which requires additional routines for string conversions. In addition,
the Trust-ND verification rules slow down due to the need for more logical operations and computations.

The eTrustND process improves upon Trust-ND more in total processing time without IP conflict (0.071 ms) than
with IP conflict (0.056 ms). The difference is due to the fewer processes involved since the DAD (No Conflict)
scenario only involves two operations, generating and verifying an eTrustNS message. However, a DAD process in
the DAD (Conflict) scenario has four, introducing more computation overhead.

4.2 Bandwidth Utilization

The DAD process, when there is no IP address conflict, consists of a solitary NS message. Consequently, the total
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bandwidth used for the DAD process equates to that consumed by a single NS message: 86 bytes per DAD process
for the standard NDP and 118 bytes for both Trust-ND and eTrustND, as indicated in Table 4.

Table 4. Traffic Overhead of Standard NDP, Trust-ND, and eTrustND for DAD Without and With
IP Address Conflict in Bytes

Without Conflict With Conflict
Mechanism Total Message Size Traffic Overhead Total Message Size | Traffic Overhead
(bytes) (bytes) (bytes) (bytes)
Standard NDP 86 0 172 0
Trust-ND 118 32 236 64
eTrustND 118 32 236 64

Table 4 shows the bandwidth used by standard NDP, Trust-ND, and eTrustND during a DAD process with an IP
address conflict, which involves exchanging a pair of NS-NA messages. Therefore, the bandwidth consumed for the
DAD process is the total NS message and NA message sizes, which is 172 bytes per DAD process for the standard
NDP and 236 bytes per DAD process for both Trust-ND and eTrustND, as shown in Table 4. Trust-ND and eTrustND
have a 64-byte traffic overhead compared to the standard NDP, which is the size of the Trust Option in each NS and
NA message.

Once we have established that eTrustND has the same packet size as Trust-ND, we can calculate its protocol overhead
without and with conflict using Equations 4 and 5, respectively, and Equation 6 for the BU, yielding the result in
Table 5.

Table 5. Protocol Overhead and BU for a DAD Process with and without Conflict for eTrustND

Number DAD Without Conflict DAD With Conflict
of Hosts | (byte) | (Mbit) BU (%) | (byte) Mbit BU (%)
1 118 | 0.000944 | 1.04E-06 | 236 | 0.001888 | 2.07E-06
2 236 | 0.001888 | 2.07E-06 | 472 | 0.003776 | 4.15E-06
3 354 | 0.002832 | 3.11E-06 | 708 | 0.005664 | 6.22E-06
4 472 | 0.003776 | 4.15E-06 | 944 | 0.007552 | 8.30E-06
5 590 | 0.004720 | 5.12E-06 | 1180 | 0.009440 | 1.04E-05

Table 5 shows that the protocol overhead for a single DAD process without conflict is 118 and 236 bytes for a DAD
process with conflict. The BUs for a single DAD process without and with conflict are just 1.04x10-6 % and 2.07x10-
6 %, respectively, which are minuscule to the point of being negligible. It is apparent from Table 4 that there is a
linear correlation between the number of hosts and packet size, which means the increased packet size leads to higher
BU.

4.3 Temporal DoS Prevention Success Rate

This section discusses the experiment results for the DoS condition scenarios, comprising the resulting Temporal
DoS Prevention Success Rate related to the timestamp reference and precision.

4.3.1 Timestamp Reference

This section presents the result of the ground truth experiment to prove the susceptibility of Trust-ND to temporal
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DoS vulnerability due to the simple rule (Equation (2)) used for timestamp verification. The result substantiates the
claim that the default timestamp verification rule in Trust-ND resulted in temporal DoS vulnerabilities. Additionally,
the result proves the proposed rules’ robustness in dealing with the hosts’ time zone differences that could cause
temporal DoS vulnerabilities in Trust-ND. Tables 6 and 7 show the experiment results measuring Trust-ND’s
susceptibility to temporal DoS vulnerability in verifying Trust-NA and Trust-NS timestamps, respectively.

Table 6 shows that the local system time of the sender (Host A) with MYT time zone and receiver (Host B) with JST
time zone differs by one hour, resulting in Trust-NA message verification failure. The results show that the Trust-
NA timestamp verification failed when the hosts’ local time differed.

Table 6. Local Time of Sender in JST Time Zone (UTC+9) and Receiver in MY T Time Zone (UTC+8)
for Trust-NA Messages

Sender (Host A) Receiver (Host B) ) )
Runs Local Time Timestamp Local Time Diff Vf(:l;rﬁ:?;:)o "
(T) (1) (T:-Ty)
1 16:49:49.314 16:49 15:49:49.830 | -59:10.170 Fail
2 16:50:12.947 16:50 15:50:13.461 -59:46.539 Fail
3 16:51:01.570 16:51 15:51:02.084 | -59:57.916 Fail
4 16:51:57.198 16:51 15:51:57.712 | -59:02.288 Fail
5 16:52:36.834 16:52 15:52:37.350 | -59:22.650 Fail

Similarly, Table 7 shows that the local system time of the sender (Host A) and receiver (Host B) differ by one hour,
resulting in Trust-NS message verification failure. The results show that the Trust-ND timestamp verification rule
for Trust-NS messages failed when the hosts had different time zones configured.

Table 7. Local Time of Sender in JST Time Zone (UTC+9) and Receiver in MYT Time Zone (UTCH8)
for Trust-NS Messages

Sender (Host A) Receiver (Host B)
Runs Local Time Timestamp Local Time Diff V?;rﬁ:a;:)o "
(T5) (1) (T:- T
1 16:53:59.245 16:53 15:53:59.764 | -59:00.236 Fail
2 16:54:37.867 16:54 15:54:38.382 | -59:21.618 Fail
3 16:54:59.488 16:54 15:55:00.003 | -58:59.997 Fail
4 16:55:37.118 16:55 15:55:37.633 | -59:22.367 Fail
5 16:56:57.753 16:56 15:56:58.267 | -59:01.744 Fail

* 8 =500 seconds

Meanwhile, Tables 8 and 9 show eTrustND’s robustness in dealing with temporal DoS vulnerabilities caused by
different hosts’ time zones while verifying eTrustNA and eTrustNS messages, respectively.

Table 8 shows that the system’s local time of the sender (Host A) and receiver (Host B) differs roughly one hour due
to the different time zones. However, the time difference does not affect the eTrustND’s timestamp values for the
sender and receiver using UTC as the reference. All five runs passed the eTrustNA verification rule even though the
hosts’ time zones and system times differed substantially.

Like the previous runs with eTrustNA, all five runs passed the eTrustNS verification rule even though the hosts’ time
zones and local times differed substantially. As shown in 8, the local system time of the sender (Host A) and receiver
(Host B) differ by roughly one hour due to the different time zones. However, it does not affect the eTrustND’s
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timestamp values for the sender and receiver using UTC as the reference.

Table 8. Local Time of Sender in JST Time Zone (UTC+9) and Receiver in MY T Time Zone (UTC+8)

for eTrustNA Messages
- Sender (Host A) Receiver (Host B)
5 . Timestamp . Receive Time Toiy Verificatioil
& | Local Time (), second Local Time (T,), second (T,-Ty) | -0<Tpir<d
1 [16:58:31.825| 1658131111.8234 15:58:32.340 | 1658131112.3396 | 0.5162 Pass
2 [17:00:01.489| 1658131201.4877 16:00:02.004 | 1658131202.0036 | 0.5159 Pass
3 |17:01:08.111| 1658131268.1095 16:01:08.626 | 1658131268.6256 | 0.5161 Pass
4 117:02:56.753| 1658131376.7520 16:02:57.269 | 1658131377.2681 0.5161 Pass
5 [17:03:26.386| 1658131406.3841 16:03:26.901 | 1658131406.9004 | 0.5163 Pass

* 8 =500 seconds

Employing Equation (7) on the results from Table 5 to Table 8 yields the DPSR values for Trust-ND and eTrustND
protocols, as shown in Equation 8 and 9, respectively. For example, since Trust-ND failed to verify the Trust-NA
and Trust-NS timestamps (F = 5) in all five attempts (N = 5), then the DPSR is 0.0 in ratio or 0 % in percentage
based on the following calculation as in (8).

F

DSPR=1- £=1-3=1-1=0 ®)
N 5

A similar calculation for eTrustND with F = 0 and N = 5 resulted in a DPSR value of 1.0 in ratio or 100 % in
percentage.

0
DSPR=1— —=1—--=1-0=1
5 9

Table 9 presents the DPSR for the Trust-ND and eTrustND protocols, illustrating their vulnerability or resistance to
temporal DoS threats stemming from hosts' system time discrepancies due to the protocol's timestamp reference
and precision.

Table 9. The DPSR of Trust-ND vs. eTrustND under DoS Condition

Protocol Message DPSR (%)
Timestamp Reference Precision
Trust-ND Trust-NA 0 0
Trust-NS 0 0
eTrustND eTrustNA 100 100
eTrustNS 100 100

As shown in Table 9, the Trust-ND protocol has 0 % DPSR, indicating it is vulnerable to temporal DoS. Meanwhile,
the eTrustND has 100 % DPSR, proving it successfully prevents temporal DoS in this scenario.
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4.3.2 Precision

The Trust-ND timestamp precision is primarily bound to the size and format of the Message Generation Time field.
Using Python — or other programming languages with 8-bit char data type — to implement the Trust-ND protocol as
per specification means a 32-bit field can only accommodate the hour and minute in hexadecimal form, resulting in
a precision of a minute.

5. CONCLUSION

In summary, the mechanism proposed in eTrustND enhances Trust-ND to address temporal DoS vulnerabilities in
IPv6 link local networks caused by the design issues with the Trust-ND’s Message Generation Time field. Future
potential research includes studying the causes of DoS vulnerabilities or QoS issues of the Trust-ND protocol other
than the Timestamp field, such as the MAD field. Also possible is to investigate the susceptibility of the Trust-ND
protocol to attacks that target its soft security aspect or trust component that are different from the typical adversarial
security attacks, such as Sybil, bad-mouthing, on-off, newcomer, and conflicting behavior attacks. The exponential
rise in the number of low-power and low-computation devices needing lightweight security mechanisms warrants a
serious look at an alternative security mechanism to SEND. Since Trust-ND (and eTrustND) has shown promising
results in securing NDP messages without extensive computation and high bandwidth overhead, future research into
the viability of eTrustND, or its variation, in resource-restricted IoT devices is warranted.
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