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Abstract - The objective of this study is to explore the cyber situational awareness (CSA) level among the employees of small and
medium-sized enterprises (SME) in Malaysia, by extending Endsley's situation awareness (SA) theory. It is crucial to understand
the level of cyber situational awareness among employees as it sheds light on how well the employees understand the cyber threats
and if they can handle them effectively. Literature has reviewed that SMEs are subject to a greater danger of cyber-attacks.
Therefore, employees' awareness of cyber situations is of the utmost significance in studying cyber security. A convenient non-
probability sampling method was chosen due to less expensive to deploy and increase the efficiency of data collection processes.
IBM SPSS was used to conduct descriptive exploration data analysis that provides insight into the employee's current CSA by
categorizing the employees into good, average, and poor understanding of the CSA. A total of 443 surveys were collected in the
study, the findings reveal that most employees are not adequately aware of cyber situations, and employees understand the need to
adhere to cyber security policy within the organization but fail to comply. The study contributes to practical domain by identifying
the current level of CSA, SMEs should be set forth to create a strong culture of cyber security awareness and compliance and
prioritize cyber security as part of the organization's culture to improve overall employee engagement and motivation in dealing
with cyber threats.
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1. INTRODUCTION

The study focused on assessing the cyber situational awareness level among the employees of SMEs in Malaysia. The
study primarily focused on understanding their awareness of cyber situation threats, understanding their readiness and
ability to handle potential cyber threats effectively. Cyber situational awareness (CSA) is essential for investigating
the potential of possible risks, weaknesses, and current state of cyber security. CSA helps SME businesses to
understand the cyber threat landscape, enabling SMEs to inform decision of implementation cyber security protection
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measures and controls to mitigate cyber risk and cultivates awareness of the need to act on potential cyber incidents

[1].

SMEs are the primary target of 43% of cyberattacks, but only 14% are prepared to defend themselves with sufficient
training and education, according to Accenture's Cost of Cybercrime Study [2], but they are often underestimate the
severity and frequency of cyberattacks, leading to a lack of awareness and understanding regarding the risks they face
subsequently facing huge amount of loses and losing their competitive advantage [3]. According to Cyber security
Ventures, the monetary value that involves cybercrime activities is the largest ever recorded, estimated at a growth
rate of fifteen percent year over year [4]. Cybercrime is expected to increase from its 2015 cost of $3 trillion worldwide
to an annualized $10.5 trillion by 2025. The historical cybercrime data, including recent year-over-year (YoY) growth
it was indicated by Steve Morgan, the chief editor of cybercrime, that the cost of cybercrime would total USD 6 trillion
globally [5].

In recent years, Malaysia has seen a rapid growth in the SME sector. As digital technologies have become more
widespread, it is no surprise that digitalization has become an important factor for Malaysian SMEs in terms of gaining
their competitive advantage and survival [6]. The Malaysian economy is driven mainly by SMEs, with ninety per cent
of the companies now active in Malaysia fall under the category of SME [7]. The SMEs in Malaysia are digitally
inclined which prompts attention among researchers to further explore the impact of creating awareness to eliminate
or decrease cybersecurity crimes. The digital economy in Malaysia has been seeing fast expansion over the past decade,
currently is contributing to 22.6% to the entire country's GDP and expected to rise to 25.5% by 2025 [8]. However,
the emergence of new digital technology usages, such as e-wallets, social media platforms, and mobile banking
applications connected under the SME digitalization ecosystem, has provided an opportunity for the emergence of
cybercrime activities. It is now becoming a significant concern for this digital economy technology [9]. Thus, there is
a need to initiate a forward-thinking initiative that assists SMEs in expanding and thriving in the digital economic
environment that is exceptionally challenging. It is necessary to educate SMEs and community to defend their business
interests both now and, in the future, as Malaysia is currently on a path toward becoming increasingly SME-digitalized

[7]1.

Renaud and Ophoff had highlighted there is limited research on cyber situation awareness in SMEs, which refers to
individuals' awareness of the cyber threats they face and their ability to comprehend the potential consequences which
advocated further research on the degree of awareness of cyberattack among employees [1]. The SMEs’ constraint in
protecting their business from cyber threats highlighted the need to understand their employees’ CSA level. To the
best of our knowledge, there is limited research directly examined the CSA among the employees of SMEs in Malaysia,
making this study an important contribution to serve as foundation for future study and establish the baseline in this
unexplored area. The exploration of this study is built with Dr Mica Endsley’s foundation theory of situational
awareness (SA). This study aimed to explore the level of CSA among the employees of SMEs in Malaysia to address
the research objective.

RO1: To examine the level of cyber situational awareness among the employees of SMEs in Malaysia.

RQ1: What is the current level of cyber situational awareness among the employee of SMEs in Malaysia.

2. LITERATURE REVIEW

In the digital age, SMEs are facing an increasing vulnerability to cyberattacks [9]. One key factor to protect SMES
digital business is by increasing CSA among employees, being aware of the cyber threats they may encounter, taking
proactive steps to safeguard their businesses, and understanding the precautionary measures required to shield
themselves from potential attacks [1]. It is pertinent to understand the factors that influence CSA, furthermore cyber
protection motivational behavior (CB) is crucial for developing effective cyber security strategies and interventions
[1], [10]. Focus on SMEs context in cyber security aspect is critical [11]. Past studies identified that research and
training programs had focused on larger organizations, leaving SMEs’ unique needs and vulnerabilities unaddressed
[12]. There is a need to conduct further research that addresses explicitly the cyber security challenges faced by SMEs
and develop tailored strategies and training programs to enhance their cyber situation awareness [12]. Afterall, every
industry faced unique concerns thus it is important to design tailored strategy that considering the factors involved to
apply effective mitigation measures [13]. Increased CSA will lead to more assertive cyber protection behavior to
enhance the cyber security posture in SME environment [1]. Existing literature on CSA and SMEs reveals significant
gaps, particularly in the Malaysian context leading the need for more focuses research required in this area. While
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there is no direct past studies conducted in Malaysia focuses on CSA among employees in SMEs, finding from other
targeted group provides indirect benchmark. For example, study from Mammadov et al. in assessing the awareness
level among the Organization of the Islamic Cooperation - Computer Emergency Response Team (OIC-CERT)
member in cyber incident shows only 37% of respondents successfully responded to the awareness test. Only 10%
react to the incident in a timely manner [14]. Another research from Zulkifli et al. in studying cyber security awareness
in secondary school indicated that only 40% of teachers are aware of that birthday, name and address are considered
as personal data which need extra protection. However, parents show higher awareness that reach up to 75% [15]. The
exploration of CSA level among the employees of SMEs in Malaysia will provide a baseline, serves as starting point
for future research in cyber security domain.

The exploration of this study is built with Dr Mica Endsley’s foundation theory of situational awareness (SA). Dr
Mica described SA as "the perception of the elements of the environment within a volume of time and space, the
comprehension of their significance, and the projection of their status in the near future” [16] Past studies that were
looked at reflected this point of view, making it clear that Endsley's definition and three-level SA model significantly
influenced the narratives [17]. Figure 1 shows Endsley’s model of situation awareness.
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Figure 1. Endsley’s Situation Awareness Model, Adapted from Endsley [17]

There are reportedly three different tiers of situational awareness, as described by Endsley.

Perception (Level 1): Awareness of necessary knowledge regarding a specific subject. Such knowledge may come to
the individual by chance, but the decision-maker often must seek it out actively. Many SMEs don't know how critical
cyber security is, and the fact that they don't take the proper precautions is a considerable concern [12]. SMEs may
need to be made aware that cyber security risks pose a substantial threat and that cyber-attacks might force them out
of business [1].

Comprehension (Level 2): Developing a consistent and complete interpretation of the circumstance across the board.
It is not sufficient for a person to only be aware of the cyber threats and risks to ensure that they will succeed in
reaching this level. What is required is an understanding of the importance of being mindful of cyber threats and acting
appropriately. This level corresponds to SMEs knowing which controls and safeguards to implement [1]

Projection (Level 3): After reaching level 2, the individual will have the option of taking action to address the concerns.
The person making the call might have biases and assumptions when they make the decision. Endsley says that to
make the best decisions, people should make sure their beliefs are based on a solid knowledge or ask the right experts
for this consultation [17]. On the other hand, people may also be misled, and if this is the case, their capacity to make
the best choice will be hindered due to their erroneous beliefs. Even if they decide to act, they may not have the right
resources.

Endsley's model of situational awareness was used to pull out several elements from the research that could affect
SMESs' cyber situational awareness and factors that affect how SMEs use cyber security controls and precautions [1].
Endsley's theory is the most prominent SA theory in human-factors fields. Therefore, it's no surprise that his ideas are
at the center of these discussions [18]. Nevertheless, Gutzwiller et al. indicates that the benefit of SA analysis and
measurement has not yet been realized in cyberspace, unlike in other industries such as aviation, transportation,
process control and nuclear power plant control, healthcare, and interactions with autonomous systems [19].
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Renaud and Ophoff extend Endsley's situation awareness model to the context of cyber security and suggest that CSA
is a critical element of cyber security practices. CSA pertains to the ability to comprehend and predict the condition
of the environment, encompassing potential risks, weaknesses, and the current state of an entity's cyber security [1].
Technology plays a crucial part in terms of external environment and the ability for an organization to adapt to the
changes in technology allows it to remain competitive [20]. CSA is an external environmental factor which can have
a potential effect on the competitiveness of an organization and for it to remain sustainable [1]. SMEs may need to be
made aware that cyber security risks pose a substantial threat and that cyber-attacks might force them out of business
[1]. It is not sufficient for a person to only be aware of the cyber threats and risks to ensure understanding about
available tools and controls and act accordingly. This study will expand Endsley's theory of situation awareness to
present a model of SMESs' cyber situational awareness and the extent to which factors prompt the execution of cyber
security implementation.

According to Gibbs, increased cyber security awareness has the potential to yield favorable outcomes in terms of
employee behavior control and decision-making about cyber security investment and training [21]. According to
Osbon and Simson [22], Robert Walters and Vacanysoft [23], and Zainal et al. [24], the following references have
been cited; by taking proactive steps to strengthen their cyber security posture, SMEs can safeguard their sensitive
data and maintain the trust of their customers and partners. Several studies have shown that human security factor is
essential for protecting businesses from cyberattacks, past research focuses on cyber security skills of individual
without clarifying where specific research gaps exist in cyber security behavior [25]. The exploratory method was
chosen because there was a pressing need to have more comprehend research on cyber situation awareness in the
context of SMEs, as pointed out by much past research [1], [19]. This approach enabled a deeper understanding of the
initial stages of cyber situation awareness development and its impact on the cyber security protection strategies across
SMEs [10].

3. RESEARCH METHODOLOGY

The research methodology used non-probability sampling techniques, specifically convenience sampling techniques,
utilized an online survey created by Google Forms as an instrument and distributed it via several social media
platforms and messaging channels. The convenience sampling technique was selected because it is often less
expensive to deploy and easy and quick to collect data from those readily available to participate in the study [26].
This enhances the relevance and efficiency of the research by targeting only SME employees to meet the research
objective and to save time and resources by focusing on a specific group of respondents [27].

The research starts with the pilot study phase to test the suitability of instruments for data collection, identifies potential
issues, such as ambiguous questions, unclear instructions, or problematic response patterns. Several revisions were
made to the survey questions based on feedback from the pilot group the subject method experts, enhancing its quality
and ensuring its suitability for large-scale implementation [28]. Follow by the pilot study, mass survey was deployed
based on the refined questionnaire to assess the level of CSA among the employees in SMEs. The survey consists of
3 sections tailored explicitly for different purposes. The first section verifies that only the participants working with
SMEs in Malaysia are qualified to participate in the survey. The second section gathers demographic information
about the participants, including the company's cyber security practices. The last section comprises 15 questions in
quiz form using the scale measurements "Yes," "No," and "Partial" to assess the participants' cyber situational
awareness level and evaluate their knowledge and readiness to handle potential cyber threats. Table 1 below shows
the survey questionnaire used in this study.

Table 1. Survey Questionnaire

Section Label Item Detail References

Participant Not I'm working in small medium-size Enterprise (SME) in | Not Applicable
Screening Applicable | Malaysia.
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standards within the company.

Demographic | SMEType | My organization has clearly written cyber security | Not Applicable
policies and has experts to manage cyber security
protection.
Gender Gender Not Applicable
Age Age Not Applicable
Edu Education Level Not Applicable
CL Career Level Not Applicable
WE Working Experience Not Applicable
Cattack Have you experienced any cyber-attack before? (Like | Not Applicable
computer virus infection, trojan, ransomware, phishing
email, etc.)
Cyber Cs1 I am familiar with the term of "cyber security threats”. | [1], [29], [30],
situational [31], [32]
awareness CS2 I know cyber security threats. (Like password attacks,
Level email phishing, social phishing, malware, ransomware,
etc).
CS3 I am aware that my company has set up strategies to
manage and mitigate cyber security risks.
CS4 I use a strong password for any account setup.
(Minimum of 8 characters combined with number,
alphabet, and symbol).
CS5 | do review the privacy setting in my social media
account periodically.
CSé I do not discuss business-related information on social
media. (Like Facebook, Instagram, WhatsApp, etc).
CS7 I only browse the internet or download files from
websites | know are secure and trustworthy.
CsS8 I know how to identify phishing emails.
CS9 I will make sure the antivirus software in my computer
is always up to date.
CS10 I will make sure my computer is constantly updated
with the latest security patches.
Cs11 I usually validate the links or respond to requests sent
to my mobile apps with the sender before opening
them. (Like SMS, WhatsApp, or WeChat).
CSs12 I will back up my work data periodically.
CS13 I understand the cyber security policy and guidance in
my company.
Cs14 I will engage with experts to manage cyber security-
related matters.
CS15 It is important to implement information security
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A total of 490 respondents were collected, dataset went through data cleaning technique eliminate the problematic
data that could lead to data accuracy and validity in this study. Data cleaning eliminated 47 records, and a balance of
443 records were used for data analysis. The study used IBM SPSS tool to conduct the frequency analysis, descriptive
analysis, independent-sample t-tests, and One-Way ANOVA, to provide a robust analysis of the data collected and
support the validity of the research.

4. EXPERIMENTAL RESULTS AND DISCUSSIONS

4.1 Descriptive Statistic for Respondent’s Profiles

A high number of respondents working in the organization were classified as cyber security-abandoned and unskilled
SMEs, 63%, while the remaining 37% were with the organization and had cyber security expertise and capability in
managing the cyber threat defense. This revealed high concerns and prevalent challenges for the SME segment in
Malaysia. Females slightly outnumbered males, constituting 55.5% of the sample compared to males. In terms of age,
the highest percentage (40.60%) fell in the below-29-year-old (<29) category, indicative of a younger workforce in
the study. There were people with a variety of educational backgrounds; the majority (46.70%) had a degree, then
those with less than a degree (36.60%), and finally, postgraduates (16.70%). Career levels were relatively balanced,
with "Junior Executive" (40.60%) being the most common, reflecting a diverse organizational hierarchy among
respondents. Regarding working experience, a significant proportion (28.70%) had less than five years, indicating a
combination of entry-level and seasoned professionals. Lastly, significantly, about half of the participants (51.50%)
indicated that they had encountered cyber-attacks, underscoring the widespread occurrence and significance of cyber
security risks. Details of respondent’s profiles refer to Table 2.

Table 2. Respondent’s Profiles

Variable Category Frequency (N=443) %
SME C(Z:)I/aiizssecurity Cybersecurity Abandoned and Unskilled SMEs 279 63.00%
Cybersecurity Ii));gsrigg;)gr&;g:d, Capable and 164 37.00%
Gender Male 197 44.50%
Female 246 55.50%
Age <29 180 40.60%
30~39 100 22.60%
40~49 109 24.60%
>=50 54 12.20%
Education Level Less than Degree 162 36.60%
Degree 207 46.70%
Postgraduate 74 16.70%
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Variable Category Frequency (N=443) %

Career Level Junior Executive 180 40.60%
Senior Executive 140 31.60%

Manager 61 13.80%

Senior Manager and Above 62 14.00%

Working Experience <5 Years 127 28.70%
5~9 Years 89 20.10%

10~19 Years 94 21.20%

20~29 Years 99 22.30%

>=30 Years 34 7.70%

Cyber-attacks No 215 48.50%

Experience

Yes 228 51.50%

4.2 Analysis of Finding of Cyber Situational Awareness Level

The study focuses on assessing the CSA level of respondents within the study group. The primary objective focuses
on understanding their knowledge, readiness and ability to handle potential cyber threats effectively. Following Kruger
and Kearney's prototype for evaluating information security awareness [33], the respondents are classified into three
groups based on their percentage results following below Table 3.

Table 3. Information Security Awareness Level [33]

Awareness Measurement (%)
Good 80-100
Average 60-79
Poor 59 and less

This classification system evaluates participants' performance, aiding in recognizing strengths and areas needing
enhancement. By referring to Table 4.10, scoring between 80% and 100% indicates a "Good" understanding level,
demonstrating high proficiency in cyber situational awareness; scoring ranging from 60% to 79% will be in the
"Average" category, indicating moderate proficiency. Conversely, 59% and below label participants as "Poor ",
highlighting areas for improvement needed for cyber security awareness or training. This classification system
evaluates participants' performance, aiding in recognizing strengths and areas needing enhancement.
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Table 4 below presents the CSA level of the respondents. The results show that 42% of respondents are in the "Poor"
category, 18.30% fall under the "Average" category, and only 39.70% are categorized as "Good".

Table 4. Cyber Situational Awareness Level Analysis

Cyber situational awareness N Percentage (%)
Poor 186 42.00
Average 81 18.30
Good 176 39.70

4.3 Descriptive Exploration Analysis

The descriptive exploration analysis provides insight into how the respondents in this study understand the threats
from cyberspace and if they know the necessary cyber protection and controls and understand the needs of adherence
the best practices [1]. Table 5 explores numerical analysis in measuring the CSA level of the respondents.

Table 5. Cyber Situational awareness Level

Cyber situational Questions Yes No Partial
awareness
Awareness of Cyber c1 41.50% 12.20% | 46.30%
security Threats
Cc2 47.90% 12.60% 39.50%
C3 43.60% 20.10% 36.30%
Awareness of Cyber
security Protection and C4 65.20% 9.50% 25.30%
Controls
C5 36.10% 28.40% 35.40%
C6 51.90% 16.00% 32.10%
C7 56.00% 13.30% 30.70%
C8 37.50% 20.50% 42.00%
C9 41.50% 19.40% 39.10%
C10 41.30% 18.70% 40.00%
Cl1 51.90% 18.50% 29.60%
C12 45.40% 18.50% 36.10%
Awareness of the needs
to implement the cyber C13 43.80% 19.60% 36.60%
security best practices
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Cyber situational Questions Yes No Partial
awareness
Cl4 47.40% 20.50% 32.10%
C15 62.10% 12.20% 25.70%

Regarding awareness of cyber security threats, 41.50% claim familiarity with the terminology, and 47.90% indicated
knowing the general terms of cyber security threats such as password attacks, email phishing, social phishing, malware,
and ransomware. Moreover, there needs to elevate awareness of the organization's strategies in fighting cyber threats,
with only 43.60% acknowledging awareness of these strategies. This disparity could point to areas for improvement
in how information on cyber security measures is shared within the organization.

Shifting the focus to the aspect that deals with knowledge about cyber security protection and controls, the analysis
shows an optimistic scenario where a majority of 65.20% reported using solid passwords, showing a basic level of
cyber security practice. On the other hand, following practices like regularly checking privacy settings on social media
and the ability to identify phishing emails reflect lower compliance rates at 36.10% and 37.50%. Other cyber security
practices, such as ensuring that antivirus and computers are constantly updated to the latest security patches, indicate
lower compliance rates, at 41.50% and 41.30%, respectively. These numbers suggested that there might be a need for
more attention to cyber security awareness among employees. 51.90% of respondents do not discuss business-related
information over social media channels, and 56% indicated they will only browse the internet or download files from
trustworthy websites.

The third aspect delves into awareness of the importance of establishing cyber security practices. A majority of 62.10%
agreed on the nature of implementing information security protocols within their workplace. However, the actual
implementation of this understanding varies regarding steps such as data backups and seeking advice from cyber
security professionals, as responses show a range of opinions.

This analysis highlights the need for enhanced cyber security training and more precise communication strategies to
instill a uniform culture of cyber security within the organization. It also indicates an opportunity for further research
to understand why employees are aware of the inconsistent application of cyber security knowledge.

4.4 Discussion

The study indicated a varying level of cyber situational awareness among the employees of SMEs in Malaysia. It
demonstrated that only 39.70% of respondents equipped with adequate understanding of cyber security threats, which
showed that the understanding of the application of cyber security protection and controls. The results are consistent
with the indirect cybersecurity awareness studies conducted by Mammadov et al. [14] and Zulkifli et al. [15], which
indicated that the cyber situational awareness of individuals is concerning. This highlights the need for interventions,
such as targeted cyber security training, to enhance their situational awareness and improve their protective behavior.
The findings also revealed that there is a lack of ability from employees in handling potential cyber threats. This is in
line with the literature reviews indicating that most of the cyber security training and education are focused on large
organizations [12], and small businesses may not receive adequate cyber security education and awareness compared
to other organizations. SMEs do not implement cyber security measure effectively due to lack of financial support,
tools, and expertise, which contribute a lower cyber situational awareness among the employees in SMEs [24], [34],
[35], [36].

The awareness of cyber threats highlighted the critical improvement area required by SMEs, as less than half of the
respondents demonstrated adequate awareness of cyber security threats; only 41.50% indicated they are familiar with
the common terminology of cyber security threats (CS1), 47.90% recognized the cyber security threats (CS2), and
43.60% of them are aware of the mitigation strategy for combating cyber threats in the organization (CS3). This
disparity suggested an opportunity to enhance communication in how information about cyber security threats and
mitigation strategies is shared and understood within the organization to strengthen the overall cyber security posture.
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Alshaikh supported the notion that enhanced communication through collaboration between internal and external
parties can be further facilitated to improve cyber security awareness among employees [37].

In terms of cyber security practices and controls, the analysis showed an optimistic scenario for secure passwords,
with 65.20% of them using the strong password (CS4). However, there were notable shortfalls in other controls such
as privacy control for social media accounts whereby only 36.10% of respondents will review their policy setting in
social media account periodically (CS5), and only 37.50% of them can reliably identify phishing emails (CS8). There
was an increase in social engineering-based cyberattacks during the COVID-19 pandemic, as reported in the Hijji and
Alam [38]. The lack of social media privacy control among the employees highlighted concerns about data privacy
breaches and identity theft. SME is using social media for various aspects of business, including marketing and
customer relationship management [39], driving the growth of online advertising, and acquiring new customers in the
digital age [27]. It is crucial for SMEs to prioritize cyber security training to educate employees on how to implement
secure social media privacy controls to protect both their data and customer information in the digital world.

A recent study indicated the impact of email phishing on businesses and leads to significant concern for SMEs [25].
Phishing scams will cause both financial loss and operational damage[29]. SMEs can adopt effective strategies such
as having regular training sessions to educate employees about the signs of email phishing [38], using an advance
phishing alert warning system to provide visual alerts and warnings by triggering the attention of employees from
opening the potential email [40], conducting regular assessments, and employing simulated phishing attacks to ensure
employees are well-trained in recognizing phishing attacks and keeping employees vigilant which can be incorporated
as part of their training [38].

This study further revealed that employees' general information about cyber security practices. For instance, only
41.50% of respondents were keeping their computer antivirus up to date (CS9), and 41.30% of them consistently
updated the security patches (CS10). The neglect of regular antivirus updates and software security patches poses a
significant risk to business security and can leave companies vulnerable to cyberattacks which can lead to financial
loss and business reputation damage. Li et al. suggested that when employees increase their self-efficacy, it will lead
to better cyber protection behavior and effective engagement in cyber security practices [10]. Hence, SMEs should
invest in educating their employees about the importance of cyber security, improving their knowledge and skills, and
encouraging employees to implement cyber security practices to stay vigilant against cyber threats.

Sixty-two point one per cent of respondents agreed on the importance of establishing information security policies at
their organization (CS15). However, the study revealed that the actual implementation of cyber security practices
reflected a variety of perspectives. For instance, only 43.80% of respondents understand the cyber security policy and
guidance in their organization (CS13) whereby 47.40% will engage with cyber security experts to manage cyber
security-related matters (CS14). Employees understood the need to implement information security standards within
the organization but failed to comply due to a variety of factors, such as perceived inconvenience, lack of motivation,
and often forgetting to comply with the policies in their daily jobs [37]. The findings aligned with the predictive
behavior following Endsley’s SA theory whereby if the awareness of company cyber security policies and guidance
is low, individuals do not take effective protective actions to prevent cyber threats. This had indicated why improving
awareness of employees is critical to motivate employees’ cyber protective behavior. Mou et al. suggested that culture
plays an important role in cultivating cyber security protection behavior within the organization [41]. SMEs should
set forth to create a strong culture of cyber security awareness and compliance and prioritize cyber security as part of
the organization's culture to improve overall employee engagement and motivation in dealing with cyber threats.

5. CONCLUSION

In summary, this study had explored the CSA level among the employees of SMEs in Malaysia. This research is
significant as it addresses gaps identified in studies related to cyber situational awareness and individuals’ ability to
recognize potential cyber threats especially in the context of SMEs, and there is a need to understand how to improve
the individual’s cyber protection behavior in cyber space [1]. Studies have revealed that employees of SMEs had
limited awareness of cyber situations and possessed little skills and ability to engage with cyber threats. Hence, it is
vital to establish training initiatives that not only enhance cyber awareness but also provide them with practical tools
and upskilling resources to support organization effort in defending against cyber threats [42]. Besides, the study also
revealed that 51.5% of the employees that experienced cyber-attacks, highlighting the SMEs are still primary target
of cyberattacks. By understanding the cyber threat landscape and implementing targeted cyber security protection
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measures and control will help SMEs better prepare themselves in facing the cyber threats. By addressing these
requirements and hurdles, SMEs could better equip their workforce to recognize and handle cyber risks, ultimately
fortifying their overall cyber security measures. This research is one of the very few studies to explore the CSA level
among employees of SMEs in Malaysia. The result provides a good understanding about the awareness of employees
of SMEs in cyberspace and helps to establish a baseline for future research in relevant domains.

From a theoretical implication, Endsley’s model focused on the perception of elements within the environment,
comprehension of their meaning, and projection of their future status. Extending Mica Endsley’s situation awareness
theory (SA) provided a crucial dimension to understanding how employees perceived and interpreted their
environment in relation to cyber threats. The extension highlighted the cognitive processes behind cyber security
awareness and decision-making. Investigating the cognitive processes behind the situation shed light on the elements
that affected employees' ability to identify, understand, and eventually correctly react to cyber security risks. This
study extended Endsley's theory of SA to present a model of SMEs' CSA and the extent to which factors prompted
the execution of cyber security implementation. The SA research within a specific context frequently resulted in
advancements; in general, increased awareness resulted in improved decision-making. From the perspective of policy
implications, the study indicated that SMEs need to establish cybersecurity policies to enhance their overall security
stance and boost employee readiness and proactive behavior. It is crucial for SMEs to institute formal security
guidelines that specify how to safeguard sensitive information, address security breaches effectively, and continually
revise security protocols. These cybersecurity policies should mandate a training and awareness program, detail a
cyber incident response strategy, implement a cyber risk management framework, and develop comprehensive best
practices for all operational activities vulnerable to cyber threats, such as email usage, social media interactions,
computer and mobile device handling, and the protection and privacy of data. By crafting robust security policies and
established effective communication about cyber situation and mitigation strategies within organization will
strengthen individuals’ protective behavior thus fostering SMEs cyber resilience.

Despite its contributions, this study has several limitations such as using a non-probability convenient sampling
method and narrow focus on employees’ viewpoints may overlook the role of management level. Besides, study used
the quantitative method may overlook the subjective aspect of human experience. Future research is required by using
alternative sampling strategies such as stratified sampling, comprehensive sampling differentiate by SME sector for
focus group study, using mixed quantitative and qualitative methods to incorporate management and leadership
viewpoints to understand their influence on cybersecurity culture.

Considering the cyber risks faced by SMEs, this research not only adds to the conversation about practical cyber
security measures but also provides actionable recommendations. It laid the groundwork for crafting efficient
approaches to boost motivation and actions for employees’ safe cyber protection behavior, thereby aiding in the
endurance and prosperity of SMEs in today's era. The ramifications of this study went beyond academia, providing
hands-on advice for SMEs, policymakers, and cyber security experts aiming to strengthen the security of this sector
of the economy.
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