Journal of Informatics and
Web Engineering

Vol. 4 No. 1 (February 2025) eISSN: 2821-370X

Hyperledger Fabric Blockchain for Securing the
Edge Internet of Things: A Review

Muhammad Haziq Zulhazmi Hairul Nizam?!, Muhammad Afig Ahmad Nizam?, Muhammad Hadi
Husaini Jummadi®, Nik Nor Muhammad Saifudin Nik Mohd Kamal*, Ahmad Anwar Zainuddin®*

1.2345K ylliyyah of Information and Communication Technology, International Islamic University Malaysia, JIn Gombak, 53100
Kuala Lumpur, Malaysia.
*corresponding author: (anwarzain@iium.edu.my; ORCiD: 0000-0001-6822-0075)

Abstract - Life has become more convenient, efficient, and productive in aspects like homes, healthcare, and other businesses’ due
to applied 10T. Nonetheless, the proliferation of 10T has led to enormous data production, which has presented daunting tasks of
providing sound protective security solutions. It is crucial to address the above challenges in order to protect the data assets in 10T
systems. This work deals with the concern on how to extend Hyperledger Fabric to 0T, this being a very crucial aspect in allowing
for secure techniques in the collection, storage and sharing of data. Hyperledger Fabric offers advanced capabilities of smart
contract and offers authorized and conditional access control, and this feature alone is enough to fulfil the 10T security needs.
Therefore, this paper introduces a new solution related to the existing security problems in permissioned blockchain architecture,
which is based on a four-tier architecture integrated into the Hyperledger Fabric platform. As for architecture, our proposal divides
it into four layers: the application layer, the blockchain platform layer, the cloud storage layer and the 10T device layer, to tackle
the problems of security and efficiency of the whole process. To establish the proposed solution, a data literature review has been
carried out to collate the analysis and apply the data from the different studies. This paper shows that the deployment of blockchain
technology in 10T environments also optimises 10T systems in terms of security, efficiency, and capacity in terms of loT
applications. As more and more loT solutions appear and evolve, the usage of block chain technology as a whole and the specific
Hyperledger Fabric platform in particular opens the way to overcoming the rather fluid issues of this constantly developing sphere.
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1. INTRODUCTION
Hyperledger Fabric’s advantages are to mitigate the security weakness of other current permissioned blockchain

systems. Through incorporating blockchain technology to the IT structure of Internet of Things (1oT) solutions with
the aim of increasing security and privacy data. Thus, 10T system performance and reliability are improved as well as
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security challenges are solved by this integration. For providing better security features and proper data handling, it
provides a non-rigid and adaptive mechanism which can easily shift according to 10T environment.

However, because 10T has massive data and computing capability and a series of applications, its security is a crucial
issue, blockchain with decentralized and unalter ability characteristics becomes a potential solution to the security
issues of 10T applications. When comparing different types of blockchain, Hyperledger Fabric is an ideal choice, as it
allows the user to set the access and meets strict security requirements. Nonetheless, Hyperledger Fabric is a
permissioned blockchain solution while in public blockchains, anyone can participate within a network. This feature
is crucial especially in the case of 10T where security is vital since unauthorized access may result in the loss of lives
and property among other losses.

10T is one of the most revolutionary technologies of the current epoch which has helped organizations and companies
in enhancing the efficiency in several fields such as e-commerce, smart home, and several other related sectors in the
medical field. 10T links a very large range of devices together, making it very easy to transfer information and talk to
one another, and this leads to a world full of opportunities. But as the number of 10T devices running within networks
increases there are concerns with security and privacy of user’s data. Effective security measures are mandatory to
protect the data that became the potential target of threat and vulnerability that endanger 10T systems.

This research aims at improving the security of the 10T systems by incorporating Hyperledger Fabric in four-layer
architecture. These four layers include application layer, blockchain platform layer, cloud storage layer and 10T device
layer. All the layers have their unique importance to contribute in the safety of the system and making it work at
maximum capability. On one hand, the application layer is designed for performing user interactions and application
related processes; On the other hand, the blockchain platform layer aims at maintaining safe and efficient data
transactions. The cloud storage layer is responsible for having level access storage solutions while the 10T device layer
handles the relation between the 10T devices and the network.

This is because in 10T applications there are many devices that communicate sensitive data with one another.
Heterogeneous and large-scale 10T assume standard security mechanisms are ineffective because of their inability to
tackle contemporary loT complications adequately. The inclusion of Hyperledger Fabric into 10T architecture offers
vigorous security systems since Fabric relies on cryptography and consensus algorithms. This minimizes chances of
unauthorized access to the data and affords the data the necessary protection from manipulation. Moreover, the feature
of Hyperledger Fabric to generate dense audit trails improves the levels of openness and proofs, which can also be
viewed as improving the levels of security of loT systems.

The 2017 release of Hyperledger Fabric, a blockchain technology from the Linux Foundation, provides a secure,
extensible, and modular foundation for business applications [1]. It is used extensively worldwide in sectors such as
finance and healthcare. Developed with Bitcoin in 2008, blockchain technology provides a decentralized, immutable
digital ledger to securely record transactions and is used across a range of industries worldwide [2]. Having gained
popularity in the 2010s, the 10T is a network of interconnected devices with embedded sensors and software that
enables improved data collection and automation [3]. It is widely used in smart homes, healthcare and industrial
automation. Healthcare is the systematic provision of medical care across a global network of facilities with the aim
of improving health and quality of life. Since the invention of computers and the Internet, privacy and integrity have
been a constant concern. Security, which is critical to IT and 10T, includes protecting against unauthorized access and
attacks on systems and data.

This paper is arranged as follows: Section 1 gives a brief introduction to Hyperledger Fabric Blockchain for Securing
the Edge 10T. Section 2 focuses on the existing literature of integration of Hyperledger Fabric in healthcare, e-
commerce, banking transactions, smart homes and the security levels. Section 3 describes the methodology that is
used for this research. Section 4 showcased evaluation and discussions of the proposed strategies to strengthen
Hyperledger Fabric in securing loT. Finally, Section 5 concludes the content of this research.
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2. LITERATURE REVIEW

The papers by Wazzan [4] and Ataei [5], review current literature that summarizes studies done to integrate blockchain
technology into securing loT networks, emphasizing authentication as well as protection of data. Wazzan et al. go on
to review the different approaches that 10T takes toward the detection of Botnet malware, underlining the 10T -based
security approach, whereas gaps in the current method are addressed by recommending research in such
methodologies. Ataei et al. deal with the application of Hyperledger Fabric in 10T systems for real-time data processing.
Their work investigates the contribution of scalable authentication and protection of sensitive data, such as medical
information in 10T edge networks, using Hyperledger Fabric combined with smart contracts and Physical Unclonable
Functions (PUFs). Both papers emphasize that blockchain-based security solutions are fundamental for robust
authentication and integrity in loT applications, although they also recognize that some of the advantages of
Hyperledger Fabric are not depending on the application context.

Although the paper by Yorozu[6] is mainly concerned with electron spectroscopy studies for magneto-optical media,
the underlying insights may be instructive in applying blockchain technology in energy-distribution networks. In
today's smart grid context, blockchain will be one of the most important game-changing tools, especially Hyperledger
Fabric, in pursuit of network security and efficiency. The paper postulates that energy distribution networks would be
more resilient and transparent by leveraging the decentralized ledger of Hyperledger Fabric. For this purpose, such a
blockchain framework is necessary to protect against cyber threats, breach of a single point of failure, and tamper-
proofing the transactions. This study outlines that the integration of blockchain technology made it possible to perform
effective and safe energy transactions, enhancing the overall reliability and functionality of smart grids.

Table 1 provides a comprehensive overview of Hyperledger Fabric Blockchain for Securing the Edge 10T based on
existing literature from 2020 onwards.

Table 1. Literature Review

to offer more
scalable solutions
than IPv6,
blockchain can be

utilized in the loT.

greatly decreased by the
160-bit addressing of the
blockchain, which can
produce 1.46 * 1048
unique addresses. 4.3 *
10”9 more addresses are
generated than with IPv6.
removes the requirement
for IP address assignment
by an IANA-affiliated
central body.

addresses and high
scalability. address
management that is
decentralized and
independent of
IANA.

Supporting
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Methods
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[8] The paper To improve security, the Utilizes the strong It demonstrates how
suggests utilizing system makes use of security features of | blockchain technology,
Hyperledger Fabric's multi-party Fabric, including: B. and more specifically
Fabric to create a consensus and tamper- Tamper-resistance; | Hyperledger Fabric, can
smart home proof mechanisms. Every additional testing be used to secure smart
security control smart home gateway isa | might be required for home systems.
system. peer with its local ledger, the experiment Implications for
and all of the devices are before it can be enhancing 10T security
certificate-registered. developed on a are extensive.
larger scale.
[9] "RPM in loT: RPM systems gather Improves the Enhances the
Centralization health data from loT dependability and management and
drawbacks, such | devices, which blockchain security of data in observation of patients,
as single-point is then used to securely RPM systems. which may cut down on
failures and data manage and track. Limitations: hospital stays and
manipulation, can Difficulties with medical expenses.
be addressed to technology adoption
strengthen RPM and possible privacy
using loT and issues.
blockchain
integration."

[10][11] The study aimsto | The study emphasizes the | Because blockchain The suggested system
shed light on some potential advantages of is decentralized, strengthens loT access
of the security and | blockchain technology as | there is less chance control security and
privacy challenges well as the current of unauthorized fortifies it against

that 10T systems difficulties with 0T access and single intrusions and
face. The authors access control. A points of failure, unauthorized access by
suggest an decentralized access which improves the utilizing blockchain
enhanced access control system is created security of loT technology.
control by combining Hyperledger access control
mechanism that | Fabric with 10T devices in | systems. Limitations:
guarantees the safe | the suggested architecture. Adoption may be
and effective hampered by the
administration of specialized
0T devices, knowledge and
taking into experience needed to
account the implement and
decentralized and maintain a
distributed nature blockchain-based
of blockchain access control
technology. system.

[12][13] The paper The document clarifies In the healthcare Hyperledger Fabric
describes the that access to the network | industry, protecting greatly lowers the risk
permissioned is restricted to approved patient data's of data breaches and

network on which users only. Membership integrity and unauthorized access by
Hyperledger providers enforce access confidentiality is guaranteeing that only
Fabric runs. This control and identity crucial. Because of authorized participants
implies that management. This limits the design of can access vital data,
everyone who access to sensitive patient | Hyperledger Fabric, | addressing a key issue in
joins is known to data, protecting privacy these worries are the healthcare industry.
the other and security. successfully handled.
participants and Limitation: Despite
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needs to
authenticate.

the fact that
Hyperledger Fabric
is meant to be
scalable, practical
applications need to
tackle the scalability
issues brought about
by the massive
volume of medical

data.
[14] In order to scale | While mechanism is a less Multi-core Hyperledger Fabric's
Hyperledger important consideration processors are increased scalability
Fabric, an for permissioned effectively utilized in offers businesses
approach that blockchains, the authors parallel execution. wishing to expand their
accomplishes concentrated on Limitations: blockchain solutions a
20,000 performance above Considerable clear route forward.
transactions per mechanism. To increase alterations to the
second—nearly performance, they made a | current infrastructure
seven times faster number of architectural might be needed.
than the initial modifications, such as
system—is separating resource roles,
presented in this using memory hierarchy,
article. The study | and implementing parallel
shows how the execution.
scalability of
Hyperledger
Fabric can be
enhanced by
adding more
effective
algorithms and
parallel execution.
[15][16] A blockchain- The paper addresses the The paper offers a False medications are a
enabled drug issues with fake novel solution that serious risk to public
traceability system medications in the makes use of health. The
called pharmaceutical sector and blockchain pharmaceutical supply
Hyperledger suggests Hyperledger technology to deal chain's drug safety may
Fabric can track | Fabric as a fix. Blockchain | with a pressing issue be enhanced by
pharmaceuticals at technology is used by facing the Hyperledger Fabric.
every stage of the Hyperledger Fabric to pharmaceutical
supply chain, generate a transparentand | sector. Limitation:
guaranteeing their | safe transaction ledger that Scalability,
safety and can be used to detect fake governance, and
authenticity. medications. identity registration
are among the
difficulties that are
acknowledged in the
article.
[17][18] The study A thorough examination strong emphasis on Identifies potential
evaluates the of the body of research on | performance metrics | research topics, such as
needs of Hyperledger Fabric case and real-world optimizing operability
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blockchain
applications and
how well they are
met by
Hyperledger
Fabric. It
identifies critical
requirements such
as scalability,
confidentiality,
interoperability
and governance as
essential for
enterprise
blockchain
applications.

studies is included in the
analysis. Case studies
from companies like
Change Healthcare,
Honeywell Aerospace, and
Walmart show how
Hyperledger Fabric is
being used in the real
world and its advantages.

applications to
present a fair picture
of the technology's
potential.
Limitations: A
number of
performance
assessments rely on
simulated
environments, which
might not accurately
represent actual
circumstances.

and scalability to
increase Hyperledger
Fabric's usefulness in a
variety of use cases.

[19]

Proposes an
implementation of
an ILMS on
Hyperledger
Fabric to
overcome security
issues such as DoS
attacks, viruses,
tempering,
hacking, required
in conventional
ILMS while
sustaining
centrality,
confidentiality,
and immutability
by recording
transactions in a
blockchain
platform.

The proposed model has
three modules: User
Authentication, Catalog
Management, and
Transaction Management
can be developed using
Hyperledger Fabric
because of its application
of permissioned
blockchain in an enclosed
library setting. The model
includes SHA-256 as the
hashing algorithm for data
integrity and timestamps
for ordering of transaction
and includes pseudocode
and process flows for add
a book, issue book, and
return book.

Veil improves
security and
promotes
transparency due to
decentralized and
distributed systems,
hash functions and
time stamps included
in the system, and
role based access for
librarians and
students. Thisis a
blockchain-based
ILMS which is
ILMS-T, the
limitations that may
affect this system
include the
following; no real-
world
implementation or
evaluation within a
library setting and
environment, the
system may be slow
and it is not clear
how this system will
interact with current
ILMS or how data
migration might be
done.

In this system,
blockchain applies the
features of
decentralization,
immutability, and
security to fix the major
security issues raised in
conventional ILMS and
enhances the
transparency of library
operations.

[20]

This paper
recommends the
combination of
Hyperledger
Fabric as a

The paper introduces the
prototype network that
consists of Orgl, Org2,

10T, and Orderer and
illustrates the considered

One strength is being
able to offer a
feasible framework
for implementing
10T and blockchain,

The proposed approach
offers a decentralized
access control system

for 10T devices,
improving data
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blockchain with
10T devices. It
describes the most
common loT
architecture and
related security
and privacy issues.
The recommended
system for the
proposed
environment takes
on the blockchain-
based access
control system to
ensure that the

work flow (device
registration, access
control, and chaincode
installation). It also has
performance benchmarks
on Raspberry Pi 4B loT
terminal yielding about
192 transactions per
second.

using the
characteristics of
blockchain for
storing key
information and
implementing access
control. A limitation
is that the
implications of the
score metrics are
rudimentary and the
scalability of the
suggested method
and other related
issues are not

governance and
enabling secure
machine-to-machine
transactions. The work
highlights the potential
of using single-board
computers as l1oT
platforms integrated
with blockchain
networks.

how smart
contracts function
across various
blockchain
platforms in terms
of scalability,
system intricacy,
and consensus
mechanisms,
shedding light on
the advantages and

offered for various
blockchain smart contract
platforms such as Bitcoin,
Ethereum, Hyperledger
Fabric, NEM, Stellar,
Waves, Lisk, NXT,
Monax, and Qtum.
Included are details about
their smart contract
languages, consensus
protocols,

detailed examination
of smart contracts,
their merging with
10T, and the related
potential and
difficulties.
Limitation: The
paper is mainly
theoretical and does
not include practical
implementation

users are separated highlighted.
from the devices.
[21] The article Smart contracts are used It utilizes The article addresses
suggests a to establish rules and Hyperledger Fabric's | security, privacy, and
decentralized validate transactions from capability to performance issues in
strategy by 10T devices within the differentiate 10T through the use of
integrating loT smart home environment. execution from blockchain technology.
applications onto | Simulations are conducted | consensus to enhance | The investigation sets
the Hyperledger to assess the impact on performance in loT the groundwork for
Fabric blockchain performance in terms of | situations.The article upcoming projects
platform. throughput, latency, and | notes that conducting involving the
The main transaction payload size. | a detailed analysis of combination of
discovery is that overheads is not blockchain with various
Hyperledger feasible at this early 10T applications and
Fabric stage of research. domains.
distinguishes Future work requires
between the integration with
execution and additional 10T
consensus phases, domains and more
enforces policy- in-depth
based performance
endorsements, and analysis.
delivers improved
performance
suitable for loT
situations.
[22] The paper assesses A comparison table is The paper deliversa | The article emphasizes

how smart contracts
have the capability to
facilitate the merging of
blockchain and IoT,
which may result in the
creation of fresh
decentralized
applications and
business models.
The paper proposes
potential areas for future
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obstacles of cryptocurrencies, system specifics or case research.
linking smart complexity, and studies.
contracts between scalability.
blockchain and
loT.
[23] The article The ANTLR tool is Simplifies the The suggested method
suggests a utilized for implementing process of could help in making it
grammar and the grammar and creating developing smart easier to use blockchain
compiler to help lexical and syntax contracts for technology for securing
create smart analyzers. A compiler's securing loT loT firmware updates.
contracts for purpose is to interpret the firmware updates. Automating the process
securing loT rules of grammar and Also creates of generating smart

firmware updates | create a chaincode file that | chaincode files for contracts decreases the
with Hyperledger works with Hyperledger Hyperledger Fabric | workload and potential

Fabric, a Fabric. An experimental that are ready for discrepancies among
blockchain system involving a Vue.js | deployment without | various manufacturers.
platform. front-end interface, a requiring extra input
Golang back-end server, from end users.
and a compiler service is | Restricted to creating
created and tested across chaincode files
various scenarios. exclusively for

Hyperledger Fabric.
In the future, it might
be necessary to
enhance the grammar
to encompass
additional use cases.

3. RESEARCH METHODOLOGY

This research paper is based solely on qualitative research and analysis of the application of Hyperledger Fabric
Blockchain in enhancing Edge loT device security, thorough literature analysis, which is followed by
the suggestion and verification of a novel technique for blockchain-based 10T device security.

3.1 Literature Review and Data Collection

The Literature Review enables this study to identify and explore the application of Hyperledger Fabric Blockchain in
the protection of edge loT devices from other related works including scholarly journals, conference proceedings and
research papers. International scientific articles were initially searched using the following key terms: “Blockchain,”
“Hyperledger Fabric,” “Edge loT,” “Security,” “Privacy,” and “IoT”.

The research papers and studies selected for this study that were found from search engines such as IEEE Xplore,
Google Scholar and ACM Digital Library were rigorously examined in the process of data extraction, finding out
relevant data, conclusions, and insights related to the suggested tactics and enhancements in edge 10T device security
employing Hyperledger Fabric Blockchain.

3.2 Proposed Technique: Application of Hyperledger Fabric Blockchain
To achieve the proposed objectives, an analysis of the collected data was performed by defining the main themes,

tendencies and the lack of publications in the subject area. The insight elaborated on the theoretic and
implementational assessments of the Hyperledger Fabric Blockchain for adopting edge 10T devices.
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3.2.1 Detailed Approach

e Assessment Criteria: Throughput, transaction delay, computational requirements, network scalability and per-
communication cost are the commonly used measures to assess this technique. These criteria were chosen to
provide a profound evaluation of Hyperledger Fabric Blockchain effectiveness in a real 10T environment.

e Implementation Strategy: This technique is achieved by incorporating Hyperledger Fabric Blockchain into the
Edge loT infrastructure. The aim of this integration is to provide a more efficient and safe mechanism for data
protection, 10T devices and security violation issues.

o Experimental Methods: The proposed method was validated by simulating and carrying out experimental work
on this software. These experiments were designed put into practice with respect to the evaluation metrics
discussed above to quantify impact of adopting blockchain in the system. The results of these tests provide
empirical evidence for practical effectiveness of the proposed method.

4. RESULTS AND DISCUSSIONS

To innovate Hyperledger Fabric Blockchain for securing the Edge loT, there are several key strategies and
enhancements that can be considered based on the insights from the provided sources.

4.1. Adaptability for ARM Architecture

To support ARM architectures, especially the 64-bit ARMv8 processors that are common in edge 10T devices, the
focus has been on modifying Hyperledger Fabric (HLF) since 2020. Although there are no official Docker images
available for this architecture, project managers have found ways to get around this by making changes to the existing
images that make them compatible with ARM-based 10T devices. This adaptability is essential because ARM
processors, which are perfect for edge computing environments because of their low power consumption and
efficiency, dominate the loT ecosystem. The version of official Hyperledger Fabric Docker images source must be
ported for specific change in adaptability of the ARM architecture of edge loT devices as shown in Figure 1 [24],[25].
As there are no official or public images available against Hyperledger Fabric (HLF) supporting 64-bit ARMv8
architecture, Project Managers could tweak these images that ultimately improve the compatibility entrance for edge-
loT devices that exclusively relies on ARM processors [26],[27].

ARMvB
Cortex-A Series CPUs
NEON
DVES PMU

TrustZone
AXl  Vector Processing

WIC NoC
—

Figure 1. Advanced RISC Machine (ARMv8) Processor

Table 1 key findings emphasize the importance of energy efficiency, scalability, and enhanced cryptographic
processing capabilities in Hyperledger Fabric's major efforts to secure edge 10T by adapting to the ARM architecture.
By emphasizing the value of customized Docker images, energy efficiency, and security features like TrustZone, these
2020 developments seek to improve Hyperledger Fabric's compatibility with resource-constrained 10T environments.

4.1.1 Explanation of Components

e Cortex-A Series CPUs: The main component of the system responsible for processing data. It retrieves, interprets,
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and carries out commands and is suitable for running complex workloads like those in Hyperledger Fabric
Blockchain.

e WIC: This section serves as the Wait-for-Interrupt Controller. It oversees interruptions, signals that prompt the
processor to pause its current task and address a more pressing matter.

e Floating Point Unit (FPU): This component is required in computing the advanced calculations required in
performing complex operations especially those that require cryptographic computations, which are common in
most of the blockchain projects.

e NEON SIMD: One of the elements of the ARM architecture, called NEON or Single Instruction, Multiple Data,
is used to enhance media processing speeds. Which when applied to some of the blockchain operations that can
occur in parallel will increase the computational throughput.

e Vector Processing: They allow for several data to be processed at the same time, vector processing units that are
present in some of the ARM cores are required for applications that require a great deal of computation.

e Dynamic Voltage and Frequency Scaling (DVFS): Using this feature, ARMv8-A processors can manage their
power usage according to demand, creating a great foundation for the 10T to run under Hyperledger Fabric.

e Power Management Interface (PMU): One of the essential factors influencing the edge IoT devices is power
management, and ARM’s Power Management Unit (PMU) might control and perform the power usage.

e TrustZone for Scalability in Security: The separation of the trusted and non- trusted hardware environment is
achieved through ARM architecture feature called TrustZone. These are security solutions that can grow as the
number of connected devices increases, can be implemented on other 10T devices and perform efficiently.

o AXI Interconnect: The Advanced eXtensible Interface (AXI), a component of the ARM AMBA (Advanced
Microcontroller Bus Architecture), allows for high-speed communication between the CPU, memory, and other
peripherals, enhancing network scalability and performance.

4.2. Lightweight Mutual Authentication and Authorization Model

Figure 2 indicates the lightweight mutual authentication and authorization model is proposed to secure edge loT
including privacy-preserving for edge computing [30],[31].

1. Roaming

2. Authentication Request

3. Response

Figure 2. The mutual authentication procedure for the global roaming in mobility environments

e Roaming: The device from the Home Network initiates a connection while in the Foreign Network, sending a
roaming request to the Foreign Network.

e Authentication Request: The Foreign Network then forwards an authentication request back to the Home
Network, asking it to verify the identity of the roaming device.

o Response: After the Home Network verifies the device, it sends a response back to the Foreign Network, allowing
the device to access the network.

This should ensure that the data of the sensor nodes is private through a permissioned fabric platform to allow the 10T

sensors, edge nodes, and base stations to be trusted through private blockchain [32],[33]. Store 10T data in edge nodes
in a Blockchain manner that makes it hard to change or delete it, while providing for metadata accountability [34],[35].

10
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4.3. ChainCodes for Tamper-Proof Storage
ChainCodes are suggested to maintain form immutable blockchain databases and that allow for data to be accessed

easily as depicted in Figure 3 [36]. These ChainCodes are the essential components, which help establish the safe
storage of 10T data, improving its security and integrity, thus — the overall framework of the 10T ecosystem [37].

ChainCodes in Hyperledger Fabric

Ledger

@Eémnnel g

\

Chain code

Figure 3. The Process of ChainCodes in Hyperledger Fabric

In Figure 3, every peer symbolizes a group or individual who is providing data. Chaincodes, the invisible components,
establish the guidelines for handling this information. They serve as guardians, determining the formatting, validation,
and storage of sensor data on the shared ledger.

The system's security is centered around this shared ledger. It is a blockchain, an unalterable sequence of digital blocks.
Every block is cryptographically linked to the previous one, forming a record that cannot be altered. Once sensor data
in a transaction is verified and included in the ledger, it is permanently recorded [38]. The unchangeable nature, a
fundamental aspect of blockchain technology, stops unauthorized changes or removals. All participants must agree in
order for any one entity to manipulate the data, promoting trust and transparency in the network.

Chaincodes also allow for a thorough audit trail. Each time a chaincode processes a transaction, it creates a digital
record on the ledger. This detailed documentation enables approved users to review the data's history like a symphony,
ensuring every note played can be verified for a thorough understanding[39].

While channels may not be clearly shown in the diagram, they are essential for access control [40]. Channels serve as
virtual pathways in the network, separating transactions among certain participants. Chaincodes can be structured to
function within these channels, providing permission exclusively to authorized entities. This division stops
unapproved individuals from altering or accessing sensitive data, safeguarding the privacy and security of all
participants' information [41].

4.4. Blockchain-Based Data Traceability for 5G-Enabled Edge Computing
Legal academics should detail concrete tracing methodologies of data leveraging the blockchain technology for 5G-
enabled edge computing [42],[43]. This entails creating a client library for NodeJS which will serve to enhance the

audit capability of the 10T metadata such that all transactions as well as movements in the 10T system can be effectively
audited. This is important in ensuring that 10T infrastructure is well protected, and an accountable environment

11
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maintained [44].
4.5. Performance Evaluation

Figure 4 indicates the implementation of Hyperledger Fabric in IoT computing environments. The proposed
architecture of the blockchain should be examined whether it outperforms or underperforms in the given domain
through the use of experimental techniques and measures such as throughput, transaction latency, amount of
computation required, network utilization, and other communication expenses for a number of networks. This
evaluation is rather important for recognizing a prospective of the blockchain solution in many different and various
contexts [45].

By implementing these innovations, Hyperledger Fabric can be effectively leveraged to enhance the security and
privacy of edge loT computing environments [46]. These strategies address key challenges such as device
compatibility, data protection, and system performance, thereby paving the way for more secure and efficient loT
deployments [47].

Sensor Nodes = pe---eeeeemmemeeeeod o Edge Devices = = pe------------eoeo 2 Base Station
¥ v v
Lightweight Auth Blockchain Network Data Traceability
& Encryption (Hyperledger Fabric) System

Figure 4. The Implementation of Hyperledger Fabric in loT Computing Environments
4.5.1 Explanation of Components

Sensor Nodes: The outermost periphery of the 10T network that is directly attached to the physical sensors and gathers
data. These nodes require sharing information with the other part of the network while maintaining the highest level
of security[48].

Edge Devices:Analyze the information and store it within the local environment. These gateway nodes operate in
intermediate levels, between the sensor nodes and the base station, where they filter data.

Base Station:The middle node that may transmit/send data to edge devices and possibly Cloud services. It collects
data from edge devices, processes and encrypts it and forwards it to the blockchain network for further continuation
of the process.

Lightweight Auth & Encryption:This layer offers a secure manner for sending and receiving data between different
nodes and the base station. It entails policies and procedures that help to reduce the amount of resource consumed in
these edge devices while at the same time enabling data privacy and accuracy.[49]

Blockchain Network (Hyperledger Fabric):It is the most important part of the entire security framework[50].
Through the smart contracts often referred to as the ChainCodes, it is able to check compliance to rules and policies
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and record all the transactions in a permanent manner [51]. This work makes it possible for participants in the network
to authenticate and authorize each other.

4.6. Data Traceability System

This system uses the power of the blockchain to ensure that any data that is collected in, and sent throughout the 10T
system is between accountable and reproducible. This system has the ability to hold a record of all the transactions
that take place so that there can be trust and efficacy in the system [52].

This illustrates a high-level view of how Hyperledger Fabric can be integrated into an edge 10T security framework,
focusing on secure data collection, processing, and transmission [53]. Each individual component plays a vital
assigned role in facilitating and maintaining the integrity, confidentiality, and traceability associated with 10T data for
the purpose of a trustworthy edge 10T ecosystem [54].

5. CONCLUSION

Therefore, incorporating blockchain technology like Hyperledger Fabric in edge 10T environments is a great leap
towards addressing the severe security challenges that such systems have. Using Hyperledger Fabric’s intrinsic
components such as the immutability and encryption of ledger records as well as the right permission mechanisms,
loT applications can establish added security, reliability, and effectiveness. It is a winning solution that ensures the
protection of the information that is very important for the enterprise and minimizes the threats connected with
information leakage and cyber-attacks. As the 10T develops and evolves consequently ambitions strong blockchain
solutions like Hyperledger Fabric will be required to ensure user data and privacy. The results of this research highlight
the potential for Hyperledger Fabric to serve as a cornerstone technology in ongoing efforts to secure 10T ecosystems
and pave the way for more secure and resilient digital infrastructures.
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