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Abstract — This paper aims to assess the impact of 

Global Navigation Satellite System (GNSS) spoofing on 

the performance of a Garmin GPSMAP 66sr dual-

frequency GNSS receiver. The evaluation is conducted 

through field assessments under three conditions:            

1) single-frequency GPS L1 coarse acquisition (C/A) 

only, 2) single-frequency GPS L1 C/A and Galileo E1 

open service (OS), and 3) dual-frequency GPS L1 C/A 

and L5, as well as Galileo E1 OS and E5a. The results 

emphasise the critical role of multifrequency GNSS in 

mitigating spoofing. In the dual-frequency multi-GNSS 

mode, spoofing does not occur as the GPS L5 and 

Galileo E5a signals remain unaffected by spoofing 

signals in the L1 / E1 band. In the single-frequency 

multi-GNSS mode, the higher number of observed 

GNSS satellites contributes to higher minimum 

spoofing power levels and longer durations between 

position fix loss and spoofing as compared to the GPS 

only mode. 

Keywords - Dual-frequency Global Navigation 

Satellite System (GNSS), Spoofing, Field evaluations, 

Probable error, GNSS satellite geometry 

I. INTRODUCTION 

Global Navigation Satellite System (GNSS) 
encompasses constellations of satellites that emit 
signals from space, delivering positioning and timing 
information to GNSS receivers. This system 
comprises the major global constellations, namely the 
Global Positioning System (GPS), Galileo, BeiDou 
and GLONASS, alongside regional systems 
including Quasi-Zenith Satellite System (QZSS) and 
Navigation Indian Constellation (NAVIC). 
Leveraging on multiple constellations or multi-GNSS 
offers enhanced accuracy, redundancy and 
availability. In situations where the line of sight to 
satellites is obstructed, the utilisation of multiple 
constellations ensures continuous service provision. 
These GNSS systems also utilise various frequency 

bands, enabling GNSS receivers to track multiple 
signals from each satellite across different 
frequencies. This capability facilitates improved 
positioning accuracy, especially in challenging 
environments [1-3]. 

This study aims to assess the impact of spoofing 
on the performance of a Garmin GPSMAP 66sr dual-
frequency GNSS receiver. Spoofing involves the 
generation and transmission of false navigation 
messages with the intention of manipulating the 
navigation solutions provided by GNSS receivers. 
Spoofing signals are typically generated using 
commercially available GNSS simulators. In order to 
successfully execute a spoofing attack, the received 
power of the counterfeit signal must surpass that of 
the authentic signal. Subsequently, the receiver 
processes the manipulated signal as input, calculating 
the location induced by the spoofer. Spoofing poses a 
more formidable threat than intentional jamming, as 
the targeted receiver may be unable to detect a 
spoofing attack. Consequently, users are not alerted 
to the untrustworthiness of the navigation solution. 
While achieving successful spoofing is more intricate 
than jamming, even unsuccessful attempts can result 
in significant errors and jamming of GNSS signals 
over extensive areas [4-7]. Hanlon et al. [8], 
Montgomery et al. [9] and van der Merwe et al. [10] 
classified GNSS spoofers into three categories, 
namely simplistic, intermediate and sophisticated, 
based on their complexity and level of robustness 
required for associated counter-spoofing measures. 
Initially perceived as an emerging risk, recent 
incidents have elevated GNSS spoofing to a 
recognised and substantial threat [7, 11-14]. 

The evaluated receiver has the capability to 
observe signals from GPS, GLONASS, Galileo and 
QZSS, with the added feature of performing dual-
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frequency observations for GPS, Galileo and QZSS 
[15]. This study focuses on the functionalities of the 
evaluated GNSS receiver in relation to the GPS L1 
coarse acquisition (C/A) and L5 signals, as well as 
the Galileo E1 open service (OS) and E5a signals. 
For the GPS L1 C/A and Galileo E1 OS signals, they 
have fundamental frequency of 1,575.42 MHz, and 
their code structures modulate the signals over 
bandwidths of 2 and 4 MHz respectively. On the 
other hand, the GPS L5 and Galileo E5a signals share 
fundamental frequency of 1,176.45 MHz, with code 
structures that modulate the signals over a broader 
bandwidth of 20 MHz [2, 16-18].  

This study is conducted via field evaluations for 
three conditions: 1) single frequency GPS L1 C/A 
only, 2) single frequency GPS L1 C/A and Galileo 
E1 OS, and 3) dual-frequency GPS L1 C/A and L5 as 
well as Galileo E1 OS and E5a. In previous studies, 
field evaluations were employed to study the effects 
of spoofing on GPS L1 C/A performance [19, 20]. 

II. METHODOLOGY 

The performance of the evaluated GNSS receiver 
is analysed under simplistic GNSS spoofing attacks 
using a standalone GNSS simulator, which is 
currently identified as the most immediate threat. In 
this form of spoofing attack, the spoofing signal lacks 
synchronisation concerning power level, phase, 
Doppler shift and data content with authentic GNSS 
signals received by the target GNSS receiver. This 
discrepancy could lead to temporary loss of position 
fix lock in the GNSS receiver, potentially preceding 
its takeover by the spoofing signal. Even if the 
unsynchronised attack manages to avoid causing loss 
of lock, it could still result in abrupt change in the 
GNSS receiver’s time estimate. Basic counter-
spoofing measures, such as amplitude and time-of-
arrival discrimination along with loss of lock 
notification, could be employed to identify these 
simplistic spoofing attacks. However, it is 
noteworthy that many present civilian GNSS 
receivers lack these protective measures, leaving 
them vulnerable to such straightforward spoofing 
attacks [5-7].  

The tests in this research were carried out at the 
Science & Technology Research Institute for 
Defence’s (STRIDE) Block B car park, as shown in 
Fig. 1. The test setup utilised to investigate the effect 
of spoofing on the performance of the evaluated 
GNSS receiver is depicted in Fig. 2. The spoofing 
signal, generated by an Aeroflex GPSG-1000 GNSS 
simulator [21], is transmitted through a GPS Source 
A11XLV GPS amplifier [22] and a GPS Source L1P 
GPS passive antenna [23]. In order to ensure the 
absence of external interference signals during the 
tests, an Advantest U3751 spectrum analyser [24] is 
employed. 

The spoofing signal is configured to originate 
from the position of N 2º 58’ E 101º 48’, which is 
approximately 1 km from the test area. The timing of 
the signal is synchronised with the simulator's GNSS 
receiver time. Once the evaluated GNSS receiver 

acquires a position fix, the transmission of the 
spoofing signal commences at power level of -140 
dBm. The power level is then systematically 
increased in 3 dBm increments at 1 min intervals. 
Concurrently, the corresponding values of horizontal 
probable error (HPE), vertical probable error (VPE) 
and estimated probable error (EPE) are logged using 
GPS Diagnostics [25]. The test scenarios employed 
are outlined in Table I. 

 

Fig. 1. Test area located at N 2º 58.056’ E 101º 48.586’ (Source: 
Screen capture from Google Earth). 

 

 
Fig. 2. Test setup employed for evaluation of the effect of 

spoofing. 

 
Table I: Test scenarios employed for the evaluation of the effect 
spoofing. 

Scenario Mode Spoofing Signal 

1 Single 
Frequency GPS only 

GPS L1 C/A 

2 
Single 

Frequency Multi-
GNSS 

GPS L1 C/A 

3 Galileo E1 OS 

4 GPS L1 C/A and 
Galileo E1 OS*  

5 

Dual-Frequency 
Multi-GNSS 

GPS L1 C/A 

6 Galileo E1 OS 

7 GPS L1 C/A and 
Galileo E1 OS* 

*Six satellites for GPS and six satellites for Galileo. 

III. RESULTS AND DISCUSSION 

The findings of the study are presented in Table 
II, showing varying minimum spoofing signal power 
levels, as well as times between position fix loss and 
spoofing for the recorded readings. The minimum 
power level of the spoofing signal needed to induce 
position fix loss and subsequent spoofing is 
contingent upon GNSS signal coverage during the 
tests. Notably, during periods of suboptimal coverage 
when the received GNSS signal power levels are 
lower, the requisite minimum spoofing signal power 
levels are correspondingly lower and vice versa. 
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Table II. The effect of spoofing attacks on the evaluated GNSS receiver. 

Scenario Mode Spoofing Signal Reading 

Spoofing Signal Power Level (dBm) 

Time between 
position fix loss 
and spoofing (s) 

First 
degradation of 

accuracy Spoofing 

1 
Single Frequency GPS 

only 
GPS L1 C/A 

1 -128 -116 48 

2 -128 -116 46 

3 -131 -119 39 

4 -128 -113 45 

2 

Single Frequency 
Multi-GNSS 

GPS L1 C/A 

1 -125 -110 69 

2 -122 -107 53 

3 -125 -110 55 

4 -122 -107 52 

3 Galileo E1 OS 

1 -122 -107 - 

2 -122 -107 - 

3 -125 -110 - 

4 -122 -107 - 

4 
GPS L1 C/A and 
Galileo E1 OS 

1 -125 -107 48 

2 -125 -110 50 

3 -125 -107 45 

4 -122 -107 51 

5 

Dual-Frequency Multi-
GNSS 

GPS L1 C/A 

1 - - - 

2 - - - 

3 - - - 

4 - - - 

6 Galileo E1 OS 

1 - - - 

2 - - - 

3 - - - 

4 - - - 

7 
GPS L1 C/A and 
Galileo E1 OS 

1 - - - 

2 - - - 

3 - - - 

4 - - - 

Note: - indicates no data as degradation of accuracy / spoofing does not occur. 

It is also evident that the minimum spoofing 
power levels are notably higher in comparison to 
the received GNSS signal power level 
(approximately -160 to -130 dBm). This is 
attributed to the noise-like code structures of GNSS 
signals, enabling their reception even at low levels 
of interference. However, it is noteworthy that the 
required minimum spoofing power levels for 
inducing position fix loss are lower as compared to 
the minimum interference signal power levels 
observed during GNSS jamming tests conducted 
through both field evaluations [26-28] and GNSS 
simulation [29-31]. This disparity arises due to the 
difference in synchronisation between authentic 
and spoofing GNSS signals, compelling the GNSS 

receiver to recompute its position fix at relatively 
lower spoofing signal power levels.  

At the minimum spoofing power level, the 
duration between position fix loss and the initiation 
of spoofing is contingent on the degree of 
synchronisation between the genuine and spoofing 
GNSS signals. When both signals are closely 
synchronised, spoofing occurs rapidly. Conversely, 
when the signals are largely unsynchronised, the 
loss of position fix endures for an extended period 
as the target GNSS receiver needs to recompute its 
position fix. The level of synchronisation, or lack 
thereof, directly influences the efficiency and 
swiftness of the spoofing impact on the GNSS 
receiver. 
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         (a)                                                                                        (b)   

       

        (c)                                                                                              (d) 

 

Fig. 3. Recorded probable error values for Scenario 1 (single frequency GPS only with GPS L1 C/A spoofing signal) for: (a) Reading 1, (b) 
Reading 2, (c) Reading 3 and (d) Reading 4. 

 

       

             (a)                                                                          (b) 

       

                                                            (c)                                                                                (d) 

 

Fig. 4. Recorded probable error values for Scenario 2 (single frequency multi-GNSS with GPS L1 C/A spoofing signal) for: (a) Reading 1, 
(b) Reading 2, (c) Reading 3 and (d) Reading 4. 
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(a)                         (b)     

       

             (c)                                                                           (d) 

 

Fig. 5. Recorded probable error values for Scenario 3 (single frequency multi-GNSS with Galileo E1 OS spoofing signal) for: (a) Reading 1, 
(b) Reading 2, (c) Reading 3 and (d) Reading 4. 

 

         

        (a)                                                                       (b)       

        

        (c)                                                                                          (d) 

 

Fig. 6. Recorded probable error values for Scenario 4 (single frequency multi-GNSS with GPS L1 C/A and Galileo E1 OS spoofing signals) 
for: (a) Reading 1, (b) Reading 2, (c) Reading 3 and (d) Reading 4. 
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(a)                                           (b)       

         

(b)                       (d) 

 

Fig. 7. Recorded probable error values for Scenario 5-7 (dual-frequency multi-GNSS) for: (a) Reading 1, (b) Reading 2, (c) Reading 3 and 
(d) Reading 4. 

 

The study reveals that the single frequency GPS 
only mode (Scenario 1) exhibits lower minimum 
spoofing power levels and shorter durations between 
position fix loss and spoofing as compared to the 
single frequency multi-GNSS mode (GPS L1 C/A 
and Galileo E1 OS) in both Scenarios 2 and 4. This is 
attributed to the multi-GNSS mode's higher number 
of observed GNSS satellites, resulting in superior 
GNSS signal coverage as compared to the GPS only 
mode. The increased signal diversity also makes it 
more challenging to execute a successful spoofing 
attack, with the presence of the Galileo E1 OS signal 
in the multi-GNSS mode introducing a factor that 
diminishes the synchronisation between the spoofing 
and authentic GNSS signals. This effect is 
particularly pronounced when using only the GPS L1 
C/A signal as the spoofing signal. As a result, the 
complexity introduced by the additional Galileo 
signal contributes to a higher level of resilience 
against spoofing in the multi-GNSS mode compared 
to the GPS only mode. 

The probable errors of the GNSS receivers during 
the spoofing attacks are depicted in Figs. 3 - 7. For 
Scenarios 1 to 4 (Figs. 3 - 6), it is evident that as the 
power level of the spoofing signal increases, the 
probable error values also increase. This phenomenon 
is attributed to decreasing carrier-to-noise density 
(C/No) levels for GNSS satellites tracked by the 
receiver. C/No represents the ratio of received GNSS 

signal power level to noise density. Lower C/No 
levels lead to an elevated data bit error rate when 
extracting navigation data from GNSS signals, 
resulting in increased carrier and code tracking loop 
jitter. This, in turn, introduces more noise into range 
measurements, leading to less precise positioning [2, 
17, 32]. The observed increase in probable error 
values aligns with findings from GNSS jamming tests 
conducted through both field evaluations and GNSS 
simulation. 

In the readings for Scenarios 1, 2 and 4, it is 
noteworthy that the highest probable errors occur at 
the minimum spoofing power levels. However, after 
the initiation of spoofing, the probable errors 
decrease to levels similar to those observed prior to 
the transmission of the spoofing signal. This 
phenomenon occurs because, at this point, the 
spoofing signal power levels are relatively large, 
leading to high C/No levels. Consequently, the GNSS 
receiver achieves high level of accuracy during the 
spoofing period.  

The observation that spoofing does not take place 
in Scenario 3 (single-frequency multi-GNSS mode) 
when only the Galileo E1 OS is used as the spoofing 
signal suggests that the settings of the evaluated 
receiver's chip restrict readings to instances when the 
GPS L1 C/A signal is available. While the GNSS 
receiver does not succumb to the spoofing signal, 
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Fig. 5 illustrates that the spoofing signal still induces 
increase in probable error until continuous position 
fix loss occurs. This behaviour aligns with the 
premise that the receiver, configured to rely on the 
GPS L1 C/A signal, remains resilient to spoofing 
attempts solely involving the Galileo E1 OS signal. 
However, the increase in probable error suggests that 
the presence of the spoofing signal, even without 
taking over the position fix, introduces noise and 
disruptions, impacting the precision of the 
positioning measurements. 

For the dual-frequency multi-GNSS mode (GPS 
L1 C/A and L5 as well as Galileo E1 OS and E5a), 
spoofing does not take place as the GPS L5 and 
Galileo E5a signals are not affected by spoofing 
signals in the L1 / E1 band (Scenarios 5 to 7). It is 
also observed in Fig. 7 that the spoofing signals do 
not affect the receiver’s probable errors. This 
highlights the importance of multifrequency GNSS in 
mitigating spoofing. In addition, lower probable 
errors are observed for the dual-frequency multi-
GNSS mode as compared to Scenarios 1 to 4, as the 
GPS L5 and Galileo E5a signals have larger 
bandwidth and code length, higher chipping rate as 
well as stronger transmission power level, which 
increase its accuracy [2, 16-18].  

The observed variations in probable error patterns 
for each set of readings can be attributed to the 
dynamic nature of the GNSS satellite constellation. 
The configuration and geometry of satellites in the 
constellation change over time, leading to location 
and time-dependent variations in GNSS accuracy [2, 
17, 32]. Additionally, other factors contributing to 
GNSS error parameters, such as atmospheric 
conditions and multipath, may introduce further 
variations in probable error patterns. The complexity 
and multifaceted nature of these factors contribute to 
the observed dynamic and variable nature of GNSS 
accuracy during the course of the study. 

In general, values of VPE tend to be higher as 
compared HPE for GNSS readings. This is as 
overhead satellites typically have higher C/No levels 
as compared to satellites above the horizon. As a 
result, the GNSS height solution is inherently less 
precise than the horizontal solution [2, 17, 32]. 
However, for the evaluated GNSS receiver, 
particularly at lower spoofing signal power levels, the 
values of VPE and HPE appear to be similar. This 
occurs due to the receiver's high sensitivity, allowing 
for comparable C/No levels for both overhead 
satellites and satellites above the horizon. 
Conversely, at higher spoofing signal power levels, 
the values of VPE become larger than HPE. This is 
attributed to the significant reduction in C/No levels 
for satellites above the horizon as compared to 
overhead satellites. The impact of spoofing signals on 
C/No levels contributes to a noticeable divergence in 
the vertical and horizontal error patterns, with the 
vertical solution becoming less precise than the 
horizontal solution under these conditions.   

The primary limitation of this study lies in the 
inherent challenges associated with field evaluations, 
including various error parameters such as 
ionospheric and tropospheric delays, GNSS satellite 
clock and ephemeris errors, GNSS satellite 
positioning and geometry, external radio frequency 
interference (RFI), as well as obstructions and 
multipath effects. These factors introduce 
uncontrollable variables that may affect the accuracy 
and reliability of the study results. For future work, a 
potential avenue is to conduct the study using GNSS 
simulation, which allows for the tests to be carried 
out under controlled and repeatable conditions as 
defined by the users. In a controlled laboratory 
environment, the tests are not hindered by unintended 
signal interferences and obstructions [33-36]. 
Furthermore, expanding the scope of future work 
could involve evaluating the performance of a wider 
range of multifrequency multi-GNSS receivers. This 
would provide a more comprehensive understanding 
of the effectiveness and robustness of various GNSS 
receivers in the face of spoofing attacks and other 
potential threats. 

IV. CONCLUSION 

The findings from this study underscore the 
critical role of multifrequency GNSS in mitigating 
spoofing threats. The dual-frequency multi-GNSS 
mode demonstrates resilience against spoofing, as the 
GPS L5 and Galileo E5a signals remain unaffected 
by spoofing signals in the L1/E1 band. This resilience 
enhances the security and reliability of the GNSS 
receiver in the face of potential attacks. In the single 
frequency multi-GNSS mode, the increased number 
of observed GNSS satellites contributes to higher 
minimum spoofing power levels and longer durations 
between position fix loss and spoofing as compared 
to the GPS only mode. This emphasises the 
advantage of incorporating signals from multiple 
satellite constellations for improved security. For 
future studies, employing GNSS simulation can 
provide controlled and repeatable conditions, 
allowing for a more thorough evaluation of the 
impact of multi-band spoofing on the performance of 
the evaluated GNSS receiver. Additionally, 
expanding the evaluation to a wider range of 
multifrequency multi-GNSS receivers will contribute 
to a more comprehensive understanding of their 
performance in the presence of various spoofing 
scenarios. 
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