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Abstract – Network-based intrusion detection 
systems (NIDS) are perceptively distributed devices 
within computer networks. They aim to examine traffic 
passing through the network on which they are 
installed passively. The database is the most vital 
part of network intrusion detection systems, as all 
the data converted information from the NIDS needs 
to be saved in a patterned structured manner. 
Understanding the usability of several available types 
of databases like central databases, Distributed 
databases, operational databases, etc., it is on the 
developer’s end to choose the most comprehensive 
one. Data transformation and performance speed are 
essential features that a stable database can handle. In 
this paper, we have analyzed the performance of 
multiple databases to find out the proficient way that 
favors NIDS optimization. 
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I. INTRODUCTION 

The storage systems are on the frontier for protecting 

against intrusions. As data storage could see variations 
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in persistently stored data, multiple types of intrusions 

might be triggered along with data management. 

Organizations are financing in information technology 

and IT cyber defense competencies to guard their 

valuable assets. An enterprise’s necessity is to protect 

customer information and its intellectual capital; the 

attack detection as well as response to protect interests 

of organizations which have three attributes in common: 

processes, people, and technology. So, the data 

management and retrieval process must be very 

important for each organization. System storage is 

important to every domain because it compromises 

highly proficient methods for handling multiple data. In 

computer network security, the choice of data storage 

within system compatibility is highly intensive. 

Due to the tremendous rise of technologies daily, the 

complications of data management and safety measures 

increased. It is significant to accomplish data 

resourcefully and permit the network system to execute 

tasks easily [1]. Data protection of computer networks is 

a vital task for developers. Data protection procedures 

are deployed over Intrusion detection systems to make 

IDS data more protected from malicious attacks and 
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several vulnerabilities. To overcome security and low- 

performance issues, IDS is coupled with different 

schemes, including Signature matching based and 

anomaly detection based schemes.  

Most researchers express their work towards making 

the system efficient and accurate, but these collective 

efforts are mostly to detect IDS or OS-level operations. 

Unfortunately, they cannot retrieve corrupt data due to 

unethical database transactions. Data corruption 

spreads throughout the database and could multiply its 

damaging effect speedily [2]. This is the most vital 

danger for database applications around the globe. 

These persistent attacks on databases are required to 

be detected accurately over time. If not, it would be 

easier for administrators to recover the damages soon. 

Computer storage comprises mainly two types: primary 

storage and secondary storage. System performance is 

dependent upon its data-dealing procedures [3]. 

For high performance, most data is stored at the 

system’s primary storage; in most cases, it may be 

random access memory RAM. Primary storage is volatile 

memory. While executing an application, the most 

nearby proficient source of data retrieval is RAM. It is 

used in such types of system applications, in which 

applications’ main concern is with performance nether 

with stored data. Secondary storages refer to such 

storage devices that are not consistently accessible by 

the computer system; this includes portable use, hard 

drives etc. Such appliances are either inserted or 

plugged in order to access the system. Secondary 

storage is nonvolatile data information because it is 

stored in a computer’s hard drive computer. That 

software application uses secondary storage, which is 

concerned with stored data. Most applications use 

secondary storage for reuse or presenting the data as 

full information. Later on, the stored data and processed 

information are used to develop a ”System performance 

visualization tool”. The graphical visuals could help non-

technical staff understand system performance so that 

non-technical members could easily operate the system. 

 

II. DATABASE VALUATIONS OVER NIDS 

 
Intrusion Detection Systems (IDS) typically utilize 

secondary storage for storing data and logs. Signature-
based IDSs operate on a predefined set of rules to detect 
and prevent cyber-attacks on the network. [4], [6]. These 
rules are matched among incoming and outgoing 
network traffic. If the traffic stream matches the 
predefined ruleset, an alert is generated by IDS toward 
the network administrator. Intrusion detection system 
IDS reads and understands rules from its database. 

 

Pre-determined Signatures are already available to 

IDS. After pattern matching each signature, intrusion 

detection system IDS produces a comprehensive 

number of system Alerts and Logs [7], [8]. These logs 

and alerts are stored in the database because they are 

useful to system administrators. IDS data storage is not 

just for logs storage purposes, but we need to develop a 

wide-ranging database management system that’s 

empowered with data organizational measures [9]. For 

rapid processing, the stored data is required to be in 

structured form. This will help the system to process data 

retrieval commands quickly [10]. Beyond fundamentals 

of storage policies, CRC-NIDS desires to make a 

strategic function for its own pre-defined rules 

management [11]. IDS produces information logs for 

different multi-sources, which is obligatory for the IDS 

database management system (DBMS) to control log 

flow toward organized data storage hubs. Research was 

conducted to evaluate diverse database systems. The 

exploration and classification of databases are detailed 

in Figure 1. 

 

FIGURE 1. In-depth exploration and classification of databases. 

III. RELATED WORK 

In this [12] researcher described, the IDS database 
structure is optimized for effective data processing and 
storage. The Grey Wolf algorithm is used to improve 
feature selection and classification to increase intrusion 
detection accuracy. Results reveal that this integration 
improves intrusion detection accuracy and database 
administration efficiency, promising to enhance network 
security [13]. Emphasizes the value of a reliable 
database structure for the Intrusion Detection System 
(IDS). In order to increase the accuracy of recognizing 
intrusion patterns and possible threats, the study 
suggests a multi- stage technique for hierarchical 
intrusion detection. Results show how well the method 
enhances intrusion detection by thoroughly evaluating 
network activities and consequently enhancing network 
security. 

The use of DASO Optimization Techniques was 
investigated by the author [14], which strongly 
emphasizes the value of a well-organized database for 
an anomaly detection system. In order to improve 
anomaly identification, the study uses adaptive DASO 
optimization approaches, demonstrating resilience to 
shifting network dynamics and leading to an increase in 
anomaly detection accuracy. By efficiently processing 
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data and spotting abnormalities in dynamic contexts, 
this method helps to increase network security. The 
research [15] introduces and emphasizes the 
importance of a robust database in supporting this 
approach. The study demonstrates the effectiveness of 
using a deep learning system powered by big data, 
resulting. In heightened intrusion detection accuracy by 
automatically learning and recognizing intricate 
intrusion patterns within large datasets, thereby 
contributing to bolstered network security. The research 
[16] emphasizes the importance of a well- structured 
database. The study demonstrates the effectiveness of 
a hybrid approach that amalgamates signature-based 
and behavior-based detection methods, improving 
intrusion detection accuracy by addressing a broader 
range of attack scenarios and anomalous behaviors, 
thereby enhancing overall network security. 

The study [17] describes the value of an optimized 
database. The study demonstrates improvements in 
intrusion detection through the use of methodologies 
adapted to IoT and Edge of Things settings, improving 
the accuracy of spotting assaults and enhancing 
security for connected devices in these contexts. [18] 
Introduces enhancements in intrusion detection. This is 
done through the integration of neural networks as well 
as particle swarm optimization algorithms. The study 
combines the pattern recognition capabilities of neural 
networks with optimization algorithms to fine-tune 
detection accuracy. The results demonstrate improved 
intrusion detection performance. This showcases 
heightened accuracy in identifying intrusion patterns 
and enhancing overall network security. 

The research [19] is using federated learning in a 
distributed network setting. The study proposes a novel 
method of intrusion detection. It emphasizes the use of 
distributed databases for the Intrusion Detection 
System’s (IDS) effective data processing. The study 
shows how the incorporation of federated learning 
improves intrusion detection accuracy while resolving 
privacy issues and boosting network security. This is 
done by cooperatively training a shared model across 
remote devices. The research [20] presents an 
advanced approach for intrusion detection in large- 
scale data. It shows the importance of a robust database 
structure within the Intrusion Detection System (IDS). 
This also introduces a multi-stage hybrid technique that 
combines flow and packet-based intrusion analysis. 
This approach results in improved intrusion detection 
accuracy by comprehensively assessing network 
activity and patterns, enhancing overall network security 
in the context of big data environments. 

ML techniques employed in intrusion detection 
systems (IDS) within the context of cyber security is 
being described in [21]. The study surveys various ML 
methods including supervised, unsupervised, and deep 
learning. This is outlining their suitability for different 
cyber threats. The results offer valuable insights into the 
landscape of ML-based IDS. Research is summarizing 
the advantages and limitations of these techniques, 

thereby contributing to a comprehensive understanding 
of how ML methods enhance intrusion detection 
capabilities in the realm of cyber security. A novel 
technique to intrusion detection is presented in the work 
in the [22]. The paper suggests a hybrid deep learning 
model. This model combines feature optimization with a 
well-structured database. Increased pattern recognition 
and higher intrusion detection accuracy are the results 
of this integration, which also increases network 
security. The work in the [23] presents a thorough 
method for spotting criminal activity in driverless cars. 
The study highlights the value of an organized database 
as the cornerstone of effective data management. Deep 
neural networks and sequential analysis stages are 
used in the improved multi-stage deep learning 
framework to identify and categorize possible threats. 
The results illustrate the framework’s effectiveness in 
enhancing the security of these systems and show 
considerable improvements in precisely recognizing 
and categorizing harmful behaviors in autonomous cars. 

Research in [24] explaining the dataset’s crucial 
function in model training and assessing various 
algorithms for their performance in detection. The work 
in [25] achieves increased accuracy in intrusion 
detection by combining extreme learning machines with 
nature-inspired optimization. By producing realistic 
cyberattack data, a unique technique in the [26] helps to 
improving the ability of ML based Intrusion Detection 
Systems for recognizing complex threats. 
 

IV. SELECTION OF DATABASE 

 

A. CAP Theorem 

In the earlier section, we have delivered that 

MySQL (SQL database) and MongoDB (NoSQL 

database) databases provide higher storage capacity. 

CAP theorem is highly useful for selecting a particular 

database according to the user’s requirement. For this 

purpose, the CAP theorem is highly useful in choosing 

MySQL or MongoDB, according to our requirements for 

implementing IDS.In the term CAP, the characteristics, 

i.e., C is for the Consistency, A for the Availability, and P 

is for the Partition tolerance. In other words, the CAP  

FIGURE 2.     CAP theorem. 
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theorem presents that a distributed database system 

can guarantee two characteristics out of three: 

Consistency, Availability, and Partition Tolerance, as 

shown in Figure 2. 

1) Consistency: A system is considered consistent if 

all users or clients see the same data simultaneously. 

Performing a read operation on consistent system must 

return the value of the most recent write operation. So 

that the read should cause all clients to return the same 

data which is the value of the most recent write. 

2)  Availability: Availability in a distributed system 

guarantees that the system remains operational 100% 

of the time. Every request gets a response regardless of 

the individual client. 

3) Partition tolerance: This states that the system 

does not even fail, if the messages are delayed between 

clients in the system. Partition tolerance has become 

essential than an option in distributed systems. It is 

possible by replicating the records across combinations 

of clients and networks. 

In order to select the database for a particular 

application, the first step is to gather application 

requirements based on the characteristics above, i.e., 

CAP. Out of these three characteristics, two of them 

must be satisfied. MySQL database operates on 

Consistency and Partition tolerance characteristics, 

whereas MongoDB database operates on Availability 

and Partition tolerance characteristics. Among others, 

one of our requirements is Availability and Partition 

tolerance. Availability ensures that our system is 

available to everyone at any time. Partition tolerance 

maintains the record and keeps the backup of the 

system at every time. In other words, Partition 

tolerance ensures no loss of data. Consequently, 

based on our requirements and the characteristics of the 

CAP theorem, we have selected the MongoDB database 

for the intrusion detection system. 

Based on the identified common parameters in 

selected databases for comparison, a performance 

comparison has been performed, provided in Table 

1. The first column of Table 1 provides the selected 

databases, i.e., Oracle, MySQL, Microsoft SQL Server, 

PostgreSQL, MongoDB, and Cassandra. Columns 2 to 

column 6 of Table 1 provide different parameters 

selected for the performance evaluation [4]. 

In Netspection Database, there are three core 

functionalities which are the core focus of development. 

• Rules Parsing 

• Event Engine 

• Alerts 
Rule parsers are used to initialize the configuration file 
of IDS. The first rule is dissected into different data 
structures, further used to detect Patterns in incoming 
packets. After the parsing of packets, the event engine 

is used to detect any malicious content. All the 
signatures in the rules file are first stored in data 
structures that reside in memory on runtime. These 
signatures are used to detect malicious content in 
incoming packets. In the end, if malware is detected, the 
event engine raises an alert that will be stored in the 
database. These stored alerts are used to visualize data 
on the front end. Mechanics and operational 
functionality of Network Intrusion Detection Systems 
(NIDS) is shown in Figure 3. 
 

 
 

FIGURE 3.    Operational functionality of NIDS. 

 

V. METHODOLOGY  

In the first step of the experiment, 10 million rules 

have been generated using Python script. After that, 

generated rules are stored in the MongoDB and script 

file. we considered three scenarios. Those scenarios are 

best, average and worst. In the best case scenario, first 

rule is scheduled in the text file and performed matching. 

After that, selected rule with the MongoDB are being 

matched. For both cases, the time is noted which is 

required for matching the rule. The required time to 

match from script file is 0.001s. On the other hand, 

0.026s is required for matching using the MongoDB. 

In the average case scenario, the rule in the middle 

of the script file have been selected and matching is 

performed. Selected rules are also matched with 

MongoDB. For both cases, time is noted which is 

required to match the rule. The time required to match 

from the text file is 8.49 seconds. On the other hand, 

3.103 seconds is required for matching using MongoDB. 

In the worst case scenario, last rule is selected in the 

script file and performed matching. Selected rule have 

been matched with the MongoDB. Time have been 

noted required to match the rule. The time required to 

match from a text file is 19.59 seconds, while 6.5 

seconds is required to match using MongoDB. The 

performance comparison is shown in Figure 4. 
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VI. RESULTS ANALYSIS AND DISCUSSION 

We have analyzed the above-mentioned 

experiments and found that databases are faster than file 

systems to fetch and display data. Based on this 

experiment, we chose a database for CRC IDS. The 

primary purpose of the database is to store alerts and 

later use those alerts for better visualization on the front 

end. We have analyzed two databases and a file system 

for test purposes and found that MongoDB performed 

well for our system, as shown in the Figure 5. 

 

Optimized queries are used to enhance the speed of 

data retrieval further. Buckets are used to store or fetch 

data rather than a single query for each alert. Calling the 

database for each alert is resource-extensive and slow 

in data retrieval. We performed multiple experiments by 

varying the bucket size and got the highest accuracy on 

a bucket size 100000. The concept of a bucket is that 

rather than sending each alert individually to the 

database, we store all alerts in a bucket first, then send 

bulk alerts to the database in a single call. As shown in 

Figure 6, 100000, bucket size has maximum efficiency; 

reducing or increasing bucket size has a negative impact 

on data retrieval speed. 

 

Based on the results, it is being analyzed that the 

MongoDB requires less time to perform a match than the 

text file. Moreover, it is also analyzed that MongoDB 

provides a rapid response for searching a rule from many 

rule datasets. Consequently, the response of the search 

rule from the text file is three times lower than that of the 

MongoDB. In addition to the comparative analysis of 

matching speed between MongoDB and text files, we 

further examined the underlying reasons for MongoDB’s 

superior performance. One key factor contributing to 

MongoDB’s efficiency is its indexing, which allows faster 

data retrieval than linear search methods commonly 

employed with text files. Moreover, MongoDB’s 

document-oriented structure facilitates storage as well 

as retrieval of complex data structures. This is making it 

well-suited for handling large rule datasets. 

VII. CONCLUSION 

The research explores about the effectiveness of 

Network Intrusion Detection Systems (NIDS) using a 

multi-stage optimized intrusion pattern. The research is 

focusin on the usage of databases in NIDS. Research 

also explores about the requirement for organized data 

storage. MongoDB delivers quicker rule matching and 

response times than text files. This is concluded 

according to the research of several database formats, 

including MongoDB and text files. This result indicates 

the positive effects of using an effective and well-

structured database, like MongoDB for NIDS 

optimization. The study emphasizes about the 

importance of database selection and optimization for 

enhancing the NIDS ability to detect and address 

network intrusions effectively. 
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