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Quantum Steganography Using BB84 Protocol for Secure Data 
Hiding in Cover Text 

Win Pa Pa Phyo*, Hsu Wai Hnin, and Cho Cho Myint

Abstract – Many people use the internet for 
communication, but there is a problem with protecting 
their information. To ward off the attackers, they need 
secure communication such as cryptography and 
steganography techniques. To maintain the security of 
information, improving the technology of 
steganography is necessary. In this paper, we propose 
a novel method to create the secret quantum text 
steganography more difficult for attackers to intercept.  
Firstly, the proposed method generates a secret 
message as a binary string by combining the secret key 
of the BB84 protocol and message. Then, the secret 
message is embedded in the first character of each line 
in the cover text. In the cover text, the first character of 
each line is changed to the case of the specific 
character, such as uppercase or lowercase, according 
to the secret message to be hidden. The cover text uses 
the English language. Experimental results describe the 
effectiveness of the proposed method for hiding data 
within the cover text while maintaining a high level of 
security. The proposed model is able to secure data 
transmission because it was difficult for the attacker to 
reveal or intercept data. 

Keywords— Quantum Steganography, BB84 Protocol, 

Cover Text, Cryptography, Data Security, Communication 

Protocol. 

I. INTRODUCTION 

Today, people usually send messages via various 
internet-based communication applications such as 
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Email, Viber and other digital platforms.  As the use of 
digital communication increases, protecting 
confidential information from unauthorized access has 
become an important issue. Steganography preserves 
data security over the internet by using different media 
types (such as images, audio, video, and text) to cover 
the secret message. In image steganography, the 
secret message is embedded in an image as noise, 
which is difficult to find by the attacker.  Video 
steganography hides secret information within video 
file, while audio steganography embeds secret data 
into audio file as noise that are unheard to human. The 
most difficult kind of steganography is text 
steganography, which embeds secret data into a cover 
text. Text-based data steganography technology 
comprises three main types: format-based methods, 
random and statistical generation method, and 
linguistic method [1]. 

Quantum text steganography extends this concept 
by using quantum computing techniques to enhance 
the security, efficiency, and invisibility of message 
embedding within text [2]. Unlike classical text 
steganography, quantum text steganography conceals 
secret messages within the cover text by applying 
quantum principles such as superposition, 
entanglement, and quantum measurement. The 
fundamental unit of quantum information is the 
quantum bit(qubit), which can exist in multiple states 
simultaneously [3]. Quantum computing relies on 
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qubits and their ability to be manipulated using 
quantum gates. Quantum gates are used in quantum 
cryptography to produce quantum key distribution 
(QKD) like BB84. Quantum Key Distribution (QKD) 
techniques can be integrated into quantum text 
steganography systems, enabling the secure 
communication exchange between two parties [4]. 

This paper proposes a quantum-inspired text 
steganography approach using the BB84 protocol for 
secure data hiding in cover text. The proposed method 
generates a secure binary message using BB84-
based key generation and embeds the encrypted 
message into the cover text through the first character 
in each line. The implementation is performed using a 
simulated quantum environment to evaluate 
computational efficiency and embedding performance. 

 

II. LITERATURE REVIEW 

This paper used a quantum-based text 
steganography technique to hide the information into 
Indian regional language Bengali handwritten text as a 
cover text. The system used two-bit streams of the 
message to embed into the cover text to get high 
embedding capacity. This system used three 
algorithms. The first one was a message encryption/ 
decryption algorithm. The second was a message 
embedding algorithm, and the last one was a message 
extracting algorithm. Cover text and secret message 
were used together with mathematical function and 
quantum approach using handwriting characters in 
Bengali language with mapping truth table of quantum 
gate was contributed to get the highest security [5]. 

The system used quantum channels to apply text 
steganography. This model used BB84 key protocols 
to share secret key securely between two users. The 
cover message and secret message, using only the 
English language, were converted into binary 
representation. The converted binary message was 
encrypted with this key using XOR gate. Finally, the 
encrypted data was embedded into quantum circuit by 
using Bernstein Vazirani technique at the sender side. 
At the receiver side, the operation is performed 
opposite of the sender side. The proposed method was 
designed to secure information in communication 
channels and to prevent attacks from attackers [6]. 

This research proposed a text hiding method using 
two levels. The first one is finding letters for secret 
message and encode the location of this letter. The 
second one is transforming the letter’s location into 
binary and hiding in cover text in a different way. This 
proposed method aims to achieve high level of security 
for text confidentiality [7]. 

The researcher introduced an innovative 
steganography protocol based on discrete modulation 
continuous variable QKD. Modification to the original 
protocol improved security and vulnerabilities to 
steganalysis. The paper described Martins quantum 
steganography (MQS) protocol. The proposed model 
modified traditional direct communication 
steganographic protocols by using reverse 
communication techniques. Discrete-Variable QKD 
(DV-QKD) used single photons, while Continuous-

Variable Quantum Key Distribution (CV-QKD) encodes 
information in continuous properties of light, such as 
amplitude and phase quadrature of coherent states. 
The system proposed a method to extend a QKD 
protocol into a steganographic scheme that eliminates 
vulnerabilities in the MQS protocol by reversing the 
direction of communication and hiding the quantum 
states as part of the classical reconciliation process [8]. 

The paper offered a detailed examination of QKD-
based communication protocols and introduced a new 
system using BB84 algorithm. It represents a 
significant advancement in securing communication, 
with the potential to alter our perspective on quantum 
mechanics. This system provided a solution for secure 
communication between two parties in the meantime. 
This research highlights the importance of security 
protocols and techniques [9]. 

This study focused on studying of Quantum Key 
Distribution (QKD), especially detailed explanation of 
BB84 protocols. The paper described the concept of 
quantum superposition, quantum entanglement, 
quantum key distribution and BB84 protocol in detail. 
The paper proved that BB84 protocols is a strong 
security QKD scheme and applied in various 
applications. Additionally, the author examined the 
practical improvements in BB84 protocols, including 
the decoy states and advanced error correction 
methods [10]. 

This paper proposed the implementation of the 
BB84 protocol utilizing four distinct bases (phase 
gates), alongside the SARG04 protocol—an extension 
of BB84—designed to mitigate photon number splitting 
(PNS) attacks. The study also incorporates simulations 
of third-party (eavesdropping) attacks and analyses 
the impact of quantum noise. All experimental 
verifications and protocol simulations were conducted 
using the IBM Quantum Experience platform [11]. 

This paper introduced the B92 quantum protocol to 
transmit a secret message shared between two 
parties. In certain regions of the image are used to 
represent the least significant qubits of the pixels. The 
NEQR (novel enhanced quantum representation) and 
the platform used for testing the described idea is IBM 
Quantum Experience along with Qiskit [12]. 

Although previous studies have explored hybrid 
quantum-classical security frameworks that combine 
BB84-based key exchange with classical encryption 
algorithms to improve resistance against attacks. 
Based on the reviewed studies, most existing 
approaches focus either on advanced quantum 
communication protocols or multimedia-based 
steganography techniques. Therefore, this research 
proposes a hybrid approach that combines BB84-
based key generation with text steganography to 
provide secure text communication while maintaining 
implementation simplicity. 

 

III. PROPOSED MODEL AND ALGORITHM 

 The proposed system is implemented using 
Python and Qiskit Aer Simulator in a classical 
computing environment. The BB84 protocol is 
simulated using quantum circuit including Pauli-X 
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gate, Hadamard gate(H), and Phase gate(S). The 
implementation does not utilize physical quantum 
hardware. The proposed model evaluates BB84 key 
generation through quantum simulation [13]. 

 The Hadamard gate is used to transform 
computational basis states into superposition state 
during basis generation in BB84 protocol. The. For 
example, applying the Hadamard gate to |0⟩ produces 
the superposition state (|0⟩ + |1⟩)/√2. The Hadamard 
gate is represented in (1). 

H=
1

√2
 (

1 1
1 −1

)                   (1) 

 The Pauli-X gate performs a bit-flip operation that 
changes the qubit state from |0⟩ to |1⟩ or vice versa. 
The X gate is shown in (2). 

X = (
0 1
1 0

)                           (2) 

 The Phase gate modifies the phase of the quantum 
state and is used during basis preparation in the BB84 
simulation. The S gate is presented in (3) [14]. 

S = [
1 0
0 𝑖

]                           (3) 

Alice's key is generated using the random number, 
and the key changes into a binary string. Alice’s key 
updates using the Pauli-X gate, Hadamard gate (H), 
and Phase gate (S gate) to produce Alice’s basis, as 
shown in Figure 1. 

Bob's basis is created using the Hadamard gate 
(H) and the Phase gate (S gate) in the quantum circuit 
according to the length of Alice's key. The quantum 
circuit displays Bob’s basis, as shown in Figure 2. 

Bob’s key is generated by executing the results of 
the quantum simulator. The result of the execution is 
as shown in Figure 3. 

 

 

FIGURE 1. Alice’s basis in quantum circuit. 
 

 

FIGURE 2. Bob’s basis in quantum circuit. 
 

 

FIGURE 3. Execution result. 
 

By using the BB84 protocol, Bob’s basis and 
Alice’s basis are used to generate the shifted key. If 
the value of Bob’s basis and the value of Alice’s basis 
match, then the value of Alice’s key is added to the 
shifted key. If Bob’s basis is ‘H’ and Alice’s basis is ‘S’, 
which do not match, then Alice’s key cannot be added 
to the shifted key. If Bob’s basis is ‘S’ and Alice’s basis 
is ‘S’, which match, then Alice’s key is added to the 
shifted key. The shifted key is generated ‘1001’, which 
is called the BB84 key in Figure 4. 

 

FIGURE 4.  BB84 key. 
 

The encryption algorithm encrypts the message 
with a BB84 key to generate the secure message. The 
embedding algorithm embeds the secure message 
into the cover text to produce the stego text and the 
length of the secure message. The stego text is sent 
to the receiver using a quantum channel. The receiver 
uses the extraction algorithm to extract the secure 
message with a binary string. The decryption 
algorithm decrypts the binary string of the secure 
message with the BB84 key to generate the message. 
Figure 5 shows the block diagram of the proposed 
quantum steganography model. 
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FIGURE 5. Proposed quantum steganography model. 
 

The current implementation does not include 
quantum noise modelling, error correction, or privacy 
amplification mechanisms. In addition, the proposed 
model uses simulated quantum operations rather than 
real quantum communication channels. 

In this model, the sender side uses the encryption 
algorithm, embedding algorithm, and the receiver side 
uses the extraction algorithm and decryption 
algorithm. 

 

A. Encryption Algorithm 

• Produce the BB84 key by using BB84 protocol. 

• Select the message and pick each character in 
the message. 

• Convert into the binary string using ASCII code. 

• Uses the XOR function as a key operation. If 
the input binary digits are equal, then the output 
is 0. Otherwise, the different input binary digits 
produce the output 1. 

• Encrypt the binary string with the BB84 key 
using the XOR function to produce the secure 
binary message. 

 

B. Embedding Algorithm 

• Select the cover text in English. 

• Select the secure binary message (BMS) and 
execute the length of the message (L). 

• If the BMS = “1”, then find out the first character 
of each line in the cover text and convert it to 
the lower case. 

• If the BMS= “0”, then convert the first character 
of each line in the cover text to the upper case. 

• Repeat the above step till the secure binary 
message is finished. 

• Generate the stego text, L and the BB84 key to 
send to the receiver. 

 

C. Extraction Algorithm 

• Get the stego file, L, and the BB84 key. 

• Read the first character (C) of each line in the 
stego file. 

• If C= “uppercase”, then bit crypto=0. 

• If C= “lowercase”, then bit crypto=1. 

• If crypto<=L, then write crypto into b. 

• Retrieve b as binary string message. 

 

D. Decryption Algorithm 

• Get b as a binary string message and BB84 
key. 

• If the length of b = 7, then change b into a 
number according to the ASCII encoding. 

• Decrypt the number and BB84 key using the 
XOR function to retrieve the character of the 
original message. 

• Repeat the above step till the binary string is 
finished. 

• Retrieve the original message at the receiver’s 
side. 

The proposed embedding method uses uppercase 
and lowercase character transformation, which is 
simple and may be affected by text formatting 
changes or steganalysis techniques. However, this 
approach was chosen to keep the implementation 
process simple and to demonstrate the integration of 
BB84-based key generation with lightweight text 
steganography. The current implementation does not 
include quantum noise modelling, error correction, or 
privacy amplification mechanisms. In addition, the 
proposed model uses simulated quantum operations 
rather than real quantum communication channels. 

 

IV. RESULT ANALYSIS 

The results of the proposed system of quantum 
text steganography are discussed in terms of security, 
capacity, and robustness. The sender’s side creates 
the secret message using BB84 key according to 
BB84 protocol as shown in Figure 6. 

 

FIGURE 6. Secret Message at the sender’s side. 
 

The sender’s side embeds the secret message into 
stego text using encryption and embedding algorithms 
as shown in Figure 7 and Figure 8. 

The stego text and BB84 key are transmitted from 
the quantum channel. The receiver side retrieves the 
original message from the stego text using extraction 
and decryption algorithms, as shown in Figure 9. The 
result of the proposed system measures the time 
analysis, capacity consideration, and similarity 
measure. 

 Multiple English text messages were used as 
secret message with lengths ranging from 7 to 53 
characters were tested using cover text files of 
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different sizes. The BB84 key length varied according 
to the binary representation and message size. The 
performance evaluation considered BB84 key 
generation time, stego text generation time, message 
extraction time, embedding capacity ratio, and 
similarity between cover text and stego text. 

 
FIGURE 7. Cover text. 

 

 

FIGURE 8. Stego text. 

  

 

FIGURE 9. Decrypt message. 

 

A. Time Analysis 

The time analysis of the proposed system consists 
of time for the BB84 key, embedding time, and 
extraction time [15]. The time of the proposed system 
depends on the BB84 key, original message, and 
cover text size. The time for the BB84 key takes to 
create the key using BB84 protocol in quantum circuit. 
The time is 0.557 seconds in the quantum circuit. The 

embedding time takes to hide the secret message in 
the cover text using the embedding algorithm in 
quantum steganography. The time is 0.1258 seconds. 
The extraction time takes to retrieve the hidden 
message from the stego text, which is 0.001 seconds. 
So, the effectiveness of the proposed system is fast 
and more efficient. The computation time of stego and 
message generation is as shown in Table 1 and 
Figure 10. 

 

TABLE 1. The computation time of stego and message 
generation. 

 

Message 
Length 

Computation Time (in seconds) 

BB84 key 
Generate 

Stego Generate 
Message 
Generate 

7 0.884 0.0169 0.001 

9 0.718 0.0164 0.001 

10 0.689 0.0137 0.001 

12 0.759 0.0156p 0.001 

20 0.661 0.0186 0.001 

30 0.422 0.0131 0.001 

43 0.479 0.0264 0.001 

53 0.514 0.021 0.001 

 

 

FIGURE 10. Computation time of BB84 key, stego and 
message generation. 

 

If the message length is 7 and the BB84 key 
generation time is 0.884 seconds, then the stego 
generation time is 0.0164 seconds and the message 
generation time is 0.001 seconds in Table I. If the 
message length is 53 and the BB84 key generation 
time is 0.543, the stego generation time is 0.021 
seconds and the message generation time is 0.001 
seconds. If the message length is large, the stego 
generation time is slightly more than 0.0169 seconds. 
So, the proposed system is efficient. 

 

B. Capacity Consideration 

The capacity is the amount of secret message (bits 
or bytes) hidden in the cover text [16]. The 
performance of the proposed system indicates the 
ratio of the secret message (bits) to the size of the 
cover text. The capacity ratio is represented in (4). 
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Capacity ratio = 
Amount of hidden message in bits

Size of hte cover tex in bits
  (4) 

The proposed system can hide two bits of a secret 
message using one character. The capacity of the 
proposed system depends on the size of the secret 
message hidden in the cover text. If the size of the 
secret message is 91 bits, and the size of the cover 
text is 88359 bits, then the capacity is 0.001, and the 
embedding capacity is low. If the size of the secret 
message is 357 bits, and the size of the cover text is 
88359 bits, then the capacity is 0.004. If the size of the 
secret message is large, then the percentage capacity 
of the proposed system is great, and the embedding 
capacity is high, as shown in Table 2. 

 

TABLE 2. Capacity ratio of secret message and cover text. 
 

Amount of Secret 
message in bits 

Size of Cover text 
in bits 

Capacity Ratio 

91 88359 0.001 

231 88359 0.0026 

350 88359 0.0039 

357 88359 0.004 

 

C. Similarity Measure  

 The similarity measure of the proposed system 
uses Jaro Jaro-Winkler Similarity metric between the 
cover text and stego text. The Jaro-Winkler metric is a 
measure of the similarity between two strings of the 
cover text and stego text [17]. The lower the Jaro-
Winkler distance for two strings, is less similarity 
between the two strings [18]. The Jaro-Winkler 
similarity is calculated given two strings S1 and S2 their 
distance D as 

D = 
1

3
 [ 

𝑚

|𝑆1|
+  

𝑚

|𝑆2|
+ 

𝑚−𝑡

𝑚
]           (5) 

where m is the number of matching characters and 
t is the number of transpositions, and |S1| is the length 
of string S1 and |S2| is the length of string S2 [19]. In the 
proposed embedding approach, the Jaro score of 
comparing cover text and stego text is 0.9 because 
they are closely similar.  

Histogram of cover text is shown in Figure 11 and 
stego text is shown in Figure 12. Histogram is used to 
measure the effectiveness of the embedding algorithm 
in the proposed system. The histogram of the cover 
text and the stego text are closely the same and show 
high similarity because the proposed embedding 
method is efficient and secure.  

 
FIGURE 11. Histogram of cover text. 

 

 
FIGURE 12. Histogram of stego text. 

 

V. CONCLUSION 

This paper explored the combination of Quantum 
text steganography using English language and BB84 
protocols to secure data hiding in cover text. The 
secret message is converted into a binary string using 
ASCII code and combined with the BB84 secret key. 
The secure binary message is embedded in the first 
character of the cover text to change to uppercase or 
lowercase. The cover text does not change its original 
format or character. The generated stego text is 
transmitted to the receiver using the quantum channel. 
The receiver retrieves the stego text in the original 
message using the extraction and decryption 
algorithm.  The test result demonstrate that the 
proposed system maintains the high similarity 
between cover text and stego text while resulting low 
computational time for embedding and extraction 
processes. So, the proposed system ensures the 
secure messages remain imperceptible to 
steganalysis.  
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